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SRU ALSO BELONG IN THE LIST

#ECAWFEHIBBSOOKNE OMPEREAEmM | G HBTEH ARIDD- I NDH E
CHAPTER THAT YOU WANT

TBODY
Contents

4TRUCTURE OF THIS BOOK
$ONVENTIONS
4HELL PROMPT

$OMMANDS AND FILES
"UDIENCE

$OMMAND LINKS

<$%"5"dF WINDOW SHOWS5(CHhOREGCEHOWS5EXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL

Structure of this book

"FTER THIS INTRODUCTION THERE ARE THREE MAI

" 5HBHY 6NIX RAKGEE INTRODUCES THE 6NIX SYSTEI
SHE VARIOUS 1LATHFORNMEMNS HCEHASGHT PARTICU
LIKE DISTRIBUTIONS 5HIS BOOK NEEDS TO ADD
OTHER#HAHANDI N U X
SHEXPLANASECNBON CONTAINS A LIST G VARIO!
troduce AN&plan THE USE AND ADMINISTRATION OF 61
TEMS 'OR EXZRMIPAEATIONS 4HEITRQRO®PS THE
SHELL PROMRPLANRTIONS "ILESYSHERIISAAND 4 W
THE USE OF STORAGE DEVICES .ANY OF THE SE
MISSING BUT THIS SECTION IS BEING EXPANDEI
INTO SIX PARTS MIGHT NEED TO BE CHANGED LA
SHE 2UICK SEFERENCES&NVAROBRMENINSTAIRHEBLE

"ILEBOMMANBSERE ACTUALLY IS NOT MUCH HERI
Commands SECTION

Conventions

SHIS BOOK USES OR WILL USE THE FOLLOWING C(


http://en.wikibooks.org/wiki/Guide_to_Unix/Introduction#Structure_of_this_book
http://en.wikibooks.org/wiki/Guide_to_Unix/Introduction#Conventions
http://en.wikibooks.org/wiki/Guide_to_Unix/Introduction#Shell_prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Introduction#Commands_and_files
http://en.wikibooks.org/wiki/Guide_to_Unix/Introduction#Audience
http://en.wikibooks.org/wiki/Guide_to_Unix/Introduction#Command_links
http://en.wikibooks.org/wiki/Guide_to_Unix/Why_Unix-like
http://en.wikibooks.org/wiki/Guide_to_Unix/BSD
http://en.wikibooks.org/wiki/Guide_to_Unix/BSD
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Filesystems_and_Swap
http://en.wikibooks.org/wiki/Guide_to_Unix/Environment_Variables
http://en.wikibooks.org/wiki/Guide_to_Unix/Files
http://en.wikibooks.org/wiki/Guide_to_Unix/Commands
http://en.wikibooks.org/wiki/Guide_to_Unix/Commands

Shell prompt

SHE SHELL PROMPT LOOKS LIKE

" ROOT SHELL PRACPMANASEEGNS #ECQNMOKGEG 3010H

SHENHESHRPES O MMARBGSI HERXTAP P E ARBO L®H E
FOLLOWSANNE XAMPAIHRBE SEIR PHIHECATOMMAAND HEN
SEVERAL LINES WHICH THE COMPUTER ECHOED

cat

This is an example.
51JT JT BO FYBNQMF

"D

SONTRBARAEBRERSTIEBMNE SHIBEANSIOLMHEONTROL
KEXNPRE®SOTEHASDMEON TROARAGSDMEST IME SAP
PEARN HECREDREXAMPIHHESHR PEDDBUNO?%ACTUALLY
APPEARS ON THE SCREEN

Commands and files

This conventionmight needmprovementCurrently, a goodexamplds Ex-
planations/Shell Prompt

" COMMANNAMISENTRODINB BDRIDDI KiBame -ATHEHR SV EN
TIONEDPUNAMENTHEUTUIREEO IMERSMOGHBEALINKAO HE
COMMANPONNMAND S

'ILENAMBSUALARPEARKEEFWOVMMND FUDTTI
TTIE@QDPOGINHIBRBEMMANDDIK KIE /dev/ null /etc/
sshd_config O&ho al a2 a3 .ENTIONABRATNEAROBRGU
MENDH HESEMMAMNODSKIKRA ANDA 8S8HENNTRODWCING
NEWARITIKANEWPTIQRMEN T | OBNEEHDOTRHEA D OIKI&rEO B
loop 5EXT FROM FILES IS ALSO QUOTED FOR EXAMP|


http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Becoming_Root
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Commands

Audience

This is a proposed convention,becausé is mostly unimplementedn this
book.

5HE BOOK TARGETS MULTIPLE AUDIENCES
6NIX OR NON 6NIX USERS SEEKING BACKGROUNTI
6NIX SYSTEM USERS BACKGROUND AND USER IN
6NIX SYSTEM ADMINISTRATORS BACKGROUND A
INSTRUCTIONS
50 HANDLE THIS THERE MIGHT BE SOME TEMPLATI
" [(UIDE TO 6BEGIN USER INSTRUCTIONS
[(UIDE TO 6/ENPUUSER INSTRUCTIONS
[(UIDE TO 6B*GIN ADMINISTRATOR INSTRUCTION
[(UIDE TO 6/ENEIADMINISTRATOR INSTRUCTIONS

Command links

This is a proposed convention,becausé is mostly unimplementedn this
book.

*NUIDE TO 6/*9 $OMMAINRE(USDAE [TO 6/*9 CLINK
WITH LINKS TO OUTSIDE *NTERNET RESOURCES
WIKIS

*N ADDITION THE CLINK TEMPLAHEHE QI6/KS BETWI
$OMMANANDUIDE TO 6/*9 &XPLAMARDMRE TWO T
PLATE CALLS LINK BOTH WAYSUIDR EXAWMOLE C
&XPLANATIONG BC"S EMMREYTI® 6/*9 $OMMANDS


http://en.wikibooks.org/w/index.php?title=Template:Guide_to_UNIX:u&action=edit&redlink=1
http://en.wikibooks.org/w/index.php?title=Template:Guide_to_UNIX:eu&action=edit&redlink=1
http://en.wikibooks.org/w/index.php?title=Template:Guide_to_UNIX:i&action=edit&redlink=1
http://en.wikibooks.org/w/index.php?title=Template:Guide_to_UNIX:ei&action=edit&redlink=1
http://en.wikibooks.org/wiki/Guide_to_UNIX/Commands
http://en.wikibooks.org/wiki/Template:Guide_to_UNIX:clink
http://en.wikibooks.org/wiki/Guide_to_UNIX/Commands
http://en.wikibooks.org/wiki/Guide_to_UNIX/Commands
http://en.wikibooks.org/wiki/Guide_to_UNIX/Explanations
http://en.wikibooks.org/wiki/Guide_to_UNIX/Explanations/bc
http://en.wikibooks.org/wiki/Guide_to_UNIX/Explanations/bc
http://en.wikibooks.org/wiki/Guide_to_UNIX/Commands

Chapter 1

Why Unix-Like

SHEOPERASYNGIENNG TAONAANSERVARBO MMMEORKSTATIONE
| ®nix-like #UWHATOHBEWMEANSG B | KEBEN | X* NT HB3O OA&6 N | X
LIKEYSTEMNEHASSIMILTAOR4%(/6 -INUXOLARNIIHE
ORIGINALSSONDRYC 04MMLSO QUALIFIES AS A 6NIX LIKE

TBODY

Contents

(ENERAL $ONCEPTS

SHE SHELL

5HE $ LANGUAGE

SHE KERNEL AND USERLAND
I[EUTRAL POINT OF VIEW

General Concepts

"SOPPOSEMHRPOINNDOLICGRAPHISERARTERFALNEIS AR
TOHGENEROAMPUUERRORKSUAGEDD NRUNIMNATEXT
BASED WAY THROUGH WHATAS KNOWN AS THE COM

"SOPPOSHEMD SINGLE OBERAI M WM I (PHE RM CITCG:M
PUTEHBAGHRIBWYONEERSODNEARTICIUMARN IDSAMULT I
USBBRYSTEMALLOALEORSULTIPEERGHEOM P USTITIMRJ L
TANEOUGRMAIDHYSACHIEBBHDAVINBESERGCHSEEY S
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http://en.wikibooks.org/wiki/Guide_to_Unix/Why_Unix-like#The_C_language
http://en.wikibooks.org/wiki/Guide_to_Unix/Why_Unix-like#The_kernel_and_userland
http://en.wikibooks.org/wiki/Guide_to_Unix/Why_Unix-like#Neutral_point_of_view

ORAGIVENSHBCRUCIAAMETHDBXDISITFA’E R | FEIAGHS EARC
COUNUSERNAGEA I MSOORRESPORASSB ARAERPROCESS
KNOWN AS LOGGING IN

"LBNIX LERETRARE MILSRVITMANGPERASYNG EOR
SERVERENIX LERETEMBOMULTIPEERNSBR OGRAMS
ULTANEGOMBEEAT WARIESECTEBE | X LBKE TEIMHIG N | X
LIKEYSTPR®OE VATEOMMOCIOMMAINDNIRNTERE A CIEEHSRell
SHEALPROVACEO MMPROGRAMNTERFAREELANGUAGE
SHEATFERTLOWEHSNIX LS KWRETHRI NHEAMAEPPLICATION
SOFTVAABESKTOP ENVIRONMENTS

GNIXSPOPUWARMHROGRAMNMARRASR I BPREASORRIMARY
REAFONMBOPULARIHEUILDING ABALROROOKWCEIHE REU I DIE
SIMPLEA/ABIESTREAMEGE TPHRODVEBEBYOPHISTREASTED
ULT'SNOTHERASGSGMNHEHILOSOPREVERYTIAIMNGRB'HICH
MEANSATTANDARIEZEPERATRINDBNSN C T I OCIABLEPTEYR
FORMENDIFFERENEYPEBIRECTOSREGUEAREISARDWARE
DEVICES AND EVEN SYSTEM PROCESSES

The shell

TBODY

TBODY

SBIKIPEBMIAS RELATED INFORMATION AT
Unix shell

S5HEhell I SAPROGRAMQU&NIX LEKSTEMIEE VO UTYPE
COMMANDS TO LAUNCH OTHER PROGRAMS
SHENOUOGINHEYSTEWWR OUMTGHXT ONRWIGMIDGIVES
YOBLOGSHNELRYOURYSTHMAGRAPHUGARTERS A CADB
(/10.& ,%&ORNYTHINSATSBSINDOW STEMQARNCCESS
THEHENMHROUVUBRIOGRKAMIAEIM N SEOMEL AP RR M INMU
LATGRIEMULATHBEXT OMRW INAATHEHERE QU IRER
RUNNING
G6NFORTUNAEHEANDHEOMMANRIBARDDEARWNRTHER
MANZCOMMANMNRESR) UIRKEGUMENIWO RO REXAM PTLIHm
COMMAWBD I RHEMOYVYESNEEDSERMORERGUMBMIVN G
THEILE®DELESHEIBOOHKAB&XPLANAZTHENROMEGHAPTER
WHICH INTRODUCES THE SHELL AND ITS MANY FEAT


http://en.wikipedia.org/wiki/command_line_interface
http://en.wikibooks.org/wiki/Programming:C
http://en.wikibooks.org/wiki/Category:Computer_software
http://en.wikibooks.org/wiki/Category:Computer_software
http://en.wikibooks.org/wiki/Category:Desktop_environments
http://en.wikipedia.org/wiki/Main_Page
http://en.wikipedia.org/wiki/Special:Search/Unix_shell?go=Go
http://en.wikipedia.org/wiki/graphical_user_interface
http://en.wikibooks.org/wiki/Using_GNOME
http://en.wikibooks.org/wiki/Using_KDE
http://en.wikibooks.org/wiki/Guide_to_X11
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt

ONEANUTOMAMIIES AVISBEAQMMANNAT EXTICEALLED
ASHELL STWREIXAMPLE SHELL SCRIPTS ARE USED T«

SHENISHHBHBINIQUEBNIX LSRETEMIUATHERBZU L
TIPEHEANVAILABDEREIXOHESHEEXS ENDEHRATURDHBFER
ENWAYOR HEOURNE COMPAELBHSERSA B O OINS 1K |
BOOKGQURNEE4ACRIPTTI®@ESCHHMBEMO S HELCLRIRRBO R
#OURNE COMPATIBLE SHELLS

The C language

6NIXSTHERIQONHEOPUBARNGUAGERR O G FOAWH E
COMPUINBENK & HElibrary WHI®CHROV IBASSE STEMATUIRE S
CLUDACE HEISHEER NSEMEINANAPPLICASWVEBNTTNANN OTHER
LANGURAIGKE ITSTIWNKSHELIBRARYNTERPRENEDAGE
LIKE PERL NEEDS A PERL INTERPRETER LINKED TO 1

SHIBEPENDBDMNMCEAREADISADVANDSGHRIX LKERRNELS
AREVRITTEEN IRINYY MOSCOMMP®PROGRABE $ OR
OBJECTIVESBIFFICALDI ODETHEBEO GRIANSO THANR
GUAGECGABORTRAGNONT BOMNEON 6N SNMNKSTRAUMBSOW FER
ENT PROGRAMMING LANGUAGES TO INTERACT MORE

S5SHIBOOKOENODESCRIBE®ROGRAWNMHTHAST HEOBF
THEOOMKMROGRAMM)O®W EVERANNMBPD I T ITOWNKSBO OXKI L L
DESCRIGH@BUIIANRUBINIPROGRWMBWNOOBTAIMEY R
SOURCE CODE

The kernel and userland
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http://en.wikipedia.org/wiki/shell_script
http://en.wikibooks.org/wiki/Bourne_Shell_Scripting
http://en.wikibooks.org/wiki/Programming:C
http://en.wikibooks.org/wiki/Programming:C_plus_plus
http://en.wikibooks.org/wiki/Programming:Objective-C
http://en.wikibooks.org/wiki/Programming:C
http://en.wiktionary.org/wiki/hardware
http://en.wikipedia.org/wiki/system_call
http://en.wikipedia.org/wiki/Central_processing_unit
http://en.wikipedia.org/wiki/Computer_multitasking

'OEXAMPAVEEBERVERP ACHE RO UBIKHE R NEASIMUL
TANEOMABKMULTIREEWORKNECITGMONS \IWEBROWSERS
SHEAMEOMP UM IERAT 8ER UN N ONTGHERR PR G RAAAN
OTHERAMPAESERDESKBOBTBEWMTHO.& ,%& ORFCE
FORXAMPLASIMULTANDOHEMUNKT IWLED OGN T A IFNIILNEG
MANAG AVRORCRO CESSSNOBRSMBSHILEHEILIMANAGERP IES
FILESDHWORMIROCERBSIOIWDSOCUMENBSERRLAAET
RIS CLONE AT THE SAME TIME

SODAAWERPYOPUKERNEINUXINUQUALIATERIARDPEN
SOURROHEHEIRINUPKRUNNASGRVERILLIORS ERBEIRIREO
LICENSBENEBNUMKSUSUACDWBINHDHG6 TAHHORME/*9
LIKEPERASYNSAEM -INUXALTHOIWHEREEOMINSTANCES
WHERESNCOMBIMEDHG6 SHUBNASNAFORHOMESER
TOWBTAIGNIX LEKE TIEEMONSTALE -INUBXISTRIBUHAON
INCLUDES A FRIENDLY DESKTOP

SHENVENANT@ONFIGHRETWGOGRKNECITORAJAGETIEMS
ORTHERROHHHARDWWEMUSOFTERNEPECUALL PIRO
GRAVMBADNFIGHRENNKNEGR MEOMEHF H OBEO G RAREERE
SCRIBED IN THIS BOOK

Neutral point of view

SHENTENTSOMAHIBBOOKKANREUTRALOIVIEVBOWHUSHIS
BOOKLAINNGTHANIXSALWAIYHBE HO KRN YA S'KW I L L
MENTION BOTH ADVANTAGES AND DISADVANTAGES C

XT


http://en.wikipedia.org/wiki/Apache_HTTP_Server
http://en.wikibooks.org/wiki/Using_GNOME
http://en.wikibooks.org/wiki/Using_KDE
http://en.wikipedia.org/wiki/Xfce
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux
http://en.wikipedia.org/wiki/Linux_kernel
http://en.wikipedia.org/wiki/Free_software_free
http://en.wikipedia.org/wiki/open_source
http://en.wikipedia.org/wiki/open_source
http://en.wikipedia.org/wiki/GNU
http://en.wikibooks.org/wiki/WB:NPOV

Linux

Linux" ITSANOPENOURSNHK LI KKE RMEIDPERASYNG EME
AUTHODRHEERNESEEFNUSORVARDSGS. OO SELY KA®MH
PROGRAMMWHERNSHANTHMACOLLABOBHF-ATOMNERENTERNET
SHIBAGEROVIRESRIBNERVOEHWHEAINEAT WRHEFSE N U X
KERMRALYSTEBPECINCOWPART®@ONMENIX LEKETEMS
SHERE ARE SEVERAL OTHER 8IKIBOOKS ABOUT -INU)>
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General Introduction

DIV CLASS THUMB TRIGHT
"FTERINUSS50RVALDPBGCGGESAEPENGUIMMRRYWING
LEWING!ISC TAMNMEBIEHEY.1 TAWRAWIFFOPULMR GEF
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http://en.wikipedia.org/wiki/open_source
http://en.wikipedia.org/wiki/Unix
http://en.wikipedia.org/wiki/Linus_Torvalds
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#General_Introduction
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Unix_Core
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Kernel
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Userland
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Unix_Administration
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Installation
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Unix_Commands_and_Basic_Shell_skills
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#System_Administration
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#cron
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Networking
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Server_Administration
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Unix_Security
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Desktop_Unix
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Links_to_more_information
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Wikibooks_for_Linux
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#External_Links
http://en.wikibooks.org/wiki/Guide_to_Unix/Linux#Distribution_Related
http://en.wikipedia.org/wiki/Linus_Torvalds
http://en.wikipedia.org/wiki/Larry_Ewing
http://en.wikipedia.org/wiki/GIMP

SUXTHHNUMAS CROUXNOWL SGIHE FOO6 O MENUBRAMES
(UIDE TO 6/FUJX HAS AN ACCOUNT ON THE EXAMPLE
" Distributions: 5SHE -INUX SYSTEM THAT YOU ACTUALLY
AND RUN IS ONE OF THENWANDIIBVRIBABNEGNXS
DISTRIBUTION OR ~“DISTRO” FOR SHORT IS A Bl
AND APPLICATIONS AND A SUITE OF PROGRAMS
TAINING A -INUX SYSTEM
SHERE IS MUCH VARIATION BETWEEN DISTRI
THE AVAILABLE PACKAGES THE INSTALLATIC
FERRED DESKTOP ENVIRONMENT AND EVEN
FIGURATION 40OME DISTRIBUTIONS HAVE DI
ENCES THESE MIGHT BE HOME BRBERSS GENITE
WARBBIPPORTERS HOBBYISTS OR USERS OF
5YPICALLY DISTRIBUTIONS ARE IN $% OR %
DOWNLOAD THEM AS A RAW DISC IMAGE IN *
IT ONE CAN ALSO INEXPENSIVELY PURCHAS
RETAIL PACKAGE -IVE $%S OR %7%S ALLOW
A DISC AND RUN -INUDISEINGIAR HARDN A
DISK
"/JEUTRAL -OOK AT OPE RHATSOMGMPARTIEM RN OF
-INUX SYSTEMS
SBIKIPEDIA HAS ®F -INUX DISTRIBUTIONS
" Packages® COMPUESTEINUXOPERATING SYSTEM USES
FREE SOFTWARE OPEN SOURGIENO PAOKAGES FRC
AND OTHER PROJECTS 5HERE ARE ALSO NON FF
SOURCE CODE OR REQUIRING ONE TO BUY LICE
WHICH PACKAGES TO PROVIDE
" Mascot:5HE OFFICIAL MASGUOKX DHE-FNNUXXI®ENGUIN

Unix Core
Kernel

* Copyright license5HE -INUX KERNEL AND ITS SOURCE C
UNDER(/MGHEENERAL 1UBLICANXYERNSETHE USERLAN]
PACKAGES ALSO USE THIS LICENSE *F YOU MOL
PACKAGE USING THIS LICENSE YOU CAN REDIST
SION BUT YOU MUST USE THE SAME LICENSE W
PROVIDE SOURCE CODE &VERY -INUX VENDOR F
CODE

11


http://en.wikipedia.org/wiki/Tux
http://en.wikibooks.org/wiki/Guide_to_UNIX
http://en.wikipedia.org/wiki/Linux_distribution
http://en.wikipedia.org/wiki/free_software
http://en.wikipedia.org/wiki/free_software
http://en.wikipedia.org/wiki/RAM_disk
http://en.wikipedia.org/wiki/Hard_disk_drive
http://en.wikipedia.org/wiki/Hard_disk_drive
http://en.wikibooks.org/wiki/A_Neutral_Look_at_Operating_Systems
http://en.wikibooks.org/wiki/A_Neutral_Look_at_Operating_Systems/Linux
http://en.wikibooks.org/wiki/A_Neutral_Look_at_Operating_Systems/Linux
http://en.wikipedia.org/wiki/List_of_Linux_distributions
http://en.wikipedia.org/wiki/GNU/Linux_naming_controversy
http://en.wikipedia.org/wiki/BSD
http://en.wikipedia.org/wiki/X11
http://en.wikipedia.org/wiki/GNU
http://en.wikipedia.org/wiki/Tux
http://en.wikipedia.org/wiki/GNU_General_Public_License

" Separate developmeriiHE -INUX KERNEL IS DEVELOPED A
TAINED SEPARATELY FROM USERLAND
8ITH MOST OTHER 6NIX LIKE SYSTEMS THE
AT LEAST WITH THE BASIC SET OF UTILITIES
THE SHELL SHELL UTILITIES $ COMPILER ¢
URATION UTILITIES AND SYSTEM BOOT SCR!
-INUS 50RVALDS AND HIS TEAM CAN WORRY
AND USERLAND PROGRAMS WHICH QUERY A
NEL AND LET OTHER TEAMS DEVELOP THE U
SEPARATELY
#OTH KERNEL AND USERLAND MAINTAIN EXT
THAT ONE CAN UPDATE ONLY THE KERNEL C
PACKAGE LIKE THE $ LIBRARY *N GENERAL
VENDORS TAKE CARE OF MAKING UPDATES |
* Customizable kernekINUX IS PROBABLY THE MOST CUST
LIKE KERNEL 5HERE ARE EVEN SEVERAL WAYS -
URATION BEFORE BUILDING THE KERNEL
.OST BUILDS OF -INUX USE MODULES AGGRE
OF MODULES IS OPTIONAL .ODULES ALLOW
LITHIC KERNEL SUCH AS DEVICE DRIVERS A
IMPLEMENTATIONS TO RESIDE IN SEPARATE
MAND AND UNLOAD WHEN NOT USED
.ANY SYSTEMS HAVE MULTIPLE VERSIONS OI
STALLEWTSNJODMVEF M@€lonY #OTH THE
-INUX KERNEL AND SOME USERLAND SOFTW/#
RARY NEED THESE ON NOWTSINOBMYEHEMS
TZWOULD SOMETIMES HAVE FILES USED SH/
AND USERLAND
* Special filesystems:INUX HAS SOME SPECIAL FILESYSTE
NOT USED FOR NORMAL FILES
QSPBOLDS INFORMATION ABOUT RUNNING P
6NIX LIKE SYSTEMS SOMETIMES PROVIDE P|
IMPORTANT AS WITH -INUX 1ROGRAMS THAT
HAVE TROUBLE WITH PORTS TO NON -INUX S
TZTHOLDS OTHER INFORMATION ABOUT THE
EFWS OFTEN A DYNAMIC FILESYSTEM WHERI
PEAR AND DISAPPEAR DYNAMICALLY WHEN
LOAD OR WHEN DEVICES ARE CONNECTED O
JOWEVER YOU CAN AEBWONSAINAS/TEATIC DE
NODES LIKE ON OTHER 6NIX LIKE SYSTEMS

12



Userland

" GNU project: 5HE/6 (/627S /OT 6NIX PROJECT CREATE
CORE COMMANDS $ COMPILER AND BUILD TOOL:
JOWEVER THE)RRIENEWMEHR WORKED WELL AND T
ENCOURAGES USERS TO USE -INUX KERNEL

I[EARLY EVERY -INUX DISTRIBUTION USES TH
MAKES THEM (/6 SLASH -INUX DISTRIBUTIO
EXCEPTION OF THE (/6 $ LIBRARY AND CORE
(/6 TOOLS AND APPLICATIONS ARE ALSO FOL
LIKE SYSTEMS *N FACT #4% AND .AC 04 9

PEND ON THE (/6 $ COMPILER ASSEMBLER .
5HE (/6 PROJECT ALWAYS INSISTS ON PROVI
AS FREE SOFTWARE USING LICENSES LIKE ~
-ICENSE

5HE (/6 PROJECT ALSO HAS A CONNECTION 7
ONMENT CALLED (/0.& (/6 /[ETWORK OBJECT
&ENVIRONMENT

" /lib: 5 HE DIREMD@EXYSTS ON -INUX AND HOLDS LIBF
BYCIAANDICIJBECAWSIEMIGHT NOT BE MOUNTED

“Jusr: ATUFF PROVIDED BY YOUR -INUX DISTRO OFT
INVTINSTEADTGFMPDBMIS FRESE M P DBWR
PACKAGES WHICH YOUR -INUX DISTRO DOES NO-

" Texteditors:. OST DISTROS PROVIDE THE TRADITIONA
AND EMACS BUTNnSOMEYI MEFAILULT &VEN ED C
BE MISSING 5RADITIONAL 6NIX SKILLS FOR TEX
SARY WHEN (/6 NANO IS THE INSTALLED NON 9

" Package managementO ST DISTROS PROVIDE A PACKAGE
SYSTEM SUCH AS APT "DVANCED 1ACKAGE 50¢
1ACKAGE . ANAGER OR 10RTAGE O5HESE AUTOM
AND UPGRADE OF PACKAGES #OTH APPLICATION
TEM PACKAGES USE THIS SYSTEM 5HE PACKAGE
BIGGEST DIFFERENCE BETWEEN DISTROS

* Graphical user interfaceeANY OF THE POPULAR -INUX DIST
BOOT THE USER STRAIGHT INTO A DESKTOP ENYV
,%& BOTH BASED ON 9 WINDOW SYSTEM IMME
STALLATION 5HIS IS IN CONTRAST TO SOME -IN!
DISTROS WHICH DROP YOU AT A ROOT SHELL PR
USE THE ROOT SHELL PROMPT TO INSTALL 9 (
WANT IT
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" Source distros4 OME -INUX DISTROS SUCH AS (ENTOO
BUILDING FROM SOURCE 5HOUGH EVERY -INUX
GIVES ONE THE OPPORTUNITY TO REBUILD THE -
PACKAGES FROM SOURCE THESE SOURCE DISTF
ONLY AUTOMATE THE PROCESS BUT HELP THE S
MAKE CUSTOMISATIONS AND OPTIMISATIONS
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*BSD

Berkeley Software Distribution OBSD | SAFLANOIBR*9 TH ATAB E

VELOPEIDHENIVEROSIFXLFORNIRKEEDY AYHESD OR
*BSD SYSTEAREREENIX LIGKEERA BIWST EB/ASS EONTHE
UNIVEROSIBY'RIBETHONOIRIBHESESTPME4 YA T HEND
OFHENRMBEHE#4%BYSTRARBRAGONIKYREE#4 BT #4%
AND OPEN#4%

General

SHE #4% SYSTEMS ARE DESCENDANTS OF "5 5 6
FREE 6NIX CODE WAS REMOVED SO THEY FEEL
(/16 -INUX "5 5 HAD CHEAPLY LICENSED THE COD
INCLUDING #ERKELEY WHERE MAJOR ENHANCEM
WAS THEN DEVELOPED 5HE LAST #4% RELEASE
FREE CODE REMOVED SO MORE PERSONS COULD
PROJECTS HONOR THEIR ANCESTRY PUTTING #4
NAMES
SHE FOUR BIG #4%reée¥@tivaré/ 8 NaijpeR source
8HILE #4% DOES USE SOME COPYLEFTED (/6 PR
# 4 % nbScopyleft WHICH LEAVES EVERYONE FREE T¢
VERSIONS OF #4% AND DISTRIBUTE BINARIES W
JOWEVER SOME PARTS OF #4% HAVE EXTRA TE
ANNOY SOME PEOPLE AND WHICH ARE NOT FOU
*N PARTICULAR THERE WAS ENOUGH DISLIKE FC
WHICH REQUIRES MARKS ON CERTAIN ADS THA
6NIVERSITY OF $ALIFORNIA REMOVED IT FROM T
#4% COPYRIGHT HOLDERS STILL USE THE CLAU.
SHE CORE SYSTEM INCLUDING KERNEL AND USE
ONE $74 TREE 5HIS IS SIMILAR TO OPEN4OLARIS
(/16 -INUX PROGRAMS AND KERNELS ARE IN SEPA
DEVELOPMENT TREES OF NON FREE 6NIX LIKE S
PUBLIC $OMPARE

YRAGON'LMTA4% WWW DRAGONFLYBSD ORG

CVSWEB CGI

'‘REE#8H%TP WWW FREEBSD ORG CGI CVSWE

IET#4BTTP CVSWEB NETBSD ORG BSDWEB (

OPEN#4#H% TP WWW OPENBSD ORG CGI| BIN C!
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OPEN4AOIHARISE CVS OPENSOLARIS ORG SOUF
OPEN%ARWIN CVS OPENDARWIN ORG INDE!
SHE #4% SOURCES/USKRE/ ANOREWMEI M ast/SIE L | N
syss 5HE #4% KERNEL AND SYSTEM PROGRAMS A
AND SO MUST BE UPGRADED TOGETHER

Kernel

SECALL KEHAMSATHE INTERFACE BETWEEN PROGR/
HARDWARE O6NIX LIKE KERNELS PROVIDE DEVIC]
ING SUPPORT AND ALLOW MULTIPLE USERS AND
SYSTEM
S5HE #4% KERNEL OFTEN I|N $brolithie DNAHTC HBS D
MEANS THAT IT IS ONE PROGRAM IN ONE MEMOR
SHUS THE KERNEL AVOIDS FORMING AND SENDIN
PARTS OF ITSELF

%WRAGON'LY #4% IS CHANGING SOME OF THIS

SHE ORIGINAL "5 5 6NIX AND -INUX ARE ALS(

WHILE MK-INUX AND THE KERNEL OF .AC 04
SHE KERNEL IS ACTUALLY THE ORIGINAL "5 5 6N
REPLACED O5HE #4% UNIVERSITY PROJECT HAD
MUCH STUFF THE 7"9 PORT THE NETWORKING F
SYSTEM THAT #4% PROJECTS COULD TAKE THE
DUCE COMPLETELY FREE KERNELS WITHOUT NEE
CONSEQUENCE OF THIS IS THAT THE #4% KERNE
TO COMMERCIAL 6NIX KERNELS ALSO DESCENDE
SHE KERNEL CONTAINS A  SECURELEVEL FEATU
MANENTLY RESTRICT WHAT ALL USERS INCLUDI
DO AFTER A CERTAIN POINT IN THE BOOT PROCE
S5HE KERNEL BOOT MESSAGdtesgA LOSND ALIIS IBNLIX W I~
SYSTEMS ARE ORGANIZED AND SHOWS WHERE E
DETECTED

*N CONTRAST THE -INUX DRIVERS SEEM TO

SAGES THAT THEY FEEL LIKE 5HE MOUNTINC

PROC AND SYS OR THE USE OF TOOLS L
STRATEGY ON -INUX
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Userland

Ports

SECALWSErMAACONSISTS OF ALL THE SOFTWARE AE
SHIS SECTION DESCRIBES THE USERLAND INCLU
SHE PROGREMGAINDTCIJOARE STATICALLY LINKED
SHIS IS BECRARYMESHT NOT BE MOUNTED SO T
LIBRARIYS MJC MJCOAINWNOT BE USED
Static linking IS WHEN EACH PROGRAM IS IN ONE |
THE NEED FOR OTHER FILES SHARED LIBRA
SHARED BY PROGRAMS 5HE LIBRARY CODE
PROGRAMS
SHE MAIN TEXT EDITOR IN THE BASE SYSTEM IS
WITH #4% AND ULTIMATELY THE ORIGINAL VI A
IMPLEMENTATION SUCH AS VIM "CTUALLY NVI |
VI 5HE CLONE WAS NECESSARY TO REMOVE SON
OPEN#4% ALSO INCLUDES MG AN EDITOR R
BUT WITHOUT ANY FREE BUT COPYLEFTED
INCLUDES EE THE EASY EDITOR WITH SO
NANNBICBOTH OF WHICH ARE IN THE PORT:
NANO IS FREE SOFTWARE AND PICO ISNAT

SHERE IS A PORTS TREE OR PACKAGES TREE OR
SHIS CONSISTS OF . AKEFILES THAT AUTOMATE T
ING PATCHING AND BUILDING OF SOFTWARE FC
WAY OF INSTALLING STUFF THAT IS NOT PART O
ON /ET#4% THISphkGrC ALURNDQUE FEATURE OF
PKGSRC TREE IS THAT IT ALSO WORKS ON O
WRAGON'LY #4% ALSO USES PKGSRC
SHUS INSTALLING A PROGRAM IS OFTEN TWC
A CD COMMAND TO THE DIRECTORY CONTA
AMPLETS QPSUT HBNFT OFUSBBEN TYPE A
MAKE INSTALL COMMAND AND WAIT FOR EV
#UILDING SOFTWARE TAKES A LONG TIME S
BINARY PACKAGE INSTEAD OF A MAKE INST,
5HE SYSTEM COMPILER IS THE (/6 $OMPILER $01
$ 9 OBJECTIVE $ AND 'ORTRAN
#Y DEFAULT GCC D O¥ESS \MOPID B@®RKHIENAD ER
FILES AND LIBRARIES IT ONLY LOOKS AT TH
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SHE BASE SYSTEM CAN REBUILD ITSELF WIT
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Free BSD

Background

DIV CLASS THUMB TRIGHT

'REE#4%A6NIX LFREOEP ERAZS YNNG B KS C E NFIREODE 5
6/*9 VIAHEERKEAGENT WAISH RIB WRBPBNR ANTCHR O U B H

#49%AND #4%WPERASYMSGENRIUNSPROCEE®OWVRPATIBLE
WITHHENTELFAMIASWEBLAION HB&SLPHAHELTRA41"3$
PROCESSSYOIRIBLICROSYSTHMTANIUM "% AND
I1OWERAIBOCESSOREJ NOSNTHE$S ARCHITEAOURRERR
THE "3. AND .*14 ARCHITECTURES IS CURRENTLY IN
'REE#4S8DEVELOPBACOMPLERFERATMBI BEMEKERNEL
DEVIDEIVERBRLOFHESERLUANDI BIEGHE HEHEARKEELD
INTHEAMEOURKOHRE VISTRANCKIRNEE/4 SHISSNCONTRAST
TOINUASIMIIBARETTER KONPEWNI YSG ENWHIOHIEKEER
NEIDEVELBHENEEOPEVELOBPSESRRBUAINDIANESPPLICA
TIOBSOTHERBAS HE6 PROJERNBLAREACKAGEGETHER
BY OTHER GROUPS AND PUBLISHED AS -INUX DISTRI
"SANOPERASYNA EREE#49%G ENERREGARAR DI RELI
ABIAENBOBUSNIDHHEBPERASYSGHMATCCURREPIOMRT
TIMBEEMOKEXREE#4ST HEOSIOMMBRBEEP ERASYNG EM
LISTREETCRAFEKT®HAHE WEBERVWRIHHIEON GERBTIME
UPTIMBBOMEPERASYSGSEVUBSA S OME RSION N UKANAT
BECALCULATIEDURP TIMESNDICAHENEX ERNPID AHAY E
BEEINEEMBEBCES3A8RYTAIANEKW E RNRELQ U ARES QO D
RESETS THE UPTIME COUNTER OF THE SYSTEM

[edit] History and development

*NITDAWWELOPOHAREE#SMHARINED TAKING O U REREGM

#4%)OWEVBDREC ONCERABNOIHEEGADIAYLHEOURCES
USHDN #4% NBCONSEQWENSBHTW EEWE LTLIH ONVNE R
TH&/*9 TRADEMANRKE RKELEEE#£ENW DBIOPRE ENGINEERIN
MUCBIFHEYSTWHWMHH'REE#4YRELEINSAENURORY USING
THE #4% -IRELERABEMENIVEROMHALIFORNERAELRHE
'REE#3ANDBOIQKLUDEBHSTORNEARMABI@OINHG EN
ESIS OF '"REE#4 %
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l1ERHARBE#4 %" S ONOTABDEFANCATSTHREEVAKMAHE
ORIGINALSACHIRTURMORSYWSTHWM I IGHASGPTIMIEEBR
PERFORNVMANERGIHOABS DHEREA D DIIDHEO RIS TEHA T
MADBOWNLOABUNLE ANNGDNSTALTTHNAREA RO F T WARE
EASYREE#4PQOWEREO REMBPICCESSFEHEKEDROM COM
HUGEPOSIOBPRFTWABR OKEYV ERAR O U GRHECJOIRND H E
NET JOTMAIL AND :AHOO

'REE#4%BROUGANECHANGESWITCHEBMMHE-' BINARY
FORMIANTTIALPPORR 1 SYSTRAMRLSADDENPPOBGRAR
NEW BIPLATFORBELPHATITSIMEHE9O9BRANKEASEVERELY
CRITIKMANCHANWWEREOHVIDEBEINEFANBEFE CERD
FORMABICIBWASNECESSRARM EVE MWHAMOUBBE C OMEE
VERY SUCCESSFUL 9 BRANCH
*NITIAREE#HEMWMPLOYHB4A W AEMASTSO GEUIN A
COMPETFDWRNNEWO GVASRRANGNEIC TOBER THEOM
PETITROWNSHARND HBEESIBW NTON (URALASHO SESNHE
NEWREE#HLDGCGHE4 WO AEMOANIREMAYESHREE#AROJECT
MASCOT <EDIT>

[edit] FreeBSD 5 development and changes

SHEATESPINREE#RBLEASGME4S5"#-8 RANGH
ANDARBELEASED/ 'REE#DP%R VELOWMERSI AMNEAST
TWBRANCOBEBEIMULTANEOAES OPMEMY"#-&8 RANGH
'REE#4Sc REAHEERAOMWHAIJVERSNOUWMBEROWHIGRHELEASES
AREUABOONCEERYMONTHBHATES3Db"#-8RELEAGBE
'REE#430 WHIGCETHEA®HHE45"# -8 RANCHL E AASFHS
FIRSEAS"#-&R E L E WRAS THROUGHWEREGUFROM
$633&/5 5HEFIRSAS5"#-&RELEWSASS S5HEDEVELOPMENT
BRANGCHI33&/5ISNOW $633&/5SWHICONTAIGBIGRESSIVE
NEWERMRBRIDSERSPEASEUREFEATISREF F I C IENATAIND
MATURESEVENTWBACKPORTED .ERGEROIM 33 &/5IN
THEREE#DBVELGCGRPENG@ HHES"#-BRANGRHEE#4BESBEL
OPMENT MODEL IS DESCRIBED IN AN IN DEPTH ARTI(

SHBI®IFFERIBNREE#4W ABMAJCRANGEHEOW LEVEL
KERNBDICKMELCHANMBMSABEET SEERMME MRUICTIPROCESSC
4.1 SUPPORELEAMINCGEH HEERNRIOMMHEL LOCKOME
TIMREFERREDHEIGIAN-TOCKTSNOWO S S IFBOMEO RTEH AN
ONE PROCESS TO EXECUTE IN KERNEL MODE AT THE

OTHBEVRAIJCRIANGNEGLUNNY NTHREABIONG) TAAINLE B
WHICBENOWHEEFATUHREADANIBGREIAIBR SRV R W™ NG
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THEREADIMNEA4S"#-8RANGHHERMINOL OIGHE RE
ANDAREMARQSITNVEE GIMRPI. TEHFEMIUS ERLIANLCEBORRES
PONDNKERNHREAPNMYOTHERWEAT WREECUREINLYATED
SHERUSTEPRAOGHEEBBFORMESOBERAITSGOMRHEXPRESS
PURPOBRDDINBUSOEBPRASYSGEWMNCTIONAHEEE#4 %
OPERATMS@EMEXTENMAEBRND A TAORCYEESSBN TRFOAMEW ORK
THERUSTED#38 %' RAMEWORKESYSCEMSONTRIBLT S
"$-S ANDHEEW'4 FILESYASIWEAWRER OSVR U S T E DAOHNGE
OFHERUSTEBP®HANCTIOMNAREEN TEGRANTEDET#4A80ND
OPEN#4% OPERATING SYSTEMS AS WELL
'REE#4WABLSOGNIFICAHNAINGHBLOTRKR LAYWRTHHE
INTRODUCH IO 0. MODUIDABK O REQUEBANSFORMATIC
FRAMEWORKTRIBWIBDLL )ENNAN® (&0. ENABOHE
SIMPICREATOBWAN XINDGFFUNCTIOMNAILGASMIRRORING
GMIRRROIEENCRYPGBINHRECRNTLEGBHEEE#4%HAS
CONFIRIMMHEHREE#4%XBRANCRHHIGHEVYARNEWELL PERFORM

INRELEAGBBEDINW I TALONIESTAREGNDDE O HEA RGEA
TURE SET

[edit] FreeBSD 6 and 7

'REE#4 %W ARE L E AS\EDY AND $633&/5SUNDER
ACTIMNEVELOPMHEMERSIOQNTINHE/ OR®N4.1 AND
THREADINGMIZAAIMBNIASADDITIONARINT HEAE R EOAFA D
VANCED FUNCTIONMAIBRYUSTECGCHICUEMERUDITING
SHPRIMAREL EAGEOMPLISBMERE SEINSE UBIEEMOVAL
OFHEHEANOOFCRONMA REPLACEWHNETMB THBRWRWABETTER
PERFORINMINIGE MEN DAT IODHNR EAAINNODSHAD D | TOGAM 4 .
AUDINTPLEMENTCAATUIDREEN#4CREABHBERUSTEDRRDON
JEGMHICBHEAVBASRBIDPONHE4. IMPLEMEN TFAOIUQ N

"PPLEOPEHOURECARWNNIGHABEERNE L E AINHTERE4% STYLE
LICENSE

[edit] Linux compatibility

'REE#PPROVIBBEBGARODMPATIBIILNIGEVERAHERIX LIKE
OPERASYMSGHMGLUDINGEHEREASOBENMGNBISGENER
ALIAMYTRIBUBEDNG TERUAPPLICAOEY RS G-FOHRN U X F
TEQGOMMERICHAREGNIDYMS TR IBNEITENARORAWDHWCSANNOT

BEPORTIHKOIREE#M3WMATHAOUBWILOHHOWEHCONTR{LEOURCE
CODE
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http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/BSD/FreeBSD&action=edit&section=5

*NANUTSHRUL OWBE#YUSEREB®UANMAJORIAMAEPPLICA
TIONBAREGENIDISTRIBABIENDBEINARSHENL OMPARGHE
VANUMBERATIANEPLICAAVANSEBIREE#WSBINGEORTS
SOLLECTHEBEPLICAARBNSHEINORIPFLICATUSMBN
DERHANUGOMPATIBAYIENC LUDEROFFHE R UXE R SO®GN
IETSCATEOBECROBANAALILAYBWRRDRACBBRDI1IERFECT
AKYPBHBOOM2UAKETHENRERAQURNAMERTESA.ONKEY
ANBONENERATHEREEMSBENANOTICEAEABREORNMANCE
ALTY WHEN RUNNING -INUX BINARIES AS OPPOSED T

S5HOUGHEREMANXPPLICATHOA RGKNLAWLBESNTLHR E
COMPATIBAYIHRHO B HNOTEBAHIEAYEROOCOMPLEHES
RENDEBOWGHENURINARURNSY SAGBNREE#DOR IMITIMNHE IR
FUNCTIORASKSISIIBEAAUBESOMPATIBAYENISYU P P ORHTES
SYSTEMIOBNUXRNEL AHIST®REIKEASE XAMBPIAHEH IS
ISEDEGRANS(AMPR®ITEIARTUNCROSORDOWAMBN
-INUXTHSAGH ARGERYPPAHMHISIMBEUBH ANINCOMPLETE
COMPATIBAYIBRERRAS OWEWBEREINMITEWDC CINESING
TRUNAMBSREE#4&% AUMMPRBODEROJEEBFPDATE
THEOMPATIBALIHRDM P L E MM NSTS ISIGS TEMH /B E EAC
CEPTED < >

'ORMOSSICIENAPRICICATHENIYGECOMPATIBAYHRRFORMS
CORREXCPRLYYICASUCAHSN\MRPIREPATHEMAANDATLAB
PERFORM AS EXPECTED

[edit] License

"SWITHSISTEHRERASYNA EMHEODODRN REE#43RELEASED
UNDEREERRMBVARIDEYCEN3SHESH HEERNCEOIDARENMOST
NEWCREACEDSRELEASHIEREERMBEHEWO CLAMUBE
CENSHHICCHLOBWERYDWESANREDISTRREEFRFERS HEY
WISBHERRELSFPARUSDEREL- -(1- *4$THREE CA4WSE
LICENSE AND FOUR CLAUSE #4% LICENSE

"LSAVAILAREEN ARYOBCGHRART I GFWINART IO N A CAFEH E
"THERYXS FORIRELESSCTIONADABYNARYWLTYO @IOR
"DAPTEC”S ""$ 3"*%

[edit] Derivatives

" RANGERODWRESR EOMRNYD |REBCASBNREE#5HAMHW ESE
RANBEOEBW BED DELN | CHBCAS U N | RECRU TANRDO K1 ARPIR E
WAOIPERASYNSGEWORTIOREHEBRERASYNG ENMGLUDING
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-INUXNDHEBES5047X8ORKEARWINEOREPPLEAIS049
BORREBBWAVFROREE#4CLUDTEERTHAEY STEETWORK
STARKDOMPONENBSERSPREIEEONTINOESE GREWE
CODFFROMNIKT ONTRIBHANBGBEKOREE#4IAHBEOPESIOURCE
OPEN%AROMW NG I NDAHRMFRD'M P L ECMGD E BBAREO WSEPAR
ATENTIAYIOCLUDEBSTAREEMED D'ENAD D | T TINEARAZA
NUMBBEHOPERATBMNGT EOIRSIGINARORKERO MRB AS EDN
'REE#4BCLUDINBAIANDESKTOPHHIWNCLWHEHNHANCE
MENASMEAHOMESERISWORKSTAIMHERNMEE 4 ANDRENZY
LIVE%DISTRIBUTTH®NSY WAANPFAENSVBEDFEREWALLS
ANBORAGONAANOTABQEROREE#4%AIMINGADIFFER
ENMULTIPRO GENEGR ONIZFARAOHNIBANHACHOSEQR
'REE#4% AND DEVELOPMENT OF SOME MICROKERNE
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Mac OS X

SHEOREPPLEAY049 ANDIBREDECHESSIGRIEBBARWIN
WHICH CONTAINS A LOT OF #4% CODE ESPECIALLY '

TBODY
Contents
H | DE
* #ACKGROUND
(ENERAL
"ERNEL
6SERLAND

7ERSION /UMBERING
SEFERENCES
<$%"5"dF WINDOW SHOWS5(OCHOREGCEHOWSEXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL

[edit] Background

[edit] General

ARWIN LIKE OTHER #4% SYSTEMS IS DISTRIB
6NIX LIKE OPERATING SYSTEM INCLUDING THE |
$ COMPILER AND OTHER IMPORTANT UTILITIES
%ARWIN IS DIFFERENT FROM OTHER #4% SYSTE
HAS SEVERAL CHANGES THAT THE OTHER #4% S
%ARWIN IS NAMBERLEGSR%ARWIN

[edit] Kernel

" Name:5HE KERNEL IS CALLED XNU *T COMWMISISTS O
CROKERWNEIKA SERVER WHICH IS A PORT OF THE

" Processor architectureAC 04 9 RUNS ON BOTH 10WER1$
BASED .ACS

* Dualithic: 5 HE KERNEL USES A DUALITHMICC RERERN 5
NECONTAINS DEVICE DRIVERS MULTITASKING A
MUNICATION OTHER KERNEL SERVICES SUCH A
TEMS AND TRADITIONAL 6NIX SYSTEM CALLS M
SERVERS
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%WARWIN USES ONE SERVER A PORT OF THE
WORKING IS SIMILAR TO OTHER #4% SYSTEI
FILESYSTEM FROM #4% IS ALSO AVAILABLE
(/6 )URD WHICH USES A DIFFICULT DESIGN
MANY SERVERS
IEXTA4TEP PROBABLY INTRODUCED THE DUAL
.ACH MICROKERNEL WAS MORE PORTABLE Tl
PROVIDED BETTER MULTITASKING BENEFITS
PORT .ACH TO X AND 10WER1$ 4INCE THEI
MADE #4% VERY PORTABLE AND CREATED A
IET#4% MACPPC PORT 'REE#4% AND OPEN#4
THE /ET#4% CODE FOR THEIR .ACINTOSH HA
"PPLE BEFORE IT BOUGHT /EXT4TEP USED
PORT -INUX AN X OPERATING SYSTEM TO
mkLinux MICROKERNEL -INUX PROJECT START
-INUX X TO USE . ACH 5HEN .ACH WAS POR
TOSH HARDWARE "FTER -INUX APPEARED
PORTABLE AND THE MONOLITHIC -INUX POW|
MK-INUX "PPLE BOUGHT /EXT4TEP AND SWIT
%ARWIN
5HE MICROKERNEL AND SERVER ARE TIGHTL
CROKERNEL EXPECTS THE %ARWIN #4% SER
SERVER SUCH AS THE MK-INUX SERVER WZC
" Device drivers# ECAUSE THEY ARE HANDLED BY .ACH
ARE MUCH DIFFERENT THAN IN /ET#4% MACPPC
MADE MANY REPLACEMENTS TO THE /EXT4TEP D
%WARWIN RUNS ON ANY .AC THE CORRESPONI
© HFS+ filesystem% ARWIN ALSO CONTAINS AN IMPLEMEN
)'4 FILESYSTEM FROM CLASSIC .AC 04 5HIS AN
PREFERRED FILESYSTEM FOR %ARWIN

[edit] Userland

" GNU commands% ARWIN REPLACES SEVERAL #4% USE
WITH THEIR (/6 EQUIVALENTS THIS MAKES % AR\
(/6 -INUX THAN #4% IN SEVERAL CASES *N NEWI
(/6 BASH IS THE DEFAULT SHELL AS IT IS ON (/6

" Netinfo: 5 HE /ET*NFO DATABASE HAS STORED USER
TION SINCE THE TIME OF /EXT4TEP S5HE OTHER
TRADITIOWNAIRQBT APNEDFUD NBTUFS QBNYBXEM
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INSTEAD O5HE TWO FILES EXIST ON %ARWIN BU
TAIN NORMAL USERS

[edit] Version Numbering

"PPLEEABHH® ARWIOIU ROBWEl THER SNOWMBHRIMATCH
.AC 04 9 VERSION NUMBERS

" Jaguarr% ARWVN .AC 04 v

" Panther: % ARWVN .AC 04 v

" Tiger: % ARWYN .AC 04 v

" Leopard %ARWIN.AC 04 v

'OEXAMPILEBHARWIOQUROEBCEORRESP D AMACOI4
IS %ARWIN

[edit] References

%ARWIN OPENROMREBLE DEVELOPER SITE
K TO EDIT THIS TEXT
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Open BSD

Background

OpenBSD CALOSHHMBEMULTI PLAUIEDERAMSERBRAT YNSG
TEMS5HBEPEN#4PE AMELIEMESI ROGNEGC URNTRODEORRECT
NESHBPEN#4%B AMASBETWEBEANDWEIDBHVELORPEBREK
INGON-INDIBIGGANBECURIOYENSTHEYSTBEMEN#4R40 SO
STRIVBSECBREEFAMERAN IINFGAHE S DRO ENSOH A VIEB E
ASECURKXIPFEIRBECUREBYSTEMBDPEN#4PROJIJECRMALLY
MAKES A NEW VERSION EVERY SIX MONTHS
OPEN#4EK NOWNOHRAVISGRRULESEG ARBUNGU CAHA N
APPLICANOBAVIKMANUISCONSIDEREABND HER EFHOR E
APPLICAVIIIROBENCLUDMBEORORACKAITGRESHERBELES
ARELSNCLUDHBDEPERAIYNG EMOUAMAPPLICAT SN
SECURIB EN#4W KU MIHERO CENSHEP OH HEIRSEBU G
ANDTISANNOUNCNHBHMAILINIGTHENHBPEN#41%& AW ILL
COMEUWITAPATCNAMATTERAYGPEN#4PASGNLHYAD W O
REMOEKYLOI|IBABLEO WHERBESSANGBOOMNERETERWARDS
PATCHABTADRE F AIWNLSTT ALIONHOAD D ITIO RR Y MTAHERINEND N
OVER YEARS

[edit] Notable Security Features

STRLCPY AND STRLCAT
.EMORY PROTECTION PURIFY
879
RODATA SEGMENT
(UARD PAGES
SANDOMIZED MALLOC
SANDOMIZED MMAP
ATEXIT AND STDIO PROTECTION

1RIVILEGE SEPARATION
1RIVILEGE REVOCATION
$HROOT JAILING

I[EW UIDS

1RO10OLICE
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[edit] Installation

Main article: Guide to Unix/BSD/OpenBSD/OpenBSD Installation
OPEN#4% HAS A EASY ALTHOUGH NON GRAPHICAL |
[edit] Customization
Main article: Guide to Unix/BSD/OpenBSD/Customize Installation

"OUCARHANGHEHEEFACONFIGURATES®DBNSTADDITIONAL
PACKAGES BY CREATING YOUR OWN CUSTOM ISO FI

[edit] As a firewall

Main article: Guide to Unix/BSD/OpenBSD/As a Firewall

OPEN#4P8 BfS PACKEITERFIREWAOUGHEUTHORS
GINACOWNTRIPGT@PEN#4BECAUBE- REETHEBRERATING
SYSTEMS ARE INCLUDING PF

[edit] As a webserver

TBODY

TBODY
TODO
JAVBESE.ODSIKUNNING FROM THE "PACHE INCLUDED

[edit] As a desktop

Main article: Guide to Unix/BSD/OpenBSD/As a Desktop

ESPISEEPUTAFTOBREI NN LFFORERVEREBN #40A KL S O
SERNEAGREWDRKSTREISKNUPEN#46 BPK G @ ABCHE IR
BINARXCKAGAENAGEMENTEME KG@ADLO OMATREALLY
SOLVDEENDENEOEBETTHEACKAFRKREEHM PKG @ ASA B ITEO
RESOANVEFR HEEPENDERNCROIMMOMBHHBEESKTRERATED
PACKAIGEISEINARACKAGB TIENMC L U, Do SOFCENOME
FLUXBBQARACKBAE . ANYOTHERCKALHAVAILABIROUGH
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http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/BSD/OpenBSD&action=edit&section=3
http://en.wikibooks.org/wiki/Guide_to_Unix/BSD/OpenBSD/OpenBSD_Installation
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/BSD/OpenBSD&action=edit&section=4
http://en.wikibooks.org/wiki/Guide_to_Unix/BSD/OpenBSD/Customize_Installation
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/BSD/OpenBSD&action=edit&section=5
http://en.wikibooks.org/wiki/Guide_to_Unix/BSD/OpenBSD/As_a_Firewall
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/BSD/OpenBSD&action=edit&section=6
http://www.usemod.com/cgi-bin/wiki.pl?UseModWiki
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/BSD/OpenBSD&action=edit&section=7
http://en.wikibooks.org/wiki/Guide_to_Unix/BSD/OpenBSD/As_a_Desktop

THEORYSTWMIGOH RESOAWHSOMPITEBEP ENDENCRE S
YOU
LICK TO EDIT THIS TEXT
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Chapter 2

License

0. PREAMBLE

SHPURP QFBEH ISCENISEOMAKEMANUAEXTBO®K HER
FUNCTIKONNDASAE PWOICUMERBETHEENGEREEDIGMSSURE
EVERYDODNEFFECHREEDIOCXOPANIREDISTRINMBWITTE R
WITHMODIFYITEGT HERMMER OIRNIOINVCOMME R E CAON ¥
ARIODWHISCENBSEESERVRAUTHORPUBLISAHERY G ET
CREPOIRHBEVR® RMKHINOBEIN® NS | DEREPDO NFSONRODB |FI1C
ATIONS MADE BY OTHERS

SHISCENSAKINOFCOPY LWHTAMHEANSAERIVAVORK S
OHHEOCUMMNSITHEMSEBEFRERTHEAMEENSEOMPLE
MENTSHEG6 (ENERAIBLICENWHIGCBACOPYLECHEDEE
SIGNED FOR FREE SOFTWARE

SEHAVIEESIGNHBSCENISIE RDE® SEIFOMRANU AIOERR EE
SOFTWB\REA FRIEH F T WAREHR 8 BDEO CU M E N TAAHR &8R O
GRASHO UULOMEITMAN U RIRD V | DNIMNEA MER E E D OHWASH E
SOFTVDAOREEUTHIFSC ENSEOOIMITE®O F T VWAARER A TCSA N
BEUSHIOARANYEXTWARKEGARDBRSBIMATIOER HE T HIESR
PUBLISAEPRIN BEODKERECOMMIBNBC ENSHEINC I FAOIRLY
WORKS WHOSE PURPOSE IS INSTRUCTION OR REFER

1. APPLICABILITY AND DEFINITIONS

SHISCENSHEP LTEAANMANUGA® THERRINANMEDIUMAAT
CONTANGCGT KA CEYWHEOPY RHOWH TSEAR INGABBE ISTRIB
UTEDNDEREERMBHISCENSECANOTIGCHEFARWORLD WIDE
ROYALTYIEENBH IMIMNDDW RATTANSEHAMORKND ER E
CONDITSONBSEBPREINE®%WOCUMBENEILOREFHRSN S UCH
MANUBSIRNORKNYMEMBERTHRPUBLIEA LICENS3RBS
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ADDREBSSEODUOUACCHPEICENYEGUOPMODIGE®ISTRIB
UTE THE WORK IN A WAY REQUIRING PERMISSION UN
" _.ODIFIEDRSIORHBEOCUMMBANRSWORIKONTAIMHEG
%OCUMEBRPORTOHNEITHERP I BRBADIRMITMODIFICA
TIONS AND OR TRANSLATED INTO ANOTHER LANGUA(
" 4ECONDBRYIGCANAMBRAIP PENORFRONT MATTTD®B N
THEOCUMEHRNAEAESCLUSWEHYREELATIONSSHHIEPBLISH
ERCGRUTHORSE®BOCUMEOMH® O C UM ENIE'FSALLR J EOARTO
RELANMMEDTRAREEONTAINBHTNMHE DO UEADLR EGVMIOHTINAT
OVERAUBJBEHUIFT HEBE O CU MIEINFP ARTE X TBORATHEMAT
ICRA4ECONBERYMANNOEHXPLANWATHEMAISIH®&RELATION
SHIPOUBBRAMATTERISTORICMNE GMIMAMEUBJEGRVII TH
RELAMEDT OREEEGBAOMMERFCHALIOSO EHIKCISIRIOLITICAL
POSITION REGARDING THEM
SHEENVAR4ERTIAOARGER T4AICIONRBRERYIWNGOTBIE ARE
DESIGNABEBDINIGHOSENVARUBENT IONFHEO TIMAEASARAY S
THAHBEOCUMISRHELEAJINHIE RISCENSASEC TDOMSOHIT
THEBODEFINIOBEN ONDARWSNOALLOWBEDESIGNATED
ASNVARIAHMNEOLOCUMMANY ONTAERQ®VARUBENT ION H E
%OCUMENT DOES NOT IDENTIFY ANY *NVARIANT 4EC
S5SHE$OVEBEEXTAREER TAHORAS S AGEEBSX HAREISTES
'RONT $CEERRACK $OMERISTHHO TITOGEASTA YTHAHE
%OCUMBRELEASHDERIFSCENSERONT $OKEKMRABEAT
MOST WORDS AND A #ACK $OVER 5EXT MAY BE AT
" S5RANSPARERIFTHEOAOCUMMBEEANSMACHINE READABI
COPREPRESEWFEBMAHOSEECIFICANVIAONABLHEE N
ERRUBLTEASSUITABAREVISTNBOCUMENRAIGHTFORWAR
WITGHENERHEDITORSAORAGESGMPOGEDKEGENERADNT
PROGRARFEOIRRAWIN®IWEIDEAYAILAORANBDATARD
THASSUITABIRPUD EXORMADREIRSE TOMRARAQ SLTAOION
AVARIBDPTFORMAMAIST ABIIPUTD EXORMAT TEQRRAYA DIEN
ANOTHERWRAMN S P AR ERO'R MM H O 3/ FA R K UCPRA B S E NOGFE
MARKUWBRBE EAR R ANGEDW ORI S C O URWEBEE OVEDNIMF I C
ATIBNREADIESROGIRANSPAREMAGEO RMANOIRANSPARENT
IFUSEBORNYSUBSTANMAURFTEXT COPYHAIBNOT
SRANSPARENT IS CALLED OPAQUE
EXAMPOESUITABCRMADRRANSPARENEBESC L UDLERA I N
"4$**WITHOWARKWE XININP UFORMAASEIANPUFIORMAT
4(.- OR.- USIMBUBLICVLAILABIANBTANDARD CONFORN
SIMPLE.- 10ST4CHRRPA'DESIGNBBRUMAMODIFICATION
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&XAMPDESRANSPARAGHORMANGLUIDE 9% AND 1(
OPAQBBRMATCL PROPRIEODRMAHSRABEREANEDITED
ONBWYPROPRIBMTOARROCESFORGR.- FORHIOH® 5 %
ANDRPROCESOOMISEOGENERAVANMABNEHMACHINE
GENERYSTEDIOST4AORBIPRODUEYSD MEORIROCESSORS
FOR OUTPUT PURPOSES ONLY
SHESITLEGMEANRORPRIN BEDOKHEITREGIH SHIRUS
SUHOLLOWAGE AREEEDEGIOLIDEGIBIHNEATER HAHS
CENRBEQU TRXEFRP EINRHEI TRAG'E RV O RIKNGE O R MW HEDOHD
NOHAVEANY I TREGESUCBHBITLEGEMEANSEEXNEARMEOST
PROMINNBPNPEARGQNBW ORKIMISPRECEDHEGGINNONBE
BODY OF THE TEXT

" SECTIONTI TR EDMEANNAMEDUBURNHHBOCUMENT
WHOSETEETHERRECISELOIR ONTAINSNPARENTHBEES
LOWINEXHARANSQATINBNOTHEAERGUAGR®E:; STANDS
FORA SPECIFHECTIOMMEMENTIONEBLOWUCHAS
"CKNOWLEDGEMENTGATI®&NMBOR S EMERTST O R50
I1RESEIRVEBETLERS UCASECTWAHEWOMODIFM®BOCUMENT
MEANTSHAITREMAINSECTIGQNTITQED ACCORDINGBE IS
DEFINITION
SHEAOCUMMNYNCLBARRABTSCLAINMERXRES HEOTICE
WHIGH ATHHARHISCENSHEPLTEBH®HOCUMENESBRRANTY
WISCLAIMERSNS I DEBENCLUBKE®DEFERIENNBESCENSE
BUDNLIAYSREGABBCGSCLAITWANRRAMNMMNBI HBWRP LI C ATTHA N
THESAERRABTSCLAIMARIBVIEVOIANBDANCEFFBOITHE
MEANING OF THIS -ICENSE

2. VERBATIM COPYING

"OUMAXCOPANDISTRIBHBEOCUMBMNYEDIUMITHER
COMMEROROINCOMME RRIAVLILIYHAHISCENBHEOPY
RIGNODTI QBN HEICEN®H ITAYINBI-SCENAEPLTE®BHE
%O CUMERBHEP RO DIBKIELD PIESDHADADDNG@THE®RND I
TIONNHATSOEMNHROHHISCENSEUMAWOUSEECHNICAL
MEASUREBS T REOIN TTRHEIE A DONRQ R TEHERY ONFAHEO P
IESOMAKEISTRIBOWEVERMAWVWCCERIMPENSIANTION
EXCHANGEOPIEBODISTRIBUAEGNO UGBIMBEBRE OPIES
YOU MUST ALSO FOLLOW THE CONDITIONS IN SECTIC(

"OUMAMVMLIENDOPIBSDHREAMEONDITSONBEDO VE
AND YOU MAY PUBLICLY DISPLAY COPIES
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3. COPYING IN QUANTITY

*WOBUBLPFRANTER IBDROPINMEDMIAHAOMMORNAYE
PRINTEODVEBE HEBABOCUMBNMBERMOEB®EHAN ANDHE
%WOCUMHENTEN®H IRKEQ U SREVSEBEXTYSOMUSHNCLDISE
COPINE OVERHSCTARRYEARNEEGIBAUMHESBVBREXTS
'RONT $OKERSTHEROWNAOVERBACK $ O\EXFDSTr HEACK
COVERTGHOVBMRSAIL S0 EARNDYEG IBLENTYIOMI HEUB
LISHERRHECGEPIEISEROMNAOVEMESTRESENBUILLTWETAILL
WOROBHEITEQUARRDMINENWII SIBIOBRMAADD THMR
TEROALHEOVERDDITH@ON Y IWGTEHH AN GIBVS TIEDHEO V
ERESONE HEPRESEIRMEETOHHBHOCUMANBATISHESE
CONDITIONS CAN BE TREATED AS VERBATIM COPYIN

*FFTHREE QU IIRBEXWBIAGRI T HEQRVAREOWVWOLUMIN@UBEGIBLY
YOBHOWUDIHEIRGNESSTEBMANASFIREASONANIHEC
TUAL COVER AND CONTINUE THE REST ONTO ADJAC

*WOBUBLIGEBIISTRIBRAGCOPIEBBFH®BHOCUMEWNMBER
INBMORIEHAN YOMUSHITHRRKLWNMACHINE R BERDPAAEL E
PARENOPALONGTHACH AQULBOPYRSTAMBORNITHACH
OPAQUEOPACOMPUTER NEOWAORBONWHICHHEENERAL
NETWORKPWSINESCCHEDSOWNLOADPE®BLIC STANNDARD
WORKROTOALOLMP LERIANSP AFOEPRYrH HBH5 O CU M E R IOH-
ADDBMATERIKOUSEHEATOPR IO MUSITTAKREEASONABLY
PRUDBNEMHEWOBEGDNSTRIBOPPAN COPIRNQUANT
ITYTENSUREBAHISSRANSP LCROBPWTIREMATNUASCCESAINMBLE
THETATEOX AUINDINT EAGNEE A TEHREASTMEODISTRIBUTE
ANPAQUBOPYMIREORIHYROY GO HNRGENDISETAIODHRETD |
TION TO THE PUBLIC

*TSREQUESTUEHWREQUIRHEO UCONTRALEAUTHORS E
%OCUMENBIEF@®REDISTRIBVUVARBEMBEROPIE&IVE
THEM A CHANCE TO PROVIDE YOU WITH AN UPDATED

4. MODIFICATIONS

OWMAYOPWDISTRIBIODHFIEDPR S ICOHNH® O CU MEN T
DERHEONDITOGGNETIOANND ABOWHROVIDHEORBELEASE
THEODIFIEERSIONND PRECISBHBILSCENWBRTHHEODIFIED
TERSIKONLTMEODH HBHEOCUMENODICENSBISGRIBANNDON
MODIFICAHIIDERDIFIEBDRSIIMOWHOEYBDRB SESGCEG BT
*N ADDITION YOU MUST DO THESE THINGS IN THE .C
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A. 6SENTHEITLEGANON HEOVHRINWTITRE T INFCAM
THAOHH®BOCUMBNTBROMOSGKPREVIUBERSIO\WS CH
SHOUIFDHEWERE BH ISTRRDHHS TOREC TOGN®B O C U
MENTOWMWMAYSEHEAMEHTABPREVIOBURBSIDPDNEGRIGIN
AL PUBLISHER OF THAT VERSION GIVES PERMISSI:

B.-IST ON THE 5ITLE 1AGE AS AUTHORS ONE OR 1|
RESPONSIBLE FOR AUTHORSHIP OF THE MODIFICA
SION TOGETHER WITH AT LEAST FIVE OF THE PRI
MENT ALL OF ITS PRINCIPAL AUTHORS IF IT HAS
RELEASE YOU FROM THIS REQUIREMENT

C.4TATE ON THE 5ITLE PAGE THE NAME OF THE PU
TERSION AS THE PUBLISHER

D. 1RESERVE ALL THE COPYRIGHT NOTICES OF THE

E."DD AN APPROPRIATE COPYRIGHT NOTICE FOR Y
CENT TO THE OTHER COPYRIGHT NOTICES

F.*NCLUDE IMMEDIATELY AFTER THE COPYRIGHT I
GIVING THE PUBLIC PERMISSION TO USE THE .0ODI
TERMS OF THIS -ICENSE IN THE FORM SHOWN IN

G.1RESERVE IN THAT LICENSE NOTICE THE FULL L
AND REQUIRED $OVER 5EXTS GIVEN IN THE %OCU|

H.*NCLUDE AN UNALTERED COPY OF THIS -ICENSE

. IRESERVE THE SECTION &NTITLED )ISTORY 1R
TO IT AN ITEM STATING AT LEAST THE TITLE YEAI
OF THE .ODIFIED 7TERSION AS GIVEN ON THE S5ITLE
TION &NTITLED )ISTORY IN THE %OCUMENT CRE
YEAR AUTHORS AND PUBLISHER OF THE %OCUME
1AGE THEN ADD AN ITEM DESCRIBING THE .ODIFII
THE PREVIOUS SENTENCE

JJIJRESERVE THE NETWORK LOCATION IF ANY GIV
PUBLIC ACCESS TO A 5RANSPARENT COPY OF THE
THE NETWORK LOCATIONS GIVEN IN THE %OCUMEI
WAS BASED ON 5HESE MAY BE PLACED IN THE )I!¢
OMIT A NETWORK LOCATION FOR A WORK THAT WA
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YEARS BEFORE THE %OCUMENT ITSELF OR IF THE
VERSION IT REFERS TO GIVES PERMISSION

K.'"OR ANY SECTION &NTITLED "CKNOWLEDGEMEN"
1RESERVE THE 5ITLE OF THE SECTION AND PRES]I
SUBSTANCE AND TONE OF EACH OF THE CONTRIBL
AND OR DEDICATIONS GIVEN THEREIN

L. IRESERVE ALL THE *NVARIANT 4ECTIONS OF THE
THEIR TEXT AND IN THEIR TITLES 4ECTION NUMBI
CONSIDERED PART OF THE SECTION TITLES

M. %ELETE ANY SECTION &NTITLED &NDORSEMENT
NOT BE INCLUDED IN THE .ODIFIED 7ERSION

N. %0 NOT RETITLE ANY EXISTING SECTION TO BE
OR TO CONFLICT IN TITLE WITH ANY *NVARIANT 4E

O.1RESERVE ANY 8ARRANTY %ISCLAIMERS

*FFTHEODIFIEPRSIQOKRLUDEWRONT MATCTEH®RBP EN
DICEERQUALABMNECONBERYIONBONTMAOMATERIQRIED
FROMHBOCUMERMAWVWITYOURPTIDESIGNAOMERLQF
THESECT IKOWSY ARIADT HISDDHENRI OEIXHIEI ®TENV AR
ANFECTIONINBEODIFIEBDRSIQNCESNSH ISHEE S ET IMBESBTE
DISTINCT FROM ANY OTHER SECTION TITLES

"OUMAMDBSECT&ONITIZAND ORSEMRNONIDIEDNTAINS
NOTHIBIGTENDORSEMENOS RODIFIEFMIERSIBXNVARIOUS
PARTIE SFONRPLTEATE MEBNEHERRE VI EWHAHEE XRABEEN
APPROBEANORGANIZATSTOGIMRUTHOR I DATFNNEH T AN
STANDARD

"OWMAWNDBPASSA®EFTGIWEORPS'RONT $6KFERND
APASSA®ETO WORMBPBH#ACK $BEKXHRA HEND F HIEI ©TF
SOVBEEXTSITHEODIFIEPBRSIONLODNEASSOGEONT $OVER
SEXANDNEBRERACK $OEXHABEADDBY ORHROBWBRANGE
MENWVADEYANONENT IFTHYH%® O C U MAINRTE ANDCYL UACESY E R
TEXORHEAMEOVPREVIOANSBDBDYYOWRMBYARRANGEMENT
MADEBEYTHEAMENT NTOBRACTIIMBEHAHAR OMAWOADD
ANOTBER OMAREPLABELONEONEXPLRHEHRMISBER®OWM
THE PREVIOUS PUBLISHER THAT ADDED THE OLD ON
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SHRAUTHOAMNBUBLISHERH®OCUMEMDOBEYTHIBCENSE
GIVEERMISBOOSNEHENRMESRUBLIEODIRR QA SSBRWVPLY
ENDORSEMENT OF ANY .ODIFIED 7TERSION

5. COMBINING DOCUMENTS

"OUMAYOMBINHEL O C U M NTBIT HERC UM RET & AIS\HXE R
THISCENSEDEREERBMBFINEDECTIABIOVBENRO D | FVER
SIONPROVIDHEOUNCLUBREHEOMBINAILMANHENVARIANT
AECTIORNISIF HER G IDNGAC U M BUNNIMSO D | AINEIDI S'H EMLALS
*NVARBANXTIONOUROMBINVEDRKITEICEN®SHISEDHAT
YOU PRESERVE ALL THEIR 8ARRANTY %ISCLAIMERS

SHEOMBINEDRKE EONLCYONTANEOPOYHHISCENARD
MULTIMENTISXARLANIT IOANBEREPLACIHRS INGLEPY
*HHERBEEAULT 'MNEARAAENCT IWNFHEAMEAMEUD IFFERENT
CONTEMAIKSEHEI TCEAGHUGHECTUONQBYADDING HEN D
OFTINPARENTHHERMER HER I G IANWATLHIOMRRU B L | SSHAEHRA T
SECTIRNOWNELR2ENIQNEBEMBERKETHEAMAEDIJUSTMENT
THEECTTONIENBHEI OTENVARUBANTT INNHEI C E N®H ICHE
THE COMBINED WORK

*NTHEOMBINAYO®MN SCOMBIANEBECTISKOWNIST)ETTOR Y
INTHEVARIOORBIGIDAOAICUMENOEBMIANEECTIGONTITLED
JISTORYKEWCOBMBIMNNESECTIGONISTLEBNOWLEDGEMENT
ANBNSECTKONSTIEHD ICATIOUWS) DTEL ATEECT KON S
TITLED &NDORSEMENTS

6. COLLECTIONS OF DOCUMENTS

TOWMAWMAKACOLLECODINOSNIOHN® OCUMAND THE®C
UMENRESLEASHDER ISCENSKRRBEP LAKKHE D |V | DOLARIERS
THISCENSEHEARI OOEUMBENTAS INGCOLEPIHAINCLUDED
INTHEOLLECROWIDHNTOBOLLOHWRULES HI$C ENFBER
VERBATIM COPYING OF EACH OF THE DOCUMENTS IN

"OWMAEXTRASCN ADLECUMERMW G OLLE@ANIDINTRIB
UTENINDIVIDUANDKFRISCENBEOVIVEDNSEARTO RO/H HI S
-ICENSIHUHEXTRAQCOEDMENPOLLTHVYSCENSIELQATHER
RESPECTS REGARDING VERBATIM COPYING OF THAT

36



7. AGGREGATION WITH INDEPENDENT WORKS

" COMPILOHE®OCUMERTBERIVAWNMBYI HERPARATE
ANDNDEPENDEGEGCUMBONMICGRKNMO D MVOLUMRBRSTORAKE
DISTRIBMEDONNMCALIAHNDAGGREGAHEOPYRREIBSULTING
FROMHEOMPILAIGIOONUSEDOLIMITHEEGRLGHOB HE
COMPILAUBEREY OWBA HEND IVIDVARKSRMBAHENHE
%OCUMBNICLUDNADAGGREGARBE ENCSEERNSOAPPIVO HE
OTHERRKNS HEGGREWAT@&HRMEOTHEMS HAEEIS AN ORK S
OF THE %OCUMENT

*HHEOVBEREXREQUIREMEECITICEANPPLICR@HESEBPIES
OFHBEOCUMENHN HEOCUMIBNHIEH ANNBAOH HENTIRE
AGGREGABEO CUMENIVIBE X MABEPLACERC OV EHRAT
BRACKHEBOCUMWBENITHTNAEGGREGRHELECTEQNIVALENT
OEOVERE®BOCUMIBENELECTRORWM HE R W HE#U SATP
PEAR ON PRINTED COVERS THAT BRACKET THE WHO

8. TRANSLATION

SRANSLISCAONS IDAREDMODIFICADIOMAYDISTRIBUTE
TRANSLAHIKDBIGCUMENDEREERMGBECTIGREPLACNNG
VARIANTTIWNIHRANSLREIQOWSPERERMISEROMH E IR
COPYRH®OHD BRIFOMANYNCLUBRRANSLAOFK ONER LN
VARIARCTIONADDITTONHERIGIWARSIONS ESEVARIANT
AECTIODIBMAYNCLWIERANSLAOHH-BSCENANMBLLTHEI
CENSETIOHEHBOCUMENBNEARRAMTYCLAIRE®®BIDED
THADUBLINCLUBERIGI&NNMGELVIEHR SOBNH FSC E NSSNED H E
ORIGNNEARS IOMNBONSEBTIBENBDISCLAIMNERSBADISAGREE
MENBITETWHHHRNRANSLANTDEER | G MEARLSOGIN + 5C E NChH:
NOTICE OR DISCLAIMER THE ORIGINAL VERSION WIL

*FA SECTIOINHEBOOCUMESIENTITLEIKNOWLEDGEMENT
%EDICATORNISTORHREQUIREMEQGTIONLRESEIR®%E
S5ITLE SECTION WILL TYPICALLY REQUIRE CHANGI

9. TERMINATION
OWMAYWOCOPMODIBSYBLICE®MIETRIBHBECUMENT
CERTEXPREBRBOYIBEBNDERISCENSNEYOTHERTENIRT

COPMODIKSWUBLICEMSETRIBHBHO CUMENDIBANWILL
AUTOMATTERMIN OTRRGHMNDERISCENSEWEVERRTIES
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WHBGAVEECEIVEPIERIGHTREOWDUNDERISCENBHNO T
HAVEHEILRC ENTSERSM | N & TE®NASSS U CRHA R TREEMM AIINF U L L
COMPLIANCE

10. FUTURE REVISIONS OF THIS LICENSE

SHEREEOFTWAREDAMAWRWUBLMNEVWREVIYERSIONS
THE6 'RE®BOCUMENTIKCTHRBREOMMEQ IMEUCNEWER
SIOWSBE IMIUARP IR HER ES¥ERR S BOUW A Y | FH BIRE
TAMADDREESPROBLEDFCONCERENERTTP WWW GNU ORC(
COPYLEFT

ESACHERSOOMNHHCENISGIVEADISTING UVEHRISINM B ER
*FFTHBHOCUMENHC IFHER S P ARTI ONULMBRE R E R SOBINH +$
CENSERNYATERRSIIOMPLTEISYOHAVIEHEPTIONOLLOW
INGHEERMESKQCOND I TEONHEMRH AP E C | FNIEERDS OCORDIFA N Y
LATNERRRSTOERABEENUBLISNEMADRABYHREEZOFTWARE
'OUNDATIFDNBOCUMEQEINOIPECANERSNOUMBEBRHIS
-ICENSEVMVAXCHOANY ERSEVMEPRUBLISHEOERADRABY
THE 'REE 40FTWARE '"OUNDATION
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Chapter 1

Command Line

Shell Prompt

5 H ghellprompt O¢dmmandine ISNVHEREEYPE®SMMAMNBMNEN
ACCESBHEGSTEHMROBWGHXT BASERINAEHBSLHEAIN
WADRCCESBROG RAMANMIBO | NGO RKXNFHEY STENEFFETS
ASHESURROUMNMDRENEEROGRBRMBSRIUBHEMCCE SBHNEG
SYSTERVROBAGRIAPHHEXLRONMEN®Y I|IREMAPNOSSIBLE
TO OPEN A TERMINAL EMULATOR AND DO USEFUL WC
5HIS CHAPTER DESCRIBES HOW TO FIND A SHELL P

TBODY

TBODY
TODO
"INDPLACIHEENTR O DPULGERIF EBRED IRAGITSO MEA SFCL E
MANAGCOGIMAMNMBE MEG BE EP A RATARR UBNRDEWRID EO
6NIX &XPLANATIONS

Contents

HIDE
" 'INDING A SHELL PROMPT

6SING THE 55: DEVICE

OPENING A TERMINAL EMULATOR

6SING 44) TO ACCESS A REMOTE SHELL
"PPEARANCE OF THE PROMPT

300T SHELL PROMPT
SHE BASICS OF USING THE SHELL

"RGUMENTS AND OPTIONS

&DITING $OMMANDS
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http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations
javascript:toggleToc()
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Finding_a_shell_prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Using_the_TTY_device
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Opening_a_terminal_emulator
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Using_SSH_to_access_a_remote_shell
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Appearance_of_the_prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Root_shell_prompt
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#The_basics_of_using_the_shell
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Arguments_and_Options
http://en.wikibooks.org/wiki/Guide_to_Unix/Explanations/Shell_Prompt#Editing_Commands

SHE CURRENT WORKING DIRECTORY
'INDING HELP FOR COMMANDS
$ONTINUE

<$%"5"dF WINDOW SHOWS5(CHOREGCEHOWS5EXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL

[edit] Finding a shell prompt

1EOPLE GET SHELL PROMPTS IN DIFFERENT WAYS

" 5HEY USE A GRAPHICAL ENVIRONMENT SUCH AS
,%& AND A TERMINAL EMULATOR
5HEY DO NOT USE (6* BUT SIMPLY USE 55: DEVI
USE (6* AND GET TO A 55: DEVICE WITH $TRL "L~
(/16 -INUX SYSTEMS ALLOW FOR </6.#&3> 50
9 8INDOW 4YSTEM USE $TRL "LT '<NUMBER HIC
NUMBER OF 55: DEVICES>

[edit] Using the TTY device

6NIX SYSTEMS CAN USE 55: DEVICES FOR A SHELL
MPHJO

SYPEOURSERNAMEHIFSROMPHEN PEOURASSWORIS
GIVES A SHELL

[edit] Opening a terminal emulator

" terminal emulator ORONSEOMEBLATARROGRAMMULATES
THEERMINARDWRHRAARUBSERBADITI QWNADAYO GTND
6NIXTAPPEARSNINDOMI  HERAPHEGALR O NMNEBNOLOW S
ACCESS TO THE SHELL PROMPT

5HERE ARE SEVERAL WAYS TO OPEN A TERMINAL E

" 8ITH 5HE 9 8INDOW 4&MMTEMSTRSYETUPS EITHER S

YOU WITH AN XTERM OR TWO WHEN YOU LOGIN
FROM WHICH YOU CAN START AN XTERM
, % & P ROV MembalProgram (Konsole) :OU CAN FIND
IT IN THE , .ENU 4YSTEM MENU *F YOU RIC
EMPTY PART OF YOUR ICON PANEL YOU CAN
#UTTON FOR THE TERMINAL
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(/0.& PROVIDES A TERMINAL EMULATOR SOM
Programs MEN U
6SING &NLIGHTENMENT RIGHT CLICK ON T
TO &NLIGHTENMENT &TERM
ON .AC 04 9 "QsEMIDBUJPOT 6UIJMJIUJFT 5FSNJOE
SHAT IS GO TO THE "PPLICATIONS FOLDER ON Y
6TILITIES FOLDER INSIDE IT AND DOUBLE CLICK
PROGRAM :0U MAY WANT TO KEEP THE 5ERMINAZ
LOSTTERMIEMULATIORBTHERAPHPRAOIGRARROVIDE
MENBARCONFIQUBEERMINAREXAMPLEEALLOW U O
CHANTGHEEO MIN [ O L CSROGMEEE O PRLEEE RAEHRI TTEE XOINABLACK
BACKGRQAUERM ORHFFITEIONFIGUREN CRABHEH OUND
BYHOLDMHEONTREBVNLCTLICKWNGHACHH HEHREMBPUSE
BUTTONS

[edit] Using SSH to access a remote shell

S5SHESh PROGRRABECWRETC ONNEEZSHEACCOOMRE
M O TS R \oHHRS E R WIEURBIER U N N TNHEhd S E R VE®RST W @RCE
CEPT THE CONNECTION $EGRNHBELE (INCAPDEREMRNTE 6N

[edit] Appearance of the prompt

SHEHERROMRORMAMANDSA SIGNORSIMPLIHEX
AMPLES IN THIS BOOK USE A SHELL PROMPT LIKE TF

40ME OLDER SHELL PRROMIPETASDEND IN

5HE $ SHELL SOMETIMES USES INSTEAD

4EVERAL SHELLS HAVE PROMPTS THAT GIVE MORE
MPDBMIPTU QVGGZ \
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"OWCAALXWSTOMOAEHH HROMPOIB ASHSEHESEECIAL
CHARACNTBRASARIABLES =14 ISWHAYTOUSUASEEND

14 ISWHATOBSEWHEWOBREOIMMULTI CIONNEM AW DI A
BACKSLASH ~= TR MAREBAIEE

/[EVEROPTVY PIEFHEH LR O MUWPS EH DT H BSO OKH 5 H BAL LIALL
WAYS GIVE YOU A PROMPT IF IT IS READY TO ACCEP

[edit] Root shell prompt

*FYOBECOREBOROGANMROMUOSSTY STEMHANTGEEHELL
PROMPENWITHSHROATCOISNDOL O W @anything DELETE
ORHANAGNEFILEOHEISAREMINDERHEOWBR HEROMPT
"VOIDSINGIEPROMWHENNECES SERMEHAPOBRBHHE COMING
3OOFN THIS BOOK ROOT SHELL PROMPTS LOOK LIKI

[edit] The basics of using the shell

[edit] Arguments and Options

SHENOEBNTEROMMANBEH HDLQ A EWH INIGBIBHIGBRD ER
IF IT SUCCEEDS IT EXECUTES THE FOUND COMMAN
5HE SHELL CHECKS IF THE COMMAND /b8 AN ABS(
Is AND IF THAT PATH IS AN EXECUTABLE FILE
*F THE COMMAND IS NOT AN ABSOLUTE PATH TE&F
SEARCHES THROUGH ITS BUILTIN COMMAND
COMMAND
-OOKS IN THE DIREE TORNKE NN1 VA RFIGR L E
THE ENTERED COMMAND *T STARTS ITS SEA
ECTORY LISTED IN 1"5) THEN THE SECOND /
'OR EXAMPLES WEAMLL BE BSIWHITHELCONMMAANDS AN
ORIES 5HIS COMMAND LISWS SYHEI CH MAEYND - PER ON
YOUR COMPUTER
Is /var

BDDPVOU CBDLVQT EC MJC NTHT SVO UN

BVEJU DSBTI FNQUZ MPH OBNFE SXIP XXX
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BVUIQG DSPO HBNFT NBJM RVPUBT TQPPM y

S5SHEIRBODRDSISTHEAMEF HEROGRPRARM MMABNWD LNT O
THEHELR UNNTHIGASEHEROGRBIMILSSRUMNMHE VARN
THIGAS&A Mrgument ITTELWS HAITMISTRGUMEARSEPARATED
BY WHITESPACE USUALLY ONE SPACE

SHERREOMEPECARGUMENRT E£5DT | OSNASCEHO M M AIND
CIDBEVSHATANOPTIBNHFONMRANGOMM A NPT | OW FOGIN LON E
HYPHEG TARSIUAAR¥FHOFROBRM O RCEESCRIBPIMVPBHINST ARTS
WITHWEBYPHEANNSS O MEH ASTTAWRITITHWE Y PHHENSNHAAYV E
SHORTHANDS )ERE IS AN EXAMPLE READ IT AS EL

Is -l /var

ESXYS YS Y SPPU XIFFM .BS BDDP)
ESXYSXTa SPPU XIFFM .BS BVEJU
ESXYSXYa SPPU BVUIQG .BS BVUIQ
C

ESXYS YS Y SPPU XIFFM +VO ZQ

IOTEHAHECGEGBEMMAREBE® UTRETP T | CNOVEE F CORTEHAER
GUMENDODEXAMPIHHEOLLODYWONHG OWORKNLE®H A VA

FILE OR DIRECMORY CALLED

Is /var -

MT M /P TVDI GIJMF PS EJSFDUPSZ

WBS

BDDPVOU CBDLVQT EC MJC NTHT SVO UN
BVEJU DSBTI FNQUZ MPH OBNFE SXIP X X X

BVUIQG DSPO HBNFT NBJM RVPUBT TQPPM

44



&XCEPTOOSY STEMSHAHE/6 $ LIBRARS AND/6
-INUXMANRROGRANSLOFHEWIIAUTOMA TT R ETAHI® P
TIONSFTHBMYERNTHEROSI® /ar - ISTHEAMAES -l
Ivar 5HIS IS NICE FOR USERS WHO FORGET TO TYPE

SHATMTH HEREALAFIICFALLHDOHEINM U BIESP ECIFHRAD
LISNOANOPTIONBDOH®HISSINGE ARGUMWNRTOHEANS
ENDROPTIOBNKSIBSSWHYTISINCONYV ENGEANVHEILENAMBRART
WITH HYPHENS

Is N -l

M

[edit] Editing Commands

*HHEHEHASOMMANDEDIINENKBETHERR @QW AN PO ME
KEYA RESERRHEEARANBIGARROMWMEOWESHR OVEHEE X T
CURS@E®O MHEOMMAANDHEOMRANRBRNBKEYS. LOWEBSER
TMOVEHEQHEEGINNRGEDHRFHEINEEXAMPALBVANTO
LIST SOME SPECIFIC FILES LIKE THIS

Is -l /etc/passwd /etc/profile

#UT WE TYPED
Is I- /etc/passwrd /etc/profile

SECARREBHEOMKEYMOVEHEURSOREEGINNINBE
LINEHBENSEHEIGARROWMOVEHEURISOREIGH® E L HHE
L"FTHR N BPRESESTURRUNHEOMMANKRNORMAHNMILL
NOT WORK IN MANY NON SHELL PROGRAMS THAT LA
AHEMWLISHHISTERATUWREQGWINGEPARRDODWECRRREVIOUS
COMMANOSHAEHERROMPHEPREVIOINBAREORUNGAIN
UNLESS THE USER PRESSES 3ETURN 5HE DOWN ARF
*FTHERR&EWYSRBROKBRYFOWCTUALNBPOMIKEYBOARD
WITHABROMWHEMNHEONTRUAGIAVIGARKEISBTRL$ARL
$TRL 1 $TRL / $TRL & AND $TRL " ALSO WORK IN M
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[edit] The current/working directory

6SEd T@HANGHIRECYORRENSHBYNTAXFOLLOWED
BYTHEATHNAMEI NVNOUIBKEO UG HEIN IR EC TLGORCYAINE D
THEIRECYORREURREHNTIDYWOUILIBKEOUPONEEVED
] WOULIBKBEOUTY OUROMEIREC AOIRDY) FOLLOBWEDSER
NAME WOULD TAKE YOU TO THAT USER”AS HOME
"LTHO WIGHYHBLROMAAYEHEU RREIRE C TORWEBH E
ENDOFTHECURRBPMNRECTOIRYWYWERIGHN THEPROMPOIKE
"<USER!LOIGAAYYODORANSEHEOMMAND TARINHEORK
ING WIRECTORY

cd /etc

pwd
FUD
Is passwd profile
QBTTXE QSPGJMF
cd ~john
pwd

IPNF KPI1O

[edit] Finding help for commands

SHEIRWODRDPHHEOMMAINDHEAMEBHHEOMM ANIH X
AMPLENTHEOLLOWOWMMANLI STHEOMMANMNAMEND L
ETC PASSWD AND ETC PROFILE ARE THE ARGUNM

Is -l /etc/passwd /etc/profile

#UHOWONEKNOWHAITTHE SCOMMADNOMESOSBNIX LIKE
SYSTEMS PRi@&WaDUEl pages OR EACH COMMAND 'OR EXA

46


http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/Explanations/Shell_Prompt&action=edit&section=10
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/Explanations/Shell_Prompt&action=edit&section=11

man Is

SHIOGPENHHEANURAGRAPROGKAM LTEHHPager SHBM OST
COMMONGBEARESs ANMmore SHESETHEBSHR PEP ABERO
SCROLL DOWN AND *"Q™~ TO QUIT THE PAGER

JOWEVHRIKIANURAGRARPFTER®USERFUORER S OMNHO
KNOWLMOSOTHAB® DHEOMMANBHE HAPOEBROMMANDS
WIIHELPHEECT(ONDHEG/*9 $SOMMANCEST TINEL RCON
TAINS STRATEGIES FOR HOW TO USE MAN AND THE (
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Quoting and Filename Expansion

Special characters and substitution

S HEHERECOGISEAEESRRAECCANIARA GHERCL L O WRNES E
SPECIAL CHARACTERS
" = BACKSLASH
DOUBLE QUOTE
N SINGLE QUOTE
[NUMBER SIGN POUND SIGN OR HASH
DOLLAR SIGN
b TICK
] TILDE
[ AND BRACES OR CURLY BRACKETS
AND PARENTHESES
ASTERISK STAR OR SPLAT
QUESTION MARK
LESS THAN SIGN
GREATER THAN SIGN
AMPERSAND
\ PIPE
SEMICOLON
EXCLAMATION POINT OR BANG
SHEXRELEPECCHANIARACNTEHRED URSIHEEE X C BHFOIRH E X
CLAMAPIOINNOWEVERAN¥OURANENON #O WHEBALS O
MAKEPECTAEXCLAMROIOBHEN HEHESEEBS® ECCAIARAC
TERPOBODMETNMIDIKEEOMPIEHXNMPRYNNTNHGEOMMAND
THAT YOU TYPED
40MEPECCAIARACREBGSEIBS®RUiON WHERAROHE HEOM
MANARREEPLACEHB THERONEOMMEARMSUBSTITISTION
filenameexpansion WHIGHAVEO W ORMXHENY PINGN GEIRENAME S
AND LISTS OF FILENAMES
50TESUBSTIT WHEHNEREDHé&Cho COMMANSBIEOMMAND
SIMPECHOQESRGUMEINTS UBINGHANGRSPEAOHERGU
MENTS BY THE SHELL "LL OPTIONS EXCEPT N AR
echo -InQ argl arg2 arg3

MO2 BSH BSH BSH
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[edit] Quoting

2UOTING IS USED TO PRESERVE THE LITERAL MEAN
JERESANEXAMPLUEEVERYRDRUOT WIBICH IBBEREFERED
TONTHEE®SHHISECTIONERHHEANYNNECESESANRMKEH IS

WHIGVHFOGHO URIDAFTERADIMHESE C T BINAREB S EBORH E
SAKE OF EXAMPLE

FDIP 5I1FSF JT = B TNBMM QPTTJCJIJMJUZ= UIBU F

S5IFSF JT B TNBMM QPTTJCIJMJUZ UIBU FUD UBC B

[edit] Backslash

" BACKSLFASIHMPE YOPIBEH EHROIMH INKTNEE R T(HKN R
ACTEREPECINIHEXAMRIBEOVEVABSEMDP RINIMIT ERIAHE Y
DOUBLEQUOTE CHARACTER

50 PRINT A BACKSLASH USE TWO BACKSLASHES IN
/I OW COMMANDS THAT WANT SPECIAL SHELL CHARA

[edit] Paired quoting characters

1AIRED CHARACTERS AFFECT WHATEVER IS BETWE

[edit] Single quotes

4INGQEO PERSERNEETERBANIOIBVERY TBEMNEBRANG LE
QUOTES

*NTHEXAMPEENGQEOTWERESEDOPREVHNE FROM
EXPANDING

/OTEINGLUEO TRAIBHEVITHI NN GLEOC TEEVEWITAPRECEDING
BACKSLASH

[edit] Double quotes

%0UBQBO TAAREIKEINGQBEOTESDONPRESERVEHTERAL
MEANIONE =WHENOLLOBWADOLISABNICRKROUBQREO DR
BACKSLASH AND b

*NTHEXAMHALEU BRLEO WEESRIJES EIDP R E S ETRNEET EREBA N
ING OF SPACES
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[edit] Filename expansion

5 H BEenameexpansion]| SUS EINAVOIDTNHEYPIRE& ONGSD 6
FILES 5HESE CHARACTERS ARE USED FOR FILENAMI

\

[edit] *and ?

5 H Ehell globbingcharactersOF ANDARES EDJ O Robtterns 5HE
SHESEARCHESXISTFNIGHE AMTATCIHHP AT T EARNNDD O EAS
SUBSITUTION

° MATCHES OR MORE CHARACTERS EXCEPT
MATCHES ANY CHARACTER EXCEPT

SHEMOREANNEIULBMATCHELEILEBEEPARBYHDACES
AS SEPARATE ARGUMENTS

'OEXAMPEBDDTT MEAMSQAHEILENSSIDHEEFEUDIRECT
ORWHIBEGWTHHEETTERSHEECHIOMMADNBPMONSTRATES
THEUBSTITOHEFOINS MAB IFFENNOURYSTBPEMPENDING
WHAT FILES YOU HAVE

echo /etc/ss*

FUD TTlI FUD TTM

SHEECHOOMMADNIDIHIBECAUTBIEHINKBS ATO R Aécho
letc/ ssh Jetc/ ssl 5HBHBEBUWktituted THOSAEME® RUDTT
S5SHOUGHJDTTITTI@QDPOBAHSOMIANSYSTEINWKSPPEARED
NOT ABOVE BHEHCOARSHMATCHES

/IOWHERBSOMETHWIORESEFSBWILWLLSEUBSTITWITNA N
COMMAODHERRAECHOE WILAQOMBHIFENEENAEMEAN SMOMNH
THE LS COMMAND

Is /etc/ss*

FUD TTI
TTIQDPOGJH TTIQIPTU@LFZ TT

TTIQIPTU@QETB@LFZ TTIQIPTU@LFZ QVC
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TTI@QIPTU@QETB@LFZ QVC TTI@QIPTU@STB@LFZ

FUD TTM

MJC PQFOTTM DOG QSJWBUF Y W DOG

IOTIGEOWHESAVHDPINBNVEDID® /etc/ s* WEWOULD
PROBABLY SAVE MUCH TYPING

JERE IS AN EXAMRILHABRROHER AT WORK

Is /etc/ssh/ssh_host_??7? key

FUD TTI TTI@IPTU@ETB@LFZ FUD TTI TTI@IPTU@ S

[edit] When expansion fails

AOMETIMHENSINGR NG ILEBEOUNNIHICSASIHHEHELL
DORNODGIVENERRIAORIMPDOHRNSSUBSTITUOP® ITSHEANT HE
MACHIOIM HEXAMRBEOWEEMAKEMISTAXNED YPEBUD
TTTWHICH MATCHES NOTHING 5HEN THE SHELL WOl

echo /etc/sss*

FUD TTT

[edit] Curly brackets expansion

5SHEURBRACKEIWHENY PIEBV ERIAL LAARRG UM EENSTPE
CIALLY FILENAMES 5HE FILENAMES DO NOT NEED T
echo /etc/ss{h,l,ssnakes

FUD TTlI FUD TTM FUD TTTTOBLFT

SHEY ARE VERY USEFUL FOR LONG LISTS OF FILES
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echo /bin/{ls,mv,cp /sbin/{halt,reboot

CJO MT CJO NW CJO DQ TCJO IBMU TCJO SFCPPL
:OU CAN ALSO USE THEM TO PRINT THE ALPHABET
echo {z..a

[Z Y XWVUTSRQPONMLKIIHGEFETUDTCHEB
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Pipes and Job Control

Pipes and Redirects

SECAGONNETCAINDARDOUTPAINERRDEROMMANO®I H
ER COMMANDS OR TO FILES

[edit] Job Control
OUCARUNMULTICOBMMANISNCEUDNLONEARBNTHE
FOREGR®PHEM DHEGMMAKBSHNRUNNBMGHEACKGROUND
OR SUSPENDED
$REATE THE SHELL SCRIPT DATE@LOOP SH
CJO CBTI
X1JIMF
EP
EBUF EBUFGJMF
TMFFQ
EPOF

.AKHate loopsh EXECUTABLE
DINPE Y EBUF@MPPQ TI

3UN THE COMMAND IN FOREGROUND
EBUF@QMPPQ TI

SAITAWHILBBOUTSECONDEEMNSEBO0/530- ; TOSEND
SIGTSTP SIGNAL TO THE PROCESS
?2:< > 4UPQQFE 4*(5451 EBUF@MPPQ

-OOK AT THE Uda&ie LINE OF
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UBJM EBUFGIJMF TMFFQ UBJM EBUFGJIJMF
51V "QS #45

51V "QS #45

/IOTHHAHITHER O CW &rBnnable | W ASUS P E NDHEWBSE W
TIMBBEREOAPPENDHBEMEIULNTHE SECOND E RBVEATLW E E N
RESPE@GITCLEMMANDS

1UT THE PROCESS INTO BACKGROUND

CH

< > EBUF@MPPQ TI

S5HE PROCESS IS Bl VEBEANIG UPDATED AGAIN

UBJM EBUFGIJMF TMFFQ UBJM EBUFGJIJMF
51V "QS #45
51V "QS #45

/IOTE THAT YOU CAN TYPE COMMANDS AT THE COMI
1UT THE PROCESS BACK INTO FOREGROUND
GH

EBUF@QMPPQ TI

AENMBSIGINT TOHEROCEWY PINCONTRGHISERMINATES
THE PROCESS S8EdJa@€idFIRNMOHRBEING UPDATED ANYNM

?$
UBJM EBUFGIJMF TMFFQ UBJM EBUFGJIJMF

51V "QS #45

54



51V "QS

#45
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Signals
Signals

41IGNAREOFTWNRRERRUPNIS T IFFRYO C EBESADB MEOND |
TION OR EVENT HAS OCCURRED &XAMPLES OF EVEN
" A PROCESS ATTEMPTS A DIVIDE BY ZERO
A USER PRESSES THE */5&33615 KEY AT THE TEF
A PROCESS SENDS ANOTHER PROCESS A SIGNAL
THE KILL FUNCTION
"LIST OF ALL THE DIFFERENT SIGNALS CAN BE DIS
LIMM M

5HEI COMMANDNL BB S ETDS ENDI G NA@ST HEROCESSES
ATART A BACKGROUND PROCESS THAT SLEEPS FOR
TMFFQ

< >
QT
1*% 55: 5*.& $.%
QUT TMFFQ
QUT CBTI

/IOTEHAHEROCIPD®SLMO ETKEBW IFFEWEMNWNO B UNr
SHEOMMANDBEINE® N DRBSHGKILL SIGNTARROCESS IN
THIS CASE

LIMM ,*--

QT

1*% 55 5%.& $.%
QUT LTI

< > , JMMFE TMFFQ
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6PON RECEISIGKIGL THIES N AsledpHEEROCESS TERMINATES
[edit] Traps

1ROCESSES CAN RESPOND TO SIGNALS IN THREE D
PERFORM THE DEFAULT ACTION
IGNORE THE SIGNAL
EXECUTE A SPECIFIED FUNCTION CALLED A SIG
5H B E F AACTIFOERNR F O IBMAPIR O C\E B EIRR E C E NGE G NDAEL
PENDSN HEIGNIAMPE STLISBKILL CAUBHEEROCESER
MINADEHERRSEQUIT CAUBEEROCEGERMIMATEENER
ATE A CORE DUMP

TMFFQ

< >

LIMM 26*5

QT
1*% 55 5¥.& $.%
QUT CBTI
<> 2VJU DPSFEVNQ TMFFQ
MT DPSF
DPSF

$ORE FILES CAN BE LARGE SO DELETE IT
SN DPSF

AIGNEIARECAUGISING ERAROMMASRE ATTHEEOLLOWING
SHELL SCRIPGattN sighbEsH | L E
CJO CBTI
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USBQ FDIP (05%)" */5 ,*--
X1IMF

EP TMFFQ

EPOF

3 U Batch_signalsh IN BACKGROUND
DBUDI@TJHOBM TI

< >
LIMM */5
(058%)"
SHEIGNWACSAUGHIIDNSTOAERMINAWHNGH HEEFAULT
ACTIDOERGINT THMESSA@BES$)" WAESCHOEBTANDARD
OUTPUT
40ME SIGNAL SaRtOBEEVABGHKIIL FOR EXAMPLE
LIMM [ *--
< > , JMMFE DBUDI@TJHOBM

3 U Batch_signalsh IN FOREGROUND
DBUDI@TJHOBM

)IT THE INTERRUPT KEY CONTROL $ USUALLY
?%$(05%)"

/IOW HIT THE QUIT KEY
?2< > 2VJU DPSFEVNAQ

MT DPSF XJMM IBWF HFOFSBUFE B DPSF GJMF
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DPSF

[edit] Nohup
$OMMANDS RODONUWDTHNOT TERMINATE WHEN THE U
$REATE THE S CRddxThangupsliE ANDEMAKE IT EXECUTARB
CJO CBTI
XIIMF
EP
EBUF
TMFFQ
EPOF

SUN IT IN BACKGROUND PRECHDMED BY THE COMMAI
OPIVQ EPOU@IBOHVQ TI

< >

4FOEJOH PVUQVU UP OPIVQ PVU

$HECK ITS RUNNING 1D IN THIS CASE
QT GV BIPMU

BIPMU QUT TI EPOU@IBOHVQ TI
BIPMU QUT TMFFQ
. AKEA NOTEBFTHPPARERROCES S INTHISASBF

DONT@QHANGUP AND THE TERMINAL DEVICE AND LO
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-0G BACK IN AG AdoNt hamBEp.SHHAST STILL RUNNING
QT GV BIPMU

BIPMU TI EPOU@IBOHVQ TI

BIPMU TMFFQ
SHILEDONT@HANGUPTERIUNNINIGP ARERRO CHAS

CHANGEHIFP ROCIDSE HEARHNTNOT ASEFORNEDTS

NOAOONGKERSOCMMIMAD ERMIDNALIGEINGhup ISEQUIVALENT

T@noring THE 4*()61 THAT IS
USBQ )61
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Choice of Shell

Choice of shell

[edit] Bourne-compatible shells

"LBNISHEAREIMILBRRTHENYAMEIFFERENTURESARE
BEGINNANGOUBURMOAWARHEHEBEIFFERBETWSHNE TIHE N
YOBROBABANTSITARIMTAHOURNE COMPWMFOBCE MPATIBLE
SHELL SHashHO BB

5HESE ARE THE #OURNE COMPATIBLE SHELLS

"sh IS THE OBou@eNkel ON MANY NON -INUX SYSTEM S

AN OLD SHELL WITHOUT THE 104*9 FEATURES 5
EVEN CSH AND TCSH ARE BETTER CHOICES THA
THOUGH SH IS REALLY THE SAME AS BASH OR K

" bash IS TGINBE Bourne-againshell *T IS #OURNE COMPATIBL

104*9 COMPATIBLE AND HAS OTHER USEFUL EXT
FAULT ON MOST -INUX SYSTEMS *F IT IS NOT T&H
INSTALLED ON -INUX AND CAN ALSO BE INSTALL
SYSTEMS
“"ksh IS ONE OF THE THREE
Public domainkshPDKSH IS #OURNE COMPATIBLE
104*9 COMPATIBLE
AT&Tksh IS A COMMERCIAL SHELL *T HAS ALL
PDKSH PLUS THE KSH VERSION HAS SEVEF
SIONS DIFFERENT FROM BASH ONE MUST P,
IT .AC 04 9 INCLUDES IT
mkshlS THE .IR#4% ENHANCED VERSION OF TF
,ORN SHELL PDKSH
“dash IS A 104*9 COMPLIANT SHELL THAT IS MUCH

[edit] C shell

#4ANTRODUKEDHEWH I G M E T IRVEESSE M 8 L ESH HIEY
PROGRAMMINNGUAKBISEHBEIIEh SHEHEEL ISCSWITMORE
FEATWBRHESSHEARS S #OURNE COMBRANYCBAHEEATURES
WERRTAEARDHO HEOURNE COMPHNHUBEEBRDOP IEGBS
SHESHENHEREATWREBKFFERBEN BHEANBOURNE COMPAT
IBLE SHELLS THIS GUIDE WILL DESCRIBE THE #OUR
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*FCSBRC3ISY O DREFAYHEYO WM I G HENEBYJIS | BG SBHR
KSHGE#OURNE COMPANDBRI4AYFEATURENMBEBSERTBILL
PREFER THE $ SHELL

[edit] zsh

SHERRALTERNAHEBBHSABsh THESHERHE SHELQASTS
EXTRMADNUSBEATURBBAKEHTHEREFESREHOMANY' OR
EXAMAMHEASBUILFT®LIENHOUGHESHHBALMG®TURNE
COMPATIBDUEFENENOUWHYSHATOEFABERAIVIGNGBGT
#OURNE COMPAOUWKIHHSCAPABBMASQUERASKOAL RNE
SHELL WHEN SO INSTRUCTED *T CAN ALSO EMULATI

[edit] Temporarily using a different shell

*FFODNOUOIKIEHEH ENHAD BRES INYAO M I G MIWTANTW S &
DIFFEBHRIUWCNHEsh OBash 4AHEAIREORMAROGRANBAN
BERUEBEASIZANEB)&--ENVIRONWARNABLESTICQONTRAHEE
FAULT SHexit ICOSMHNEAND WILL RETURN YOU TO THE FIF
UD T I printenv SHELL
CJO UDTI
UDT I bash
CBTI printenv SHELL
CJO UDTI
CBTI exit
FYJU

UDTI
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[edit] Permanently changing the default shell

chsh

[edit] Advanced Bourne shell topics

SHERRREOMBMVPORTFAENAITUREBSEOURNE COM®PHAHLBLE
SHISUIDEOENSODES CRIBEBECAUGSEBIKIBOBRROURNE
4HELL 4CRLRRBEHBABY HAS SEVERAL USEFUL CHAPTERS

" #OURNE 4HELL 4CRIPTDNG GEIBIRE REIDIRECTION
ING 8ITH REDIRECTION ONE CAN CONNECT THE
PUT OF COMMANDS TO FILES 8ITH PIPING ONE
INTO US E F UThisGstbAd df $e main strengths of Unix. If
you only read one chapter, read this one.

" #OURNE 4HELL 4CRIPTSHOWMSBEOWUHBDMNPECIAL
TERALLOWS ONE TO EMBED THE VALUES OF PAR/
OF COMMANDS INTO THE ARGUMENTS OF COMMA
#OURNE 4HELL 4CRHABINMGUSEFRE SECTION ON F
WHICH ALLOW THE SAME COMMANDS TO RUN REI
ARGUMENTS EACH TIME
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Environment

Environment Variables

&SVERPROGRANMEREMNSVIRONWAERRABEESVHEROGRAM
THATARTEBDIBEANS AP ROGCGRABHEAMENVIRONMENT
VARIABSEHEROGRAMTARIMTEBENVIRONMERROGRAM
CANHANKGIR HI CH OET HERO G RIAATERARBHBIAROGRAM
ALSO HAVE A CHANGED ENVIRONMENT

S5HENVIRONWMAERNABAIEEHEDL CONTAHNSAMEBHRHEBE
FAUSHELDWIGHERUNNBNOGUWET HERREBUTHEBE FASHELL
I SALWAXSt)&-- 5HE4)&-- ENVIRONWAERNABRETURING
LOGAMNDNHERBMBEHESHENESTARTHB RINTPRD
GRAMTINHERITEHEENTIREVIRONMMEGIOUDKUN&-- AND
SHOWED 4)&-- TO US

6SINftenv WITH NO ARGUMENTS GIVES THE ENTIRE

printenv

C
4)&-- CJO CBTI

C

4EENVIRONMENT TARIABRESABOUT SPECIFIC VARIA
[edit] Process limits

&ACH PROCESS HAS LIMITS ON THE FOLLOWING
-IMITBSRENHERFIRE MW EARBNRIOCEHEBNORMAAY GG ET
LIMITS@HANGEIMIDSE OMEHEAND HENT ARMIEROGRAM
FROMIAHE&LACSHEAROVIBEIFFERRANTSEONIMIFOURNE

SHELL Ugind TOWMMAND WHILE $Im8HELL USES

SHEOLLOWIMGE! OTAV AILABMEGSV BANI THH El $hellname
#OURNHEQRTIOSE NEEDHEMe OPTIOMBHOWRHANGE
THE LIMITINMOHBRNE SHELL

cputime U 4&%0/%4

filesize G #-0%.,4
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datasize O ,*-0#:5&4
stacksize T ,*-0#:5&4
coredumpsize D #-0%$,4 DBO BMTP BDDFQU VOMJN.
memoryuse N ,*-0#:5&4
memorylocked M ,*-0#:5&4
maxproc Q $06/5

openfiles O $06/5

TBODY

TODO
EXPLADWOSHIMIQRULIMA4TTGELNMI&IPLAHEANGER
OREDUMHANRDMIE&EXPLMNAMHEISIMIDE REFIEERNOTHER
CHAPOERBXOOKEXAMRKEREMBIZEIGBE OVERBAD
CHAPTER ON CRASHING

ScenarioA programcrashesvith a messagabout'resourcetemporarilyun-
available" or "too many open files".

SAISHEIMIMNE HEHEAROWHICYHD S TAIRHIER O G R AME X
AMPLE TO ALLOW OPEN FILES PER PROCESS
Bourne shell

ulimit -Sn 512

C shell

limit openfiles 512
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[edit] Shell Parameters

SHE HE EINYSIR O NG/ABNA C C E S SRID UTBA R AM ESTHRSE
ARE THREE TYPES OF PARAMETER

" NAMED PARAMETERS

POSITIONAL PARAMETERS
SPECIAL PARAMETERS

IAMEIPARAMEAERERSOWABSENVIRONWMARITABAES D F
THEGERIABRESI TIAIWSEDHESHER GSANWHIAOHEHELL
USHDETERMIMBESHAVIGBHERALUIMAINT LINBSTVAARIABLES
THROUGIH®EO GIN S S BADNVEW H | QHRIEE F | BE'DHE&EH EALNLD
ARE GIVEN SPECIAL MEANING WHILE OTHERS CAN B
10SITIPNRAMENERBHEFERE®NREUMBNPPRLTESIHELL
SCRIBPHESSHECOMMUNIPRICECSENSFORMAIHRAWBEPHEHCIAL
PARAMEIERGPARAMEJAREB\.CCESBSSHEBESERUUNLIKE
NAMED AND POSITIONAL PARAMETERS THEY CAN ON
&ENVIRONWARNIABREAMBARAMETAEARIABPNRESSIGNED
USINGHEOMMANIINETATENMENHE O Rieime=value 7ARIABLE
NAMRARALPHANUBERIKNGEYARONTMUMERHARAORERS
UNDERSBORESEGW TANMLPHABEHEHARA'OUHERAMPLES
ARE PRESENTED BELOW

O

O

/

1" & BMBO

HSFFUJOH IFMMP XPSME
IOTEHANIXSCASENS|IBIH¥EYARIABIIABM ESN OTHEAME
AS/AME" VARIABABEEXPANDEWDALUABIYPRECEDHES
VARIABLE NAME WITH A FOR EXAMPLE

FDIP HSFFUJOH

IFMMP XPSME
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7TARIABLES CAN BE CONCATENATED
EBZ NPOUI ZFBS

FDIP EBZ NPOUI ZFBS

JOWEVERERERE ROBMEIMEBONCATENATEIRNGIGAR I
ABLESINMARIABOREEAANMONBRHARD COTMHBREAR
GIVES

FDIP EBZ NPOUI

SHPROBUBMHAHEHECANNOSTINGBEEBWHEHEARIABLE
NAMiONth ANDHEITERALUE *THEREFROR&G XP ANDAR |
A B MEI THHEA R | AABA MhiONth2006 WHICEBN OSEFHISGABEREC
TIFIED BY SURROUNDING THE VARIABLES NAMES WI°
FDIP \EBZ \NPOUI

"LTHOUGHBRAGREOALWAVYESCESISI'SBEY (PIRACT ICEE
THEM WHEN EVALUATING VARIABLES

[edit] Quoting

SONSIDHEOLLOWXNMNG PLHERBEARIABLEANPIHORNASE
IS ENCLOSED IN DOUBLE QUOTES
FDIP FDIP HSFFUJOH EJTQMBZT HSFFUJOH

FDIP IFMMP XPSME EJTQMBZT IFMMP XPSME

7TARIAEDNCL AQNEOUBLEOC ARET HXAPANBEMHEH EZRQ
PREVEXFANSIORIABHBOIBIEEN CL QNEIMN GLUEO TSEOB | S
PLAY THE STRING ECHO GREETING VERBATIM USE
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FDIP bFDIP HSFFUJOHb EJTQMBZT HSFFUJOH

FDIP HSFFUJOH EJTQMBZT IFMMP XPSME

[edit] More Parameter Expansion

SHESHESUPPORUBSEOPHISTIEAREMEDERANS B R
CONSTRAINCH LIEKRANWSHEALOH HEARAMEHBESET

OTHERWISE IT EXPANDS TO LITERAL VALUE 'OR EXA

FDIP \014:4 VOJY
VOJY
SHEARIAOPEESHANOBEEASSIGAEADLSEBE HEESOBHE
COMMAINSDECHMETRINGIXOHECREENHEARIABAES
SIGNED A VALUE

014:4 -JOVY

FDIP \014:4 VOJY
-JOVY

*HHEARIABRETO6-- ABLANKNIKDISPLARATDTHRINA E
LITERAL VALUE

014:4

FDIP \014:4 VOJY

CMBOL MJOF

) OW E V BVE FU Sriame:-literal THEARIABVLEAELUADOBEEITERAL
RATHER THEN ITS /6-- VALUE

FDIP \014:4 VOJY

VOJY
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6 SINTGHEON S h&nwéditeral THEARAMESASR | GNHNPA L O
THEITEIFHFAHANOBEENEZUPPOSEAHYARIABLEHAROT
BEEN PREVIOUSLY SET

FDIP %"

CMBOL MJOF

THEMNHEOMMAINDEELOWIASSIGHETRINGE SDIAYH E
VARI®BYRAND ECHO IT TO SCREEN
FDIP \%": UVFTEBZ

UVFTEBZ

SHEARIPBYEHASOWEENESOFH HEOMMANRNEREPEATED
WITH A DIFFERENT LITERAL VALUE ITS VALUE REMAI
FDIP \%": XFEOFTEBZ

UVFTEBZ

*PAY |ISASSIGA/BBD- VALUHEOLLOWARBMEXPRNSION
RESULT IN A /6-- VALUE BEING RETURNED
% ":

FDIP %": UVFTEBZ

CMBOL MJOF

"NASSOCIAXEMN LIOMNS TIEa@eFvalue WHICGONLREETURN S
THEITERFFAHEARAMEISUENRASSIGTNREDI URMIBSS SIGMEADU E
EVEN IF THE VALUE IS /6--

6SINGHEXP AN EIONS heheGliteral THEARAMESASRE IGNED
THE VALUE OF THE LITERAL IF IT HAS NOT BEEN SET

FDIP %*4530 %*4530 OPU BTTJHOFE

69



FDIP \%*4530 VCVOUV
VCVOUV

"LSOHEITEIBAESIGNEDEARAMES &R THEXPANS$$ON
THEREFORE

%*4530

FDIP \%*450 VCVOUV
VCVOUV

*FTHEARAMESERIAANON /6-VALUHEMNHEITERNIOT
ASSIGNED

FDIP \%*4530 EFCJBO
VCVOUV

S5HEEXPANSCON SThRah&Value' is similar to NAME V,ALUE
HOWEVHEITEIRBANIAYSS|IGINNEDEA RA M BTAEBRD R M BEJRILAYS
SIGNEBEITERAQASSIGINEDEARAMEAREBFEG6-- 6SING
T Htame:?messagestrinG ONS TRANERIRMRS S AR E ISP LAIFED
PARAMETER IS UNSET OR /6--

FDIP \%*457&3 EJTUSJCVUJPO WFSTJPO VOLOPXC
CBTlI %*457&3 EJTUSJCVUJPO WFSTJPO VOLOPXO
%*457 &3

FDIP \%*457&3 EJTUSJCVUJPO WFSTJPO VOLOPXC
CBTlI %*457&3 EJTUSJCVUJPO WFSTJPO VOLOPXO

SH&ror MESSASIEODISPLAFYELIEARAMESRGE | GANON
/6-- VALUE
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%*457&3 IPBSZ IFEHFIPH
FDIP \%*457&3 EJTUSJCVUJPO WFSTJPO OPU TFU

IPBSZ IFEHFIPH

-IKEWIBHEIREMN S S O C CAO NP hamehiessagestring/ H | RHE
TURNBEHESSACGRINNGULFTHEARAMEIUBNSS EARAMETAERS
BEEXPANDOESOUBSTRORGIEVYRALUEHEXPANSIONSTRUCTS
name%pattern A N Dame%%patternEXPANDIHEMALLAENSMARGEST
SUBSTRINBEIGBHFHEATTRESNSPECTOREXXMPIENTHE
VARIABIEE

5*. &

5HE COMMAND LINE BELOW DISPLAYS ONLY THE HC
FDIP UIF IPVST JT \5*.&
UIF IPVST JT
WHERBHAEOLLOWHESC OMMANINEISPLAHOURSID
MINUTES
FDIP UIF IPVS BOE NJOVUFT BSF \5*.&
UIF IPVS BOE NJOVUFT BSF
5HE ON S Thaé&paiternA N iame##patternEXPANO HEMALLEST
ANDARGESBSTRONHEEPHHEATTRENPE C HIQTHIEO M
MAND LINE BELOW EXPANDS TO THE SECONDS
FDIP UIF TFDPOET BSF \5*.&
UIF TFDPOET BSF

SHE MINUTES AND SECONDS CAN BE EXTRACTED W
FDIP UIF NJOVUFT BOE TFDPOET BSF \5*.&
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UIF NJOVUFT BOE TFDPOET BSF

SHEENGMMNS TRINAREVALUAITEBHBAameCONSTRORCT
EXAMPLE
FDIP \ 5*. &

[edit] Arrays

7TARIABLABEONE DIMENSRRWYHARREFERENTCHE
FORNAME<INDERAYXYRAMNMEASSI|GNBSDNTGH BEame=(valuel
value2E) CONSTRUCT SO FOR EXAMPLE
%"5& EBUF

$(command)EXPANDHEE S O &ohmandON HEO MM AIN N£0O
DATE |AASSIGOEBDROATHEOM M Alat® WHERECSPASEPAR
ATEDTRIRASSSIGNERELEMENWN HARRAWRNEO N WANTHE
YEAR THEN WE EXPAND THE SIXTH ELEMENT OF THE
FDIP \%"5&< >

8E CAN CHANGE SAY THE TIME INFORMATION WITH
"5&< >

FDIP \%"5&< >
S8FE .BZ /;45
*AWENEED@C OUNHEUMBERSSIGARERRALYEMENHBME

USE THE EXPRESSION
FDIP \ %"5&< >
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[edit] Positional Parameters

10SITIBNRAMBTREQRGAME ANDJACCE SSRSG MESHELL
SCRIBAGSAREEFERBNCH®BUMBERS aETWHEREBRUM
BEREFITH@RDIENRHICHARGUMBERNRPEABNMKHEOMMAND
LINERONEHATRIGHIIHETANNBEASSIGNHIHEAMWAMWNS
NAMBARAMETERS OCANNXIXOI HIIShello 10SITIGNRA
METEARESSIGWHEASHESCRIB NVOKWDIEIOMMAINDN E
ARGUMENTS 5HEY CAN HOWEVER BE ASSIGNED WI
TFU VOBNF SNW

SHIGAUSHEPASEPARATRERDNBGIMEG U T FOhame-rmv
TBEASSIGNEBHBEOSITIPANRAMETHBSATEBENGWOWS
THE VALUES OF ALL POSITIONAL PARAMETERS THAT

FDIP \

4.1 51V %FD /,%5 Y @

"NDTHISTATEMEWHSERUMBEBRSSIGREBITIPANRAMET
ERS EQUIVALENT TO ARGC IN $ AND $
FDIP

*AWESPECIF M ANTEE R NEIR STOMMNEE XPARDSITIONAL
PARAMETER
FDIP

%OUBLUGPDSITIPARAM BNTEERRDE B= N C L O SEERDA GAES-
WE WANT THE ARCHITECTURE OF THE MACHINE WE
FDIP
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SHEXPREABOWEXPAND®DSITIPARAMEFEBRLOWED
BY A LITERAL SHE CORRECT WAY IS
FDIP \

Y @

'INALR® SITIPDARAM EMSE BTG HEAMEF HEUR REBRNOCE S S
EQUIVALGRG VW B CNT H ICSA SEH O (BEHDHEAMEBR HEHE L L
COMMAND ITSELF

FDIP

CBTI

[edit] Special Parameters

4PECPARAMECAERBACCESSHBEBESEHRITANMNILBEAS
SIGNEOREGMIHEHELILY PIC ANRLEYS P OINNBE& MEEV E B E
HAVELREENCOUNTHERERAME TABNRCON HI QHREEW H EAN
COMMAND IS INVOKED WITH ARGUMENTS OR THE SE
SHEPARAMEXPRNODHRE T ICFONIDEF HER O CEFASA &K
ITEDWENCLOGEMMANNETATEVMNBRACKEEXECUNED
ASUB S HoHHLEC O M M AIN DEEE L F\O RANSEVB HEANDM MEDIATELY
ISSUBSSH ARG UMENLL O WXNE HEALOBHHEUBSHREL S
TURN CODE IN THIS CASE

FYJU

SHRETWCFONDOHH HEH IPR O CESBEACCE SSTEBEA R BB\YT
THEXPAN®IPNAPR O CEESRSM INMORMAHEMNEE T ICFOND E

IS T KEMBEZEROGHOWEVHERO CEESFSMINBUEG OMERROR
CONDITIMSNSEREPLROCESBSON ZREDWCRODBEKO HAHE
PARENT CAN DETERMINE THE REASON FOR THE TERI
FDIP
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SHPROCE®F HEHESSETOREDSEHP COMMANDO WISA T
THEROCER®MYSHEASBL WHICSWVHATSGIVBNTHEXPAN
SION OF

QT ] HSFQ CBT

QUT CBTI

FDIP

SHEPARAMEVBRURTHER O CROF HIEABA CK G RPR® D
CESSSODEMONS TTRIETR TEBENO NV OKEHELEEP MMAND
WHICH SLEEPS FOR SECONDS IN THE BACKGROU
TMFFQ

< >

5HEP RO CRET HEACKGRPROOIBSBBESPLAYMBIESCREEN
IN THIS CASE &XPRMKRIOMWEDERTEEDNFIRMS THIS
FDIP

[edit] Exporting Parameters

1ROCEBGEGEHNHERNNVIRONWARDA B RO ER R R BUNNT
LESHEARIABRREXPORIFIHE OMMAINNEEL @MWSPLAMEBE
PROCESSCGHHEURREROCESSLOBMEMHEALWHESREETING
WHICH WAS ASSIGNED EARLIER

FDIP \HSFFUJOH QBSBNFUFS OPU TFU

IFMMP XPSME
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*PVES T AMNTE S HEANDS STHEO MM ANDAWES EEHSREET
ING IS NOT SET IN THE CHILD PROCESS
CBTI
FDIP \HSFFUJOH QBSBNFUFS OPU TFU
CBTI HSFFUJOH QBSBNFUFS OPU TFU
5ER M | NIAHIEEU R REHNEALR. O CASEB E T URINH EA R ENHTERNK
PORT GREETING
FYJU
FYQPSU HSFFUJOH
"OU CAN CONFIRM THAT A VARIABLE HAS THE EXPC
FYQPSU ] HSFQ HSFFUJOH
EFDMBSF Y HSFFUJOH IFMMP XPSME
JOW START A NEW SHELL AGAIN AND EVALUATE GR
CBTI
FDIP \HSFFUJOH QBSBNFUFS OPU TFU
IFMMP XPSME
SHERNEVHEHABNHERTTHEAR I ABREE AIMNGAEVALUATE
" VARI|ABEEAMBXP AR TRIBUNTEHEHHISLERM I N AVED
IF IT IS REASSIGNED BUT IT CAN BE REMOVED USIN
UZQFTFU Y HSFFUJOH
FYQPSU ] HSFQ HSFFUJOH ZJFMET OP SFTVMU

*NAASHANDORNSHEUMNOAOURSIEEIAVARIABABEAS
SIGNED AND EXPORTED IN ONE COMMAND LINE STAT
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FYQPSU HSFFUJOH 1|J UIFSF

FYQPSU ] HSFQ HSFFUJOH

EFDMBSF Y HSFFUJOH

1J UIFSF
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Connecting to Remote Unix

*HHEHEBALROMBIMREMGER$Y$SRSITHEO STOMMB®NRAY O
ACCEESHBEERWHRBERUNNITNHEhd SERVEORFTWARECEPT
YOURONNEGHBAMN)PROTEGCRYWROIBRONNECMREVENT
SPYIRESBTEAIORGAGSSWORDHAITREQUIKEBAOUIRUST
THEOMPUITHEARD GONNERKOAWDHEERWEHREREQUARCCOUNT
IS LOCATED

50CONNPEENOUR )CLIESIFECTHEAMEHR HEE R\ARMD
YOURSERNAMEBSERVERBHEEFARQRT SGPECIFYHEG
PORSNONECESSARKCVMREWUINIPFORTS ANBIGHERCAUSE
THESE ARE CONTROLLED BY USERS NOT THE SYSTE

TBODY

Contents

HIDE

6SING 44) FROM A 4HELL 1ROMPT

"CCEPTING THE ,EY 'INGERPRINT

GRAPHICAL CONNECTIONS

FURTHER READING

<$%"5"dF WINDOW SHOWS5(OCHOREGCEHOWSEXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL

[edit] Using SSH from a Shell Prompt

50CONNE@NENIX LSRETEROAWOTNBDR ANHEN SHELL
COMMABIBISOMMAISDF TERNEN44APOPULARMPLEMENT
ATIGROMEN#4DBREXAMPLEWANTEONNE@MNCCOUNT
USERNWKMBN THE COMPUTER LINUX EXAMPLE EDU
ssh tux@linux.example.edu

UVYIMJOVY FYBNQMF FEV T QBTTXPSE

*BUXHASHEAMESERNAMEBHEOCAOMPUTHERINECIFYING
THE USERNAME IS OPTIONAL
whoami
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uvy
ssh linux.example.edu

UVYIMJOVY FYBNQMF FEV T QBTTXPSE

[edit] Accepting the Key Fingerprint

SHEFEIRSIMEOW ONNEGTEBLBAW MESSAAMILA®R HE
FOLLOWING
5IF BVUIFOUJDJUZ PG IPTU MJOVY FYBNQMF FEV

34" LFZ GJOHFSQSJOU JT B E GF F C E GF

"SF ZzPV TVSF ZPV XBOU UP DPOUJOVF DPOOFDUJOH

*"FWOBREEASONMABRIBADUONNECOHEORRKEOMPUTER
AMTTAGOMNERENT ERWETFSITEYQURONNEOTEBANRASS
WOROHEMNOCAANNSWERESNBDDINUX EXAMPOHEIGT
OKNOWMNSTISME4)CLIENOSQLOWUIGAYYES®NEES
SION ONLY
SHENOSAYYESOGBEAMESSASGEASSBSOJOHFSNBO
FOUMBEEFEMJOVY FYBNQMF FEV 34" UPUIF
MJTU PG LOPXO IPTUT
SHISEANHATOUR)CLIEKNOWINUX EXAMPOIWIEDU
VERIFNATUTURENNECTOANSU X EXAMPREAEBB AME
COMPUDERRUSTEBWIIBEALERITFERATTA GRERK D3O N
NECTBMUALIRINUX EXAMEHANEGERE VHUBYOKNOW
THATNUX EXAMEHANGERE ANNOBECOGMNHEEYHEN
YOU CAN IGNORE THE ALERT

[edit] graphical connections

.OSTASBRONIMACHIONABIEDONKRNTEXMIODEROMEHELL
PROMPT
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JOWEVDROHEEXT MSOSEEONNECIWORKINNGSNRFEOPLE
FEEL MORE COMFORTABLE SWITCHING TO A GRAPHI(

"TYPIGEOTURA7/$ VIEWEGNHEOCEANBNBY9 7/9%
SERVERHEEMEMNHANBSSHUNNENY//$ VIEWERNCLUD
INGSV$SGHVAR+AVA ENWNEBFROWS BVR WO RKITAIN Y
7/$ SERVERESHOFTWARMAEBBINFORMAHAMN U IND R
MALEYOWHROUBH $ PORP®ORTSTHROUGHANPORTS

THROUGHANBUNNEHEVHROUBESHUNNEBYWEFAULT

PORT
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Chapter 2

Common Programs

Scheduling Jobs: at, cron

CRON:

SRONMANAUTOMATHLED IN6ERS -INUXYSTEWBI &K
ECUTBSB8SCRIWHIGAHRECHED BYEDPS TR @MRNDIVIDUAL
USERSFORMATBIOMEDISCEDSI TAWNEBCRONHIAR HICH
DIFFERENT AND INDIVIDUAL FOR EACH USER
ps-e|grepcron : %ISPLAYS STATUS OF CRON DAEMON IF
/usr/sbin/cron & : 4TARTS USERS CRON DAEMON

CRON description : SBHENFOWTAGRONAEMANS EAR CRHES
CRONHABMHICCHRESENRAMEADXCCONAMES VAR ROMNBS
DIRECHTERMNAEMOUNMKEHPEVERYNUANDHE GIORNYOB S
SCHEDUGBHDPXECUNERONHIABRYERYMER DM EM®RKES
UPTCHECRONHIAEBLESMHECEKEBCRONHIAHBARNMODIFIC
ATIOINBIMETANDAH HEILWHICHKEEFBALXRE C O RIBEN
YOSIMPLYOUEHC RONHIAER ODMEMWNIOATIOAND LTI
MATESTYEXECUSOHEDUOBBCRONTABSSHOWGTOP
CROMEMONDRDERAVER OMEMOGNTIRRWENBNGHEDULED
JOBS YOU NEED TO RESTART IT BOUNCE IT

crontab -1 : %ISPLEARSNHEDWRHSHEHRJNNMHEGO MMAND
FROMROGQUTOMATHLED CREOIND GAMROGTR $HEAD D
JOBSCRONFAERONBABRSERPECCROAFI G U RAHII®N
EXECUTED BY CRON DAEMON

[edit] CRONTARB file (Example):

crontab -1 : ENTERIGOMMAND ISP UWASEFERONAIABBCHEDULE
FOR A LOGGED IN USER
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"LINRRCRONHIABELREMOYXYEHLBESHOMMETMBP IR
ECTORY EACH DAY AT 1. 6SE OF WILDCARD A
SN IPNF NF UNQ OPXJLJ
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Introduction to Editors

5 H Etroduction to Editors B R I EIRNLTYR O DTUHIEEEA OEIRHEO MM O N
6NIX TEXT EDITORS AND PROVIDES LINKS TO MORE |

. ANYREADWRIBSEFAMILWARHEXEDITORA&ITAVEGERAPHICAL
USERTERFANESXROTEPAROBMMNDOWE XT&DNINSTYLED
TEMODEROMCO049 (&DIFROMO.& OR&DIDR8RITE
FROM&OTHREADWRAONLKWOMN OWD RLR O CE SSIDIRCH
AREIKEEXDITBREAEAVADDITIGNATFRORBPLYSN GAKED
LAYOIWTHEEXIEXED I TOREYEAMITHEQUERNEEXHARAC
TERS ALL IN THE SAME FONT
SHAPPROGARHICHAPIMTEGNTRODUEEARLOBANSAEXDIT
ORSNPROGRBEBIBEOTEPAD EDYISGRFEAREDITQREK
MANY COMMON FEATURES OF EDITORS

TBODY

Contents

H I DE
" S5HE NEED FOR A TEXT EDITOR
ED
EX
Vi
VIM
EMACS
8ORD WRAP
<$%"5"dF WINDOW SHOWS5(CHOREGCEHOWSEXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL

[edit] The need for a text editor

ONBVHOSHSHEOMMANNEURANOWSOBHOWQ SETEEXDIT
ORCANTICREAEEKRTLESINGIdat TOGNDHSEHEREDIRECTION
FEATURE

cat > newfile

8F UIF QFPQMF QSPNPUJOH UIF DPNNPO LFZCPBSE

BOE QSFTFSWJOH B NPSF QFSGFDU EPDNVNFOU GP:
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EP PSEBJO BOE FTUBCMJTI UISFF MJOFT PG UFYU

4UPPOBHEREA WANTOCHANGEHBIBILENTHIBEXAMPLE
DOCMUMHBRASNNCORKEEEOLINMGHHOUBEDOCUMBNHER
WANTOUBBREVISIODOWHISENTEAEHBDDITOOAMMORE
SENTENCES

ONEEANPPENOHEIMEl Tcat >> newfile BUTHAEAVWVHEHXE
FIRMNESIMODIPINEEC AREPLATWETcH: > newfile AGAIN
BUTHAREQUREEISY FINENTIREBSER&SE RAPHUCGARTER
FACEGCA® HAVANADVANTAFGEEYANSEHHMOUSECOPY
ANPASTHEEBEFORECMUMEBNPEHEORREJHIEIND PY
AND PASTE THE REMAINDER OF THE TEXT
"NINTEREBODS\NGBIRFTHERCAWAY®ELHEHHEXTRA
FROMMOCMUMBNDO (HANDME REOMPHERS KIKIENSERTING
WORDS AND REARRANGING TEXT

[edit] ed

ONBEOAFHEIRBDITOR®TOHMBA&S SHOROEDIBHIBAS
MANKFEATOMBESDOWSTEPBUDALISBACMANYBSERWHAT
HAPPBWSEOINETAREIIH)  ERENEWFISTEHEAMEGR HEE XTLE
TO EDIT

ed newfile

" NUMBBRERE APPEMARHENHEROGRKAMMS TOBUT
NG HBELRO MPPIP E ARISISSACTU AHDWA I TIFNGGROMM AND S
MANY COMPUTERS ED ACTUALLY LACKS A PROMPT

SHE INDICAHASDREAN CHARATHRREOWEADY
FORDITISEESAYHAHEIU®Bpen 508 BM O REO R FROIMHEE R
SPECDRKEPROGRAMMERVEASPENANDDO OP IBNDTAB U F
FEBRBHBUFFEGRTHEIULBOPESHIBEANSHAHEISBRBR TORAGE
DEVIWEINOBBBOTHBREMWISave THEILETHHEXDITORI L
FOLLOWESEHAVOPENINGEDPYIMHEM TBOUFFRARSR E
QUIRING TH®avWwWSERVROTE THE FILE BACK TO DISK

IOTICHANLIMENEDITORBHASOYEISHOWNEEXHHE
FILE 8E TYPE ApCOMMANDHIS
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ed newfile

P
8F UIF QFPQMF QSPNPUJOH UIF DPNNPO LFZCPBSE
BOE QSFTFSWJOH B NPSF QFSGFDU EPDNVNFOU GP¢

EP PSEBJO BOE FTUBCMJTI UISFF MJOFT PG UFYU

S5HEOMMAROUGHRANS UATHEAORY ERMIRTHEILE
P RINT THAT LINE TO STANDARD OUTPUT

I OWTO G OMAECTEMALTIWE) SEC OMM ASB Dlocmument/
document

ed newfile

P

8F UIF QFPQMF QSPNPUJOH UIF DPNNPO LFZCPBSE

BOE QSFTFSWJOH B NPSF QFSGFDU EPDNVNFOU GP!

EP PSEBJO BOE FTUBCMJTI UISFF MJOFT PG UFYU

2s/docmument/document

BOE QSFTFSWJOH B NPSF QFSGFDU EPDVNFOU GPS
'"ORLINE S UBSTNMMUEIRSENSTAREBDOCMUMENTH
DOCUMENT )ERE ED PRINTS THE CHANGED LINE |
SERUNWNMOREOMMANWS QVRITHEBU F BEARKON TOF X

GJMGBGN DISK AND Q TO QUIT ED *F WE FORGET '\
ed newfile
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P

8F UIF QFPQMF QSPNPUJOH UIF DPNNPO LFZCPBSE
BOE QSFTFSWJOH B NPSF QFSGFDU EPDNVNFOU GP¢
EP PSEBJO BOE FTUBCMJTI UISFF MJOFT PG UFYU
2s/docmument/document

BOE QSFTFSWJOH B NPSF QFSGFDU EPDVNFOU GPS

w

SEMADEBENIONH INCRHANBETHINS . REREQ U IREWR M
M AN DSV EW O R SHDE R RVOERS S AACREEDOU S E MWUHEWEBM ISTY P E
COMMANARSYSNIX SERSVBERTHEREARND'ORHORBEAD
ERWITHNTERERBIBOOHKABCHAPEERNBEDWHENOMEONE
WRITES THAT CHAPTER

[edit] ex
[edit] vi

"TSOMEOINNISYSTEWMISR O DUIOERT R EEHNAT L ® WI X
TORAANYWHERHBHECR EHEONMV E @ONEE I DEHDAW OUBB5 00D
TCREAMES W EAUTORATLOWIESHMOVEHEURSEBROUGH
THEILASTAPPEARISHCADR HED P COMMAMNRD IMAKE
CHANGE®NAMERFHPROGREMWHICESEHOROR *SURRLIT
ORS5HUSHEAMERFHIFSROGRRMENDREQ@ALLVEEYE
NOT VEE NOR SIX
OBSERWHAHAPPEWBENDNBTARVYS'IRSYOUYPEHE
COMMAND
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vi newfile

SHEN THE SCREEN CLEARS AND BECOMES LIKE THI
8F UIF QFPQMF QSPNPUJOH UIF DPNNPO LFZCPBSE

BOE QSFTFSWJOH B NPSF QFSGFDU EPDVNFOU GPS

EP PSEBJO BOE FTUBCMJTI UISFF MJOFT PG UFYU

N

OFXGJMF VONPEJGJFE MJOF

S5SHECRMEABSBHDODMKFFERENBAVADIFFERERTOPNM |
" OUBCRBERENSP(ROBABANOREHAANGHINEOWEVRBRWLER
SIONS OF VI HAVE THESE TWO FEATURES
" A ] SHOWS A NONEXISTANT LINE THOUGH YOU
ONLY ] TO BE CONFUSING
THERE IS A STATUS LINE AT THE BOTTOM HERE
FIED LINE
ONMANCGOMPUTERCANSEHERRBNTSMO VEHEUR SBGR
THAT DOES NOT WORK YOU CAN USE THE STANDARTE
“[h] MOVESI[LBMFOIVES DKOWINVES RIGMKVES DOWN
'OREXAMPOQEEARREBSORIFTEEMESMOVEHEURSOR
FROMHB INSE TOHE INPROMOTINCARAMRSHORMNMIUT
LEONERHE®H][] ONEIVELLHIGIVESREUMBERTAOHE
I COMMAWMIGNTHIGAMEANSREPEHAAEOMMARIBPTEEN
TIMESOTISPOSSIBWMEO VEHEURSOROUBHILWHIGWHAS
NOT POSSIBLE WITH ED
#UWHARMWBNANDO YPEHEETTTHRSTEADOVINBEURSOR
1 R E,Sahich is a commandto switch the vi editor from commandmodeto
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insert mode Then type something.Here, the user, with the cursor at "p" in
"promoting", typedand then "nominally " (including one space):
We the people, nominally promoting the common keyboard

and preserving a more perfect document for all,

do ordain and establish three lines of text.

Note that somecopiesof "vi", suchasthis one,by defaultnevershowat the
screen whether the editor is in command or insert mode.

To exit insert mode press|[ESC] escapelo saveand quit the editor, type [:]
[w] [q] [RETURN] which inputs "wq" to the colon prompt.

To learn more about vi, read the Wikibdagarning the vi editar

[edit] vim

In new generationof Linux and Unix operatingsystemsthe moreimproved
versionof VI editorwasreleaseaalledvim (version7 latest).VIM incorporates
almostall the featuresof VI and more,including colorcodingscreenhighlights,
and spell check within the document.

[edit] emacs

[edit] Word wrap

88


http://en.wikibooks.org/wiki/Learning_the_vi_editor
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/Explanations/Introduction_to_Editors&action=edit&section=5
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/Explanations/Introduction_to_Editors&action=edit&section=6
http://en.wikibooks.org/w/index.php?title=Guide_to_Unix/Explanations/Introduction_to_Editors&action=edit&section=7

awk

SHENAMEAWIKD ERIVFRIDIMHBEAM OFH HEHREEOPALHORI
GINADEYELOPEBOSEINBERGNEDERNIGHASAPROGRAM
MINGANGUWEEAUUSEASPATTERN BROCHRENTSHARANSFORMS
THENPUKO HEBUTPUIPROCEBISENFP UDSUAAEMEDATA
SEARCHANGNEORHGIVPATTERYX INEHMATCHHEHGIVEN
PATTHREYBHACTIIOMNPLMEIDANDHCONSTIMTRAEEBP'UOIN E
THAT DOES NOT MATCH IS IGNORED
&SACIHHPUTNEDIVIDEDKELBODYASEPARGHARAOEERULT
ISSPAGANPATTERANREMATCHEDHESIEE LA HEAREEFER
ENCENDrHESUGBGNIXSTYLEBEINGELD BEINGELETC
MEANS THE ENTIRE INPUT LINE
"MNOATTERRECIFHENINPUTNEREELECHEMCTIGN
SPECIHIEBDEFANCTIIGN® RINHENTIRNEEHEREFEKYRE
JUSVIANTP RINSUB OHTHIENP WIOUU SIEEDS UP PAPPATTERN
THAT WILL PRODUCE THE DESIRED RESULTS "WK WI
JOWEVER CANLSPECWHIGHELAOREE@@EOUTPINTHE
SAME WAY EG PRINT

" SIMPLE EXAMPLE

AWK ~ 1 " [ PRINT N ETC PASSWD

TBODY

Contents

H | DE
* 1ROGRAM 4TRUCTURE

3UNNING "8,

&XPRESSIONS

3EGULAR &XPRESSIONS

$OMPOUND EXPRESSIONS

3ANGES

#&(*/ AND &/%

<$%"5"dF WINDOW SHOWS5OCBhOREGCEHOWSEXT
SHOW VAR TOC)IDES5EXT HIDE SHOWS50C50GGL
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[edit] Program Structure

awk PROGRGBOISSORATSEQUENOERDBDRRMOREATTERN ACTIO
STATEMENTS
QBUUFSO \ BDUJPO

QBUUFSO \ BDUJPO

awk SCANMNFUTNEDHPATTANPERFORMIONHOISINESAT
MATCH ANY OF THE SPECIFIED PATTERNS

[edit] Running AWK
'ORTHEURP @FEHISRTIWEECT U AILSLEYH E O M M Anlsiviik
WHICH AN IMPROVED VERSWKN OF THE ORIGINAL

JERE WEa@WKRIFIROM A SHBaWKISERIPT
CJO CBTI

OBXL TI

OBXL

\ QSJOU

S5HER® @Qattern SEVERMAEDN hewk |ISMATCHARD HEC
TIOMINVOKEWMICRESUNES ERMIEH HEI LBE | NPR | N TOE\D
THE SCRE BawklssH BEHAVES SkstILAR TO

50 DEMONSTRATE nORdEAJBE WIHHE HIHE CONTENTS

POF J

Uuxp JJ
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UISFF JJJ

GPVS JW

GIJWF W

TJY WJ

TFWFO WJJ

FIJHIU WJJJ

OJOF JY

UFO Y

3 U Nawkl.sh O Nwumericdat DONPDODRGEMAKHHEBECRIPT
EXECUTABLE

OBXL Tl OVNFSJD EBU
POF J

UXP JJ

UISFF JJJ

GPVS JW

GIJWF W

TJY WJ

TFWFO WJJ

FIJHIU WJJJ

OJOF JY
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UFO Y

[edit] Expressions =

*F THE FIRST FIELD IS EQUAL TO ONE THEN PRINT
CJO CBTI

OBXL TI
OBXL

\ QSJou

SESULTS IN
POF J

*F THE SECOND FIELD IS EQUAL TO TWO THEN PR
UXP \ QSJOU

SESULTS IN
UXP JJ

*F THE FIRST FIELD IS GREATER THAN THEN PRIN
\ QSJou

SESULTS IN
wWJ
wWJJ

WJJJ
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JY

[edit] Regular Expressions

I1RINT THE INPUT LINE IF THE PATTERN IX IS MAT
JY A\ QSJOU

SESULTS IN
TJY WJ
OJOF JY

I1RINT THE INPUT LINE IF THE PATTERN IX IS MAT
AJY N QSJOoU

SESULTS IN
OJOF JY

I1RINT THE INPUT LINES THAT DO NOT CONTAIN THE
AY VN QSJOoU

SESULTS IN
POF J
UXP JJ
UISFF JJJ
GPVS JW

GIJWF W
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TFWFO WJJ

FIHIU WJJJ

[edit] Compound expressions

IRINTNBVMSHERBEHIRDEMAATCHHEATTBERN3 THEIRST
FIELD IS LESS THAN OR EQUAL TO

ALY o] \ QsSJoU

3ESULTS IN

POF J

UXP JJ

UISFF JJJ

OJOF JY

UFO Y
1RINTNEMSHEREBEEHIFDEMATCHEHBATTERN/% THE

SECOND FIELD BEGINS WITH THE LETTER S
N W AN?2T AV QSJOU

SESULTS IN
TJY WJ

TFWFO WJJ

[edit] Ranges

IRINTNEVHERBHEGEECONBEQUAINDTHREBERWHERHBE
THIRD FIELD EQUALS VII AND ALL SUBSEQUENT LIN
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UISFF WJJ \ QSJoU
3ESULTS IN
UISEF JJJ
GPVS JW
GJWF W
TIY WJ

TFWFO WJJ

[edit] BEGIN and END
#&(*/1ISASPECRAL TB/RINOWA T C BES OTRIE | RISNTP WTN E
4AIMILARLY &/% MATCHES AFTER THE LAST INPUT LIN
#&(*/ \ QSJOU TUBSU BU ¢
UISFF  WJJ A 2F \ QSJOU
&/% \ QSJOU ¢ BOE FOE BU FJHIU

SESULTS IN
TUBSU BU ¢
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c BOE FOE BU FJHIU
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New Section

bc ISANARBITRARY FKRECISILANGR A B Brbitrary-precision
MEANSATUMBERINONTANN IMIDEDI TSMITEEYMEMORY
MOSIITHEARNGUAOGVBMBUMBHRRES GBYTE®MOSORDDITION
SUBTRAGNIMNLTIPLICTAMHRERNLIMIPRECISHAOW SION
STORBTARERM™NMUNBERECINNALCEBESUALQOR SOBOAS
OFTEN BAD WITH VERY SMALL NUMBERS LIKE E
BCOSOFTEANLIWEDNGELOPTIWNICKADISETANDARD
RARWHIGOMOSTCINTANRIBSUNCTIONIIETTSHRUMB BR
DECINNAAGCERIVIST@ON %OINBWI THHEEFARRECISFON
DECIMAL PLACES IS NOT SO USEFUL
5HIBSANEXAMRPILEUSER ARBIOD® INNGWOALCULAINDNS
EXITTING WITH QUIT /OOIECOHNARGCGRESESSANEO EXITS
bc -I

3+4

2/5

quit

[edit] Example script

TBODY

TBODY

40MEERSIONBSCLIMFIUNCTANMARIANBABEHSONEETTER
SHEOLLOWXNG HLABSO NF& NC AIDNARITANBAMRASIMUST
BE CHANGED TO WORK ON THESE COPIES OF BC
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SHEEOLLOWKMM PLASESTVEDGHPEN#4BAANMBMABLSO
BEEN VERIFIED WITH (NU BC VERSION PATCHLEV

TBODY

SBIKIPEMIAS RELATED INFORMATION AT
Simpson's rule

SHISCRIMPLEMENNBSORUKBEORMTEGRAHBNNCTION
INTEGRARAPROXIMABES I NINTTEEG-RRAOLM TOB USINKS
PARABSHAT I ®HHHBORMBEPQOR IMPSIBNAKEROMEIKIPE
DIARTIEHESXAMPNEEGRATBESEUNCTBORIFFERENCT
TIONS CAN BE USED BY REPLACING F
EFGJOF G Y \

SFUVSO T Y

EFGJOF TINQTPO B C \

SFUVSO C B G B G B C G C

EFGJOF JOUFHSBUF B C O \

EFMUB C B O

SFTVMU
GPS J B O O J J EFMUB \
QSJOU DBMMJOH TINQTPO J J EFMUB

SFTVMU SFTVMU TJIJNQTPO J J EFMUB
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SFUVSO SFTVMU

IUTHISAFILEAYSIMPSQEADANDNTEGRARIEM @ | P
IS A TIMES ARCTANGENT OF WITH INTER
bc -l simpson

integrate(0, 4*a(1), 100)

"D

[edit] Explain

/IOW EXPLAIN THESE FEATURES SO USERS CAN UNT L
" VARIABLES AND STATEMENTS

FOR LOOPS

FUNCTIONS DEFINE AND RETURN

STANDARD LIBRARY FUNCTIONS S IS SINE
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e

Chapter

Administration

Becoming root

. OSTUSEARCCOUHMNVEN LYM I TAEAOCH &N | XO EEXAMPAOES
COMMDNATGSEBGASNNDELETEE® THEREBRPAROSYSTEM
6SERBNYPICINIS MWMAEWOFTWMWREAHRMEIRECTBRYDS
INTRYSTEMECTIORBEEBSS5 OINS TAWU CI3O F T WOAHRANRGHER
MISSIOMNSY STEIMES AAEIRVERSEESERPOCEHOITS OMBO
ANDOTHERSKEBOWHI QN RMIISERBSEANNBODDEUSIECOME
T Hshperuser S HEUPERHBBRSERNAMIE USEROEERAOND

| SA L LOW 8B@anything regardlesof systempermissions RESTRIONIONS
USER A @dvkvagply to root

/05& 'CGEBBUNANDUBUNTIHHIS

TBODY

Contents

H | DE
" -OGIN AS 300T
6SE SU
6SE SUDO
$ONFIGURING SUDO
6SEFUL DEFAULTS
<$%"5"dF WINDOW SHOWS5(CHOREGCEHOWS5EXT
SHOW VAR TOC)IDESEXT HIDE SHOW50C50GGL

[edit] Login as Root

SHEOLDMAIYACCHEGEUPERBGSGERIENG O GAl®ot US
INGHEOBGASSWUORBDECUREASGOGNSBECAVMANCRACKERS
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ONHEESEEMXNOROOUSERNAROBDO G IARSEO R M ANLLYY
PERMITOMEDOCAANSOLEBEYSTRAMBRWOI MR OGTNROUGH
SSBECAUBEAITHENMWAYN" GO STEDMMINIS VRA T DR
DISARICEOD GIWBENHEARKECO ON QHERC ES $FORX AM BLYE
UNCOMMENTHEGLERMIT3IOOTNOGUNNHN FUDTTI
TTIE@QDPOXGNJKBYSTEMS RUNNING OPEN44)

*NGENERIA BAD Q@ SEOQODO G INNES HO IREDQ UU B ENuGO R
sudo INSTESR@® HANTU S BEMRU SAU T HE N W CTANINED R MAS EARC
COUBIHF BEE O MRNG@ H B N LGYO CRCE A STAMNS ER O Q O GIIN
DURINIKBEN I TBAETORGOENISYSTBEHFARBD THERRKE COIBN T
CREAANDSUORSUDAREESTHOHRMIBO QD G INSO LA
DISABLED ON LOCAL CONSOLES TOO
AOMINSTALPRIOGCRAEMOUOREAHEIRBIRAR CODWMRING
INSTALLATUNEYNY EEAROBASSWORBKAROOODGBNTHE
FIRGSEARCCOOANN Sdudo 6BUNTINUXNDACO049 ARBEOTH
DISTROS WHICH DO THIS

[edit] Use su

SH&U COMMAALDL. OMWNSY OWHR®NOWHEOBASSWD@EET
A ROOT SHELL AND THUS HAVE ALL OF THE POWERS
Su

I1BTTXPSE

SHRACRONSWMM E ABItchuser ON ECANU S BSR USERNAME

BUT BY DEFAULT IT SWITCHES YOU TO ROOT
*FSUSFOLLOBMEA su - SHELL MYCEKIINIRECTORY
ENVIROMENTALANMNSRIALBL BWIABEESFI HESEROSWITCH
TOROMHIAROGGENORMARBAOYHEUSER PROBMYIMRTUAL
TERMINAL
AOMEYSTRMQUIREDUOIMHWHEGROU® AVACCH®S
SUOUHREQUIRHBIEHNWIO URSERNBHB ES TINDF U DH S P VAN
THIEINFEFOIRROUWPHEESROIDZERSH IBREQU IR EDNODENBIEH X IS T
ON SOME SYSTEMS
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SHENNEINISWEBHHEOGHELREABEIJUONEHO WO T
THROGHESO HATISNOACCIDE NJSHIDAYTE®RRO R MASE R
ACTIVITY

exit

FYJU

[edit] Use sudo

5HERBAVEROONFIGUROARBRMRAGAL LEDDWHICSFEVERAL
6NIX LDHETRNOGLUDHHALLOOWMWNSER UNNDIVIDUAMMAND S
AROOMNMMOSTASRYE NNIWMWIGP ROMP NEO®RN EO B N S RARC
COUNASSWINNBD ODAAROBASSWOBIDO I SGOGMARDMINIS
TRATIOHESRERNERTMMEMORAREPAROIEASSWEEPECIALLY
IF THEY RARELY USE ROOT

5HE SYNTAX TO RUN A $0.."/% AS ROOT IS

sudo COMMAND

"OEXAMPLH RYW IEWHEOBGORM ASENHROBW&GNH X LIKE
SYSTEM
less /var/log/maillog

wWBS MPH NBJMMPH 1FSNJTTJPO EFOJFE

#ECAUSEERMISWIABNEN I BMBEJ SEUDIAR UNHEOMMAND
AS ROOT
sudo less /var/log/maillog

[edit] Configuring sudo

ONSOMEY ST EWIDNU SBIEC ON F | GRIRRFEDROE ANSEISH IS
|SAAUSEEWINFIGURINEHBEWIN ETCGUDOERISGHALREBBY
THERE BUT COMMENTED OUT
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SHADOHWMEAMHEIRWORDWHEEISTHESEARRLOWDBDD
USEUDFDFOME T HBIHNESE R CEINGINID | CA HERASUS EIRRGROU P
WHEEIANROTHISHEIRST- MEANSISALLOVOERBOLC O M
PUTERHAIBUSEABYOWOPYHEAMEUDOERLEGEVERAL
DIFFEBRENKT LEKRKESTEMSE "-- ISTHEBESHEFROWHIOHEOM
MANDESHAVERIVELBEBESUEAYROOBUSOMEGWEC AN
USEOCANSELCTHERCO WNTYWASBWWEBEIUSRAY"-- 5HE
LAST "-- INDICATES WHICH COMMANDS ARE ALLOWI
5HUJHEINRER OV IDHE&/Eryuserin group wheel C Arn any com-
mand A8@nyuser INCLUIRIGGHBENLIREQUIRBEBEMNIHESER
ENTER A PASSWORD THEIR OWN PASSWORD NOT R

[edit] Useful defaults

SHIS LINE IN ETC SUDOERS DISABLES TWO OPTION
FGBVMUT JOTVMUT MFDUVSF

SHEINSUEEATWRE GDVARANDOW ULANYSERMTERING
ANNCORRALIWORBLECTOGREAMESSAGRI SHRHATSES
SUDPORHEIRBIMRA FTEHARBO OHHEYSTEMSNTENBEGR
SYSTEMHE RBAEDMIN IS TGRRRANPRSS SILBMYTEDDACC CEH S

MANYSERBONLADMINISTRABURDIDHENHIGPTIOONOT
NECESSARY
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Installing Packages

SHEICROSSORDOWEDACO49PLATFOR®® IDESPRHEAD
TYPICABLND OWRACSOFTWARDWRAROV ABENARN
CONTRSAES/ERACKABE®RN | X L BYES TERARE N LAV A | L AL E
SOURCHEBEARAVAILABRINARTEHFYRESUAQNYAWAILABLE
FORFEWOPUDARTROMSTATICANKFORFEWOPUKERNELS
AND POSSIBLY FOR A DIFFERENT PROCESSOR THAN
SHBESWAY @G EMANNACKAEBEBECFREBFTWARKAGES
ISTGGETHEMROWO UGN | X LEKYESTEEIND @ RN D OPFRBRTHE
PACKAGES TO THEIR DISTROS AND BUILD BINARY PA
" -INUX 'OR /EM/BSESISTRUCT I @Q-etF@NR BB IANG
ANPmM ONED )AT

[edit] Handling packages

Torpm

T apt-get

" pkg_add pkg_delete pkg_info

" pkgadd pkginfo pkgrm FOR 4OLARIS
[edit] Querying packages

ONRPM BASEDT ETMPS NOUWH | A CK OGBENTHEOMMAND
foo WHH®ES A STANDALONE EXECUTABLE USE THE
rpm -q -f foo

50 ADD A PACKAGE ON LINUX BASED SYSTEM USE
rpm -i foo

50 REMOVE PACKAGE ON LINUX BASED SYSTEM US
rpm -e foo

RPM COMMAND HAS OTHER OPTIONS USER MAN PAC(
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4

Chapter

Hardware

Determining Hardware

JERRARBEOMME TH GDE®termining Hardware CURR EQINILHE
SYSTEM

RUdhesgy WORKS WELL ON #4%
USE ,%& *NFO $ENTER , .ENU AYSTEM *NFO

TBODY
TODO

WESCRIGW@®ETERMNINEOARDWARHBEIE ISRUNNIDR
CREATE A (RAGE ROABD LINK TO IT

The Determining Hardware module or this sectionof WikibooksGuide to
Unix Computingis astub.

You can help bgxpanding it

[edit] Examples

SUNmMmesg OM #4% YSTEGMETERNHEERNERSKOMWNOUNT

OF MEMORY AND WHETHER THIS COMPUTER HAS AN
dmesg | less

C
OQFO#4% (&/&3*$ 4BU 4FQ %5

EFSBBEU!NBDQQD PQFOCTE PSH VTS TSD TZT B

SFBM NFN

BWBJM NFN
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VTJOH CVGGFST DPOUBJOJOH CZUFT PG N
NBJOCVT SPPU

C

NQDQDJCS BU NBJOCVT VOJ OPSUI 3FWJTJPO Y
QDJ BU NQDQDJCS CVT

C

NBDPCJP BU QDJ EFW GVODUJPO "QQMF *OUSF
C

TOBQQFS BU NBDPCJP JSR

C

BVEJP BU TOBQQFS

c

S5HISYSTHEMANPEN#4%KERNEHIGHATCHHBGP EN#4 %
OPERABMSGIEMSTRIBUHNENERATLHEKE R NENA #4%
MATCBDPDWWERSOBNMEYSTENM ONTHAEREEANGCOMBIN

ATIONS OF -INUX KERNELS AND SYSTEMS

5HRE MIE MORY , BUDNLY , ISAVAMHI®PHR OB
ABLWEAMYAILABIVME BE T@ONVE®EGABYUEI®G
OR SOME OTHER METHOD

bc

262144 /1024

230824 / 1024
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quit

SHIGOMPUAR .# OMEMOBYONLY .# ARRVAKE
CAUSE WE USED BC THE ANSWERS ARE ROUNDED D
5HIBINEROVMHBEME SSUU TPIND IC ATHER ESEQIEBAUD I O
DEVICE

BVEJP BU TOBQOQFS

SECASQMPTHEME S.GEARNIHNGTEHAVEUDIABNAPPAR
MACOBA®CIAMPCPCIBRAINBUSWEVRHAREROBABLY
ONUXNTERBSTAHID I ONHIMEANS AMAWEHAVENUDDEVICE
ANDSNAPPEBWRWBNANTWNOTWHEYRESOURBRROVIOIWNG
AUDINTHIGOMPUNBRO WH OS S IBANS TRAR O G RAHMAST
PLAY SOUND AND MUSIC
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Filesystems and Swap

"COMMBRATINBHNIX LFKEESY SSIHHMWIHILEBPEIANRNE
FILHERARGHYLESYSTERINBASEH HEIERARREFERRED
TASHEOGMLESYSTHRERIRECTORYAIAUIQMTHERECTORIES
ISTSEXALOTHEOOTRECDORKFRLESY QA REME N OEHDI R
ECTOBNDEWHIOMAKEHESIEESY $ DEMNEEIR E C TINRHES
ROGTLESYSORMXAMPAB% 30. CONTAIRINES G HBE

M O U N TAEFInt/ cdrom * NT H IESX A M PrinEcdrom |SCALIABMDDUNT
POINCCEB®DEVICESSUPPLBEANOTHHHSY B ORBRN TAETD
/dev  )ERFILREPRESEHNHNYSBANILNVIRTDALNICESSBEAC
CESSEDESYSTHHEB SEAREGSPRESEBENTEERev SUCAS
/dev/icdrom ANDABBVOUNTHEID RECTIOIRHES BMLESYSUEM

A 8nnt/cdrom &ACHISBEEETORMBEEIUWAYX ONTANERMORE
FILESYSHEMENHICONTAINBFHICTHARONTBAANAOME
DISARAL U EBRWRap WHIGHIPPLAEESMP O BARRAMRBACE
FORATAMEMORWHEMEMORSFULBLIHOUGHNARES | DES
DISK IT IS NOT ACTUALLY A FILESYSTEM

TBODY

TBODY
TODO
EXPLAMEUDGTUBHOLEROYV IABEC EN AVRH BR/EEA D B NE X
TERWAEBRIVETHEIL&EX P L BIENT HEERV QJ S E HBount AND
umount COMMANDS

TBODY
TODO
"DDDESCRIPFEOMNFORNUX THISTHETANDWRYD &N
CRYPISKNDERUXOVWHEENTAEDBBUNWKHAVEOOD
INSTRUCTIONS FOR THOSE SPECIFIC DISTROS

Contents

H | DE
" -IST OF '"ILESYSTEM 5YPES
'"ILESYSTEMS WITH FULL 6NIX SUPPORT
'OREIGN '"ILESYSTEMS
%ISK 1ARTITIONING
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.OUNTING '"ILESYSTEMS AND "CTIVATING 4WAP
41MPLE MOUNTING
.OUNTING WITH FSTAB
6NMOUNTING
.OUNTS BY 6SERS
6NION .OUNTS
%ISK *MAGES
.OUNTING %ISK *MAGES ON /ET#4% AND OI
.OUNTING %ISK *MAGES ON 'REE#4%
.OUNTING %ISK *MAGES ON -INUX
$REATING %ISK *MAGES
&NCRYPTED '"ILESYSTEMS
&NCRYPTED '"ILESYSTEMS ON OPEN#4%
&NCRYPTED '"ILESYSTEMS ON -INUX
SEFERENCES
<$%"5"dF WINDOW SHOWS5(CHhOREGCEHOWS5EXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL

[edit] List of Filesystem Types

SHECHOICEBNIX LKYSSTENVM-FLUENIREBOICEILESYSTEM
5HERE ARE TWO KINDS OF FILESYSTEMS

" Filesystems with full Unix supportC AN HOLD ALL TYPES OF 6N
CLUDING NORMAL FILES DIRECTORIES NAMED ¥
DEVICE NODES G5HEY ALSO SUPPORT THE ENTIR
PERMISSION MODEL 5HIS MAKES THESE FILESY!
ING /OMND /Adn®&Qtmp /usr var AND OTHER SUCH FILE
TEMS IF THOSE ARE SEPARATE PARTITIONS

" Non-Unix filesystemsWERE INTENDED FOR NON 6NIX OPE
TEMS OR TO EXCHANGE FILES BETWEEN DIFFERI
TIMES THE PERMISSION ON EVERY FILE ON THE
SAME AND ONLY NORMAL FILES AND DIRECTORI

[edit] Filesystems with full Unix support

" Unix File Systemufs ffs IS THE FILEBSDSAKM ®FVERAL
COMMERCIAL 6NIX VARIANTS 6'4 IS THE ON DISI
SOME KERNEL OPTIMIZATIONS FOR 6'4 IN #4% !
COMPATIBLE EXTENSIONS TO 6'4 INCLUDING TH
IET#4% AND .AC 04 9 5HEREFORE 6'4 1S GOOD
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FILESYSTEM BUT NOT GOOD FOR TRADING FILE:
LIKE OPERATING SYSTEMS THAT IMPLEMENT 6'4

* Linux Second Extended Filesysteext2 ext3 O&t4 WAS INSPIRED
BY UFS FFS AND IS SIMILAR EXT IS THE MAIN |
TIONLIR@™XR AND CAN BE USED AS THE ROOT FILES
FFS EXT ALWAYS HAS THE SAME ON DISK LAYO
BETWEEN DIFFERENT -INUX SYSTEMS AND OTHE
STAND EXT ¢&éXa3TISE RFEMAILLY THE SAME AS EXT B
JOURNALING ENABLED AND SUPPORTS )ASHED #
LOOKUPS IN LARGER DIRECTORYS -INUX ALSO F
THAT YOU MIGHT USE INSTEAD OF EXT

“reiserfs IS AN ALTERNATLNWE& TCEHXERGS IS A FAST J
ALED FILESYSTEM WRITTEN BY )ANS 3EISER

s IS A HIGH PERFORMANCE JOURNALED FILESYS
GINALLY FOR *#. "*9 AND THEN PORTED TO -INU

"xfs IS A HIGH PERFORMANCE JOURNALED FILESYS
GINALLY WRITEN FOR 4(**S *RIX OPERATING SY¢
TED TO -INUX USING A SHIM LAYER CONVERTING
SEMANTICS TO *RIX SEMANTICS

" HFS+ hfsplus IS THE MAIN FILESYSTEMNMB®EEMENT /
X AND CAN BE USED AS THE ROOT FILESYSTEM
HAS THE SAME ON DISK LAYOUT AND CAN BE SH
.AC SYSTEMS )'4 SUPPORTS BOTH 6NIX AND .A(
)'4 HAS BINARY TREES WHICH MAKE IT FASTER
SOMETIMES

[edit] Foreign Filesystems

T is096601S A COMMON FILESYSTEM FOR $% 30.S .O
TEMS CAN READ IT

"UDF IS A COMMON FILESYSTEM FOR %7%S 40OME
TEMS CAN READ AND WRITE IT

"msdos '"5 IS THE FILESYSTEM FROM .4 %04 'REE
AND .ICROSOFT 8INDOWS /ORMALLY YOU CAN H
DIRECTORIES BUT NOT SPECIAL FILES SYMBOL
MISSIONS #ECAUSE NEARLY EVERY 6NIX LIKE S
#4% AND .AC 04 9 AND %04 8INDOWS UNDERST
DOS FILESYSTEM IS OFTEN USED TO TRADE FILE
COMPUTERS WHICH BOOT MULTIPLE OPERATING

"ntfs IS A NEWER FILESYSTEM FROM .ICROSOFT 8II
-INUX KERNELS CAN READ THEM
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[edit] Disk Partitioning

*FTHEISKNORFARTITIOBNERB) SEEDO®RNEILESY ®SHENM
TIRELY AS SWAP SPACE

" O0ON -INUX *%& "5" DISKS ARE CALLED DEV HDA
DEV HDCa
ON -INUX 4%$4* DISKS ARE CALLED DEV SDA DE
ON #4% *%& "5" DISKS ARE CALLED DEV WD C
DEV WD Ca

ON 'REE#4% *% & "5" DISKS ARE CALLED DE
AD C DEV AD Ca

ON #4% 4%$4* DISKS ARE CALLED DEV SD C DE
SD Ca
ON #4% COMPACT DISKS $%S ARE CALLED DE
ON .AC 04 9 DISKS ARE CALLED DEV DISK DE\
DISK a
IET#4% OPEN#4% DISK IMAGES ARE DEV SVND C
DEV SVND Ca

1ARTIONING THE DISK ALLOWS FOR MULTIPLE FILE
ON -INUX HDA IS PARTITIONED INTO DEV HDA
HDA DEV HDA a
ON #4% WD |IS PARTITIONED INTO DEV WD A
WD C DEV WD Da
ON .AC 04 9 DISK IS PARTITIONED INTO DEV DI
DISK S DEV DISK S a

*N ADDITION #4% HAS SOME EXTRA RULES

" 1ARTITION ~ACA DEV WD C MUST BE THE ENTIRE
*FA #4% OPERATING SYSTEM BOOTS ON THE DI
MUST BE/ RONO "B MUST BE SWAP *F THERE IS
DISK THEN A" CAN BE USED FOR ANY FILESYST

SHEHAPTERTITIONSMEESCRTBE® RMIANIMSO RIEETA I L

AND HOW TO EDIT THE PARTITION MAPS

[edit] Mounting Filesystems and Activating Swap

5HE COMMANDS ONE USES ARE
"mount TO MOUNT FILESYSTEMS
“umount TO UNMOUNT FILESYSTEMS
© swapctl swapon swapoff
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[edit] Simple mounting

AUPPOBEWDBSADEVIGERXAMPAIR.ADRIVENDMNT
CDROM IS THE PLACE TO MOUNT OS5HEN THE MOUNT (
NPVOU EFW IEC NOU DESPN

SHERRMORMEOURPTIGKRD GIONROUISDODMEWHKMR ED E
TO 6/*9 $OMMANDS

[edit] Mounting with fstab

SHE ETC FSTAB FILE HELPS YOU MOUNT
$REATE AN ETC FSTAB ENTRY FOR DEV HDB
3UN THIS COMMAND

NPVOU EFW IEC

[edit] Unmounting

*T IS QuAnbunE D N nimount a
VNPVOU EFW I|IEC

[edit] Mounts by Users

SHiEsermounts ARMOUNTANGNMOUNORNGESY 8MB MEBSR S
OTHERAIHEUPERGBSERRTUNANEEREFKE KEINTA R | AHNAINGE
DIFFERERROACHHMBA SKNALTE R NAIMTE@\EN F | GSUREDO
ALLOWERBECOREWHEMOUNTANGNMOUNT)IENFKRARE
SOME WAYS THAT ROOT CAN PERMIT USER MOUNTS

-INUX ALLOWS THE USER TO PERFORM MOUNTS |
FUD GTUBBRCE &ACH LINE WITH THE MOUNT OPTI
SCRIBES A PERMITTED M @hauNtTdev/odronte X ABMNP L E

A NON ROOT USEREWWLD BVSIPANNNIG THE MOUNT POl
AND OPTIONS S§HOVGIS URBAW T ONLY IF USER IS LI
MOUNT OPTION

. ANY POPULAR #4% FAMILY OPERATING SYSTEM:S
MOUNT ANY DEVICE WHICH THE USER CAN ALRE/
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USER CAN PICK ANY MOUNT POINT WHICH THE U
VALUE MUST BE CHANGED BY THE ROOT USER IN
OF THEM
*N OPEN#4% KERN USERMOUNT MUST BE SE
*N /ET#4% VFS GENERIC USERMOUNT MUST
*N 'REE#4% 1C#4% AND %RAGONFLY#4% VI
MUST BE SET TO

[edit] Union Mounts

/IORMALIRUYESY AREMDI N TOENEMP DYRECTORRHEBSRECT
ORWASOHMPTIYSILERHIDDENTIHEILESYISTEHMOUNTED
5 H Enion mount ALLOMWHEBH ES HOTWH R O WBAKCHX | S TH NLGE
FROIMHEIRECODOBYHOWSHEIRSEG- I ULETHEAMELAOK HE
MOUNTHEDESYSOTIEEHWILEBEMADENHEOUNTEDESYSTEM
Note that union mounts are strange and might not work well on your system.

40MEPERASYNG PRO VADEIN(8) OPTIOWMIion FORHIS
*NTHESXAMPANEON PART UTHOEN S8D W | IBLEM O U N TOB\&IC

WHICSNONORMAMGIUNDINTNYEXISTdtN GILEBAVME
HAVE THAT ARESAOOWN LALSDIOINBE AVAILABLE

NPVOU P VOJPO EFW TE D FUD

[edit] Disk Images

FILESYCAREBSTORHERBFILENANOTHHRESY3UEMILES
ARE C didklirgkdides AND THEY HAVE SEVERAL APPLICATIO
6Sd&d TO COPY DATA FROM A DEVICE NODE TO A I
SERVE THE CONTENT OF A SMALL DISK FOR EXA
40ME PROGRAMS LET YOU MAKE ISO DISK IM£
THEM TO $% ONE MIGHT WANT TO MOUNT YOUR
TO EXAMINE IT BEFORE THE BURN ONE CAN ALS
COMPUTER WITH A $% BURNER OR OFFER THE |
OTHERS MAY BURN IT
*F YOU HAVE NO FREE SPACE FOR NEW PARTITIC
SOME PARTITION HAS FREE SPACE THEN YOU C
YOU NEED A NEW FILESYSTEM 4O0OMETIMES THIS
ENCRYPTED FILESYSTEMS
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SHISUIDENLDYES C RREABMBI SKM A G BASH I GCHO N TA N\NLTYH E
FILESYSAERRETHERRMATUSAHEF HEAC049 /% * " FORMAT
BUT THESE MUST BE CONVERTED OR HANDLED SPEC

[edit] Mounting Disk Images on NetBSD and OpenBSD

IORMALUEY#4NDPEN#LONIACLLOMWUNTONFGLESYSTEMS
STORED ON DEVICES 5HUS FIVE STEPS ARE INVOLYV
"SSOCIATE THE DISK IMAGE WITH A SVND DEVIC
.OUNT THE SVND DEVICE
6SE THE DISK IMAGE
6NMOUNT THE SVND DEVICE

%ISASSOCIATE THE DISK IMAGE FROM THE DEVI
"SSOCIAINDNS SO C IARHEA N D BEDHvECONfig(8) COMMAND
*NT H IESEX A M RthéZdisk/image W ILBEAS S O C W TTEBv/svndOc
S5HIBARTIMUBKRAGEAAD ISKLAMBEAFILESYSTWEAVMRTITION

"AAWHI OHBMOU TNt *HHEWES®ISKLABEBIOULNDS TEAD
MOUNT PARTITION ~ACH

WODPOGJH D EFW TWOE D UIF EJTL JNBHF

NPVOU EFW TWOE B NOU

VNPVOU EFW TWOE B

WODPOGJH V EFW TWOE D

[edit] Mounting Disk Images on FreeBSD 5
*N '"REE#4% RNEfINHES I T indle BACKED STORAGE

[edit] Mounting Disk Images on Linux

5 HiBount(8) OP T @Idbp C ABIEU SEMDM O U BTSIKMIA GIENS TE AD
OF DEVICES

NPVOU P MPPQ UIF EJTL JNBHF NOU
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VNPVOU NOU

AOMANUKERNEAMOUMNdoop COMPRHBSSEWH | C8&A
COMP R EBISHEDA GAJ CANMAGEJ SSIBMO UN REA D GNNLEY
FIRRSREP ARMBEBSAGEHNDHENOMPREHFHIBVM HEQINEBEOUNTS
HOW 5HE ,NOPPIX LIVECD USES A CLOOP TO FIT MO

[edit] Creating Disk Images

SREATANNEWEMPTDMISKMAGINVOLVWS TEBE& F OREU
MOUNT IT AND START USING IT
6Sed(l) TO MAKE A NEW FILE OF ZEROS WITH THE
'ORMAT THE DISK IMAGE WITH PARTITIONS AND
JEREAANEXAMBIEJSHH ANBNNLIMISEPPQYE RO/
zero TACREATE KILOBMEHMAGE BLOGKKS BYTES
SHE M EU Siakfs.ext3(8) TCCREANENPARTITHRNEDESYSTEM
/OTH H AKfs.ext3 DOBBSOMOUNTINGGTCARBSIMF TFORMATS
DEVICE OR A DISK IMAGE '*9.& IS THIS CORRECT
EE CT DPVOU JG EFW [FSP PG FYBNQMF

NLGT FYU FYBNQMF

5H E# 4 Mewfs(8) ANBewfs_msdos(8) UTILITNESSFFORMATTING
D E VI ©®ENI.5H | 5SS O L WE DivHconfig(8) *FNVENANTE®ARTITION
THEI SIKI A GVE BNV O U A D $1G\ WEA DAD | S K L OBIEL ANG N OTREE
IMAGINARY DISK GEOMETRY

EE CT DPVOU JG EFW [FSP PG FYBNQMF
TVEP WODPOGJH D EFW TWOE D FYBNQMF

TVEP OFXGT EFW STWOE D

TVEP WODPOGJH V EFW TWOE D
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*NFAOIN#4DTSAAGOADERPALWAYSVAD ISKLABSHLIECIALLY
IPVHEQNREAARNNBS LESYSUEHWHEILESYWTIBRCORRECTLY
LISTED IN THE LABEL AND THE LETTER WILL BE DIF

EE CT DPVOU JG EFW [FSP PG FYBNQMF

TVEP WODPOGJH D EFW TWOE D FYBNQMF

TVEP EJTLMBCFM & TWOE

*OJUJBM MBCFM FEJUPS FOUFS GPS IFMQ BU BO
B
QBSUJUJPO <B>
PGGTFU < >
TI[F < >
‘4 UZQF < #4%>
Q
EFWJDF EFW STWOE D
UZQF 4$4*
EJTL WOE EFWJDF
MBCFM GJDUJUJPVT
CZUFT TFDUPS
TFDUPST USBDL
USBDLT DZMJOEFS

TFDUPST DZMJOEFS
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DZMJOEFST
UPUBM TFDUPST
GSFF TFDUPST

SQN

QBSUJUJPOT

TJ[F PGGTFU GTUZQF <GTJ[F CTJ[F
B #4% $ZM
D VOVTFE $ZM

R
8SJUF OFX MBCFM <Z>

TVEP OFXGT EFW STWOE B

TVEP WODPOGJH V EFW TWOE D

[edit] Encrypted Filesystems

[edit] Encrypted Filesystems on OpenBSD

#ECAUSBEN#4PANTEGRAREFROOW OUERPEIGHIAHERE
|SAWAYBAVENENCRYPMELSY 8P EM#4OM IPR OV IBDLEBW
FISHNCRY FIORISIMMAGBE S IBSPO S S M8 LTEHH-E F L AT@Gn-
config8 USED-@ITH

*NTHIBXAMPWEWILMOUNHENCRYMIERMAGEALLED
Isecrets WHICH CONTAINS A SINGLE PARTION LETTER A
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WODPOGJH DL EFW TWOE D TFDSFUT
&0DSZQUJPO LFZ

NPVOU EFW TWOE B

VNPVOU EFW TWOE B

WODPOGJH V EFW TWOE D

IOTEHARYOEBENTERHRROEBENCRYKBE®NCONFIESTILL
SUCCEHBMOUMTIFIABIECAUBEISKLABIBLLESYIBEADER
AREOREADABNMIHIGASEOMUSVINCONBAGDHBMNNCONFIG
CWWITHHEORRKEAKEURESEHEORRKEMWHEIWNITIALLY
FORMATTING A NEW DISK IMAGE

SOHAVENENTENCRYPTEHARTITIOBRNANDRMINENCRYP
TEDISKMAGEHOUNTTHENITHEBEARTIWIOMNEARBIETEO
SERVE AS THE DISK IMAGE

[edit] Encrypted Filesystems on Linux

40MBNUKERNBENFIGURAWTOANSEsetup T @& NC RN PSIK
IMAGES 5HINK OF LO OPBACK SETUP NOT OF LOSE

[edit] References

.ANUAL PAGES FOR 'REE#4% AND SEMERAL 6NIX
TP WWW 'REE#4% ORG CGI| MAN CGI

ITTLE 6'4 HTZP SIXSHOOTER V THRUPOINT NE
FAQ HTML
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Partitioning Disks

SHIGHAPDERBCRDBEFERERDFARTITIVURPMG DHERO
GRAMS USED TO ADJUST PARTITIONING MAPS
" partition map DIVIDEE | SN T®AR T | T &@ Kp@itition CARE
FORMASEERBRAITARTYI TAGENGS R M AJL3 BEFDdiRsystems WHICH
HOLOOMPUHIEEO®wWap WHIAQBUSEDADDITIOBNMNILLOWER
MEMORYYOPERASYSGEMEHAPHER.ESYSARNBWAPE
SCRIBED HOW 6NIX LIKE SYSTEMS USE PARTITIONS
SHBENIX LBKE TIESMF TIENNS T AO NEHXEA MEI SKS O METHER
OPERASVYNA ENTHATASEO TITHEN | X LKKERMEND HETHER
SYSTEM MUST UNDERSTAND THE SAME KIND OF PAR’
ON | HARDWKRRARTITIONING IS COMMON *T IS
8INDOWS AND -INUX OSHE #*04 WHICH BOOTS TF
THE .ASTER #00OT 3ECORD .#3 ON THE DISK 5F
THE FDISK FORMAT
ON .ACINTO S Hpple partidda mapALLOWS THE DISK TO C
ONE OR MORE .ACINTOSH )'4 OR THE OLDER )'4
#*04 OPEN 'ITRMWARE CAN BOOT THE .ACINTOSF
BECAUSE THE #*04 CAN FIND BOOTLOADER FILE?
PARTITIONS
SHE #4% SYSTEMS CAN USE AN .#3 WITH A #4%
MOST CONFIGURATIONS USE A NON #4% PARTITI
THAT CONTAINS A #4% PARTITION MAP AND PAR

Contents

HIDE
" .4 %04 OR .#3 PARTITION MAPS FDISK
"PPLE PARTITION MAPS
1ARTITION 5YPES
&XAMPLE
#4% SLICES AND PARTITIONS
*S THERE ROOM FOR THE DISKLABEL
)OW DOES #4% READ A NON #4% PARTITIO
<$%"5"dF WINDOW SHOWS5(OCHOREGCEHOWSEXT
SHOW VAR TOC)IDESEXT HIDE SHOWS50C50GGL
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[edit] MS-DOS or MBR partition maps (fdisk)

This section might need corrections.

5SHEORIGIMNALSDEFINEDMPRERT I MIAORNO R MFAOTR
%04&NSHRINEWDE*OAMPLEMENDAB GN CICBM P U TTEHR S
PARTIMMOMNSUSEBDY®%04ANBINDOWSII SALSLCEEBYMOST
-INUKXYSTEMS STHARDWARREOL OMPATIBNBEXCAUSE
-INUDSOFTIENNS TAOINEHDEA MIEI SKS604ANBINDOVWBED IS
TINGUIBKEELDERRTITIOQRWVMGRONVEWER R MAV S| L ABLIRE
8INDOWISCR O SNOO-W S ETSH EE RMBR partitioning _ SO CABEED
CAUSHRPARTITIKBENEE ONTAMIEMHTMEMASTEROHRECORD

.#3

_TWWESCRIBEE %04FORMATCH ITERARBHERIG IS

PARTITIONING FORMAT BY THE TERMS %04 AND .4 %
8ITH THE .#3 PARTITION MAP

SHE MASTER BOOT RECORD .#3 IS NOT PART O
.#3 CONTAINS A BOOTSTRAP LOADER PROGRAM ,
TABLE IN A FIXED LOCATION

S5HE BASIC PARTITION T A BodmartySJaltitivhsTEB YO U O U
WANT MORE PARTITIONS ONE OF THE PRIMARY
FIED AeSteAddd partiion SHE EXTENDED PARTITION CAN
| N ToQical partiions '"OR EXAMPLE 8INDOWS MIGHT BE
PRIMARY PARTITIONS DRIVE $ AND DRIVE ¢
ING PARTITIONWAPO ANDI HOMMBOOT IS ON
PRIMARY PARTION 1RIMARY PARTITION IS TH
AND CONTAINS BPMAMPSAINDGICAL PARTITIONS ANI
EXTRA SPACE FOR FUTURE LOGICAL PARTITIONS
" PRIMARY PARTITION MIGHT ALSO BE A #4% SL
CONTAINS A #4% DISKLABEL AND SEVERAL #4%
ONE PRIMARY PARTITION MIGHT BE MARKED ACT
BOOT LOADER THE ONE FROM .4 %04 AND 'REEY
PRIMARY PARTITION )OWEVER SOME .#3 BOOT
MIGHT GIVE YOU A MENU INSTEAD OF BOOTING 1
:OU CAN DECLARE THE TYPE OF EACH PARTITION
TYPE TO FIND THEIR FILESYSTEMS #4% USES Tl
BUT -INUX IGNORES THE TYPES COMPLETELY -I|
FUD GTUHRCE

SOMANIPUERTERARTITLONFRBOARR ROGKAML®BDBP4, &9 &

ON

% 0 4diS kRO N -1N U X
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[edit] Apple partition maps

.ACO4 HARDISMNORMAONTARLEARTIOMAVYGBHESE
MAPSREREAWHE'WPLEARIMETPROGRAMANB SEIDBP ORMAT
THE DISK 8ITH THESE PARTITION MAPS

" 1ARTITION CONTAINS THE PARTITION MAP

'OR SOME REASON %RIVE 4ETUP INSISTS ON CR
"PPLE@'REE SPACE AS PARTITION 40ME OLDE
DRIVERS INSTALLED HAVE SEVERAL TINY PARTIT
ARE ONLY USED BY .AC 04 AND OLDER
:OU CAN CREATE AT LEAST PARTITIONS AND F
SHERE IS NO .ASTER #OOT 3ECORD .#3

SOMANIPULAHBEHEARTI TEQ@NASS HEHRO M®PNACO049 OR
#4 9%\ N D Sgelisk O Biskutl .OST/6 -INUSYSTHENMNW ATHAT
SAME PR @®&RMdsNFOR SOME REASON

[edit] Partition Types

"CTUAPIARTITNANON'PPLEARTIMAOANSABEARBITRARY
STRINOGERXAMPQRLEEN#4%0 MBPERASYNA ARETIRTUCK
WITH "PPLE@G6/*9@473 THOUGH

TBODY

SHISBARTITIONT AINBARTI MAOMN T
"QOQMF@QBSUJU EXORBIEBIGNIOO THERR T | DNOH\R LTAPES
PARTITION MAP
SHESENARTITWONSBAFTEHREART I
TIOMNAPBUMO DN SNOWATKIEM C
A RIWERJLDAXDEVIODRIVER
AC 04 CLASSIC @%ﬁ%%@KROWEBERTITTDE@S’HER
SYSTEMNE LUD.IANG04 9 DONOTUSE
THEM
SHISSAN)'4 OR'4 PARTITIACOND4
MOUNAIRRARTITOEGNMISY PENLBHHE
"QQMF@)'4 )'4 DO NOT MOAUKRSIE BHIMIGHKTL SO
BEAN4 %04FORMATRTITACN 4 CAN
ALSO MOUNT THOSE
SHIS IS A 6'4 PARTITION MOUNTED E
"QQMF@6'4 " *T HAS ITS OWN "PPLE FORMAT
AND SEPARATE BOOT PARTITION
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0OQFO#4%

"PPLE@#OOT NOT "PPLE@#OOT
CASE SOMEONE COPIES A BOOT.
.AC 04 9 TO THE PARTITION
&SPECIALLY WITH NEWER VERSI
04 9 TH BIR&sthever a reason to use
Apple UFS 6SE )'4 INSTEAD 5RYIN
TO USE "PPLE@6'4 PARTITIONS
OPEN#4% CAN CORRUPT DATA
S5HIBSTHEPEN#4&AICBDISMUSHAVE
ZERO OR ONE OF THESE
5HE*0O40PENRMWAREBOGROIM IS
PARTIBIOTACO4WIINONMOUNTSHIS

MQQMF@#PPUTU§§§TYWDWBUSEBYYBIMCCONTA|N

"QQMF@6/*9@47

"QQMF@'SFF

BOOHEINUBOOTLOATCEARAL SO
CONTANNM MENWITHCO04 .ACO4
9 AND (/6 -INUX AS POSSIBLE ENTR
IOMINALTY¥AN 69 PARTIFORNPLEMS
PORB73 TAOHEK.AC)OWEVERPLE
BORROWHEPRARTITYOHOIRHEDORBALITHIC
-INURKORFOWERAELE #OTHPLEYSTEMS
AREGBSOIBEUNEOWWO FHNUXNDE T #4 %
éRE USING THIS PARTITION TYPE
" 6SING /ET#4%"~S PDISK YOU CAI
"PPLE@G6/*9@473 PARTITIONS A
AND SWAP PARTITIONS O5HESE
AND B WHEN YOU BOOT /ET#4Y%
*T IS CONFUSING IF YOU HAVE -
IET#4% ON THE SAME DISK
. APEDITOREDISKREAHEPARTITION
WHENEVERRTITIGREDELETEDN
"PPLE@ ' RERTITSOWSIINUSEPACE
SHERES USUALQNEBIG "PPLE@'REE

PARTITION
" %RIVE 4ETUP ON .AC 04 9 ALSO
WASTING .# ON AN "PPLE@'RI

TITION BETWEEN THE "PPLE@PA
AND THE FIRST "PPLE@)'4 *F C,
CAN USE THE # AS SWAP FOI

OPEN#4%
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[edit] Example
ONTHEXAMBLYESTBANUSEDISKNDPEN#4% EEHEARTI
TIOWMAPSERUNHEPDISBREWWD COMMAQIND P E N # 40N
. ACO49 THEOMMAWOUBEPDISBEWISK.OSTINURIS
TRO®WIVEHEAMBIAC FDTORDISRAOHEOMMAWOULD
BEMAC FDDERHDABEUSEHEDISKOMMANDI ®RINHE
PARTITION MAP AND THEN Q TO QUIT
QEJTL EFW SXE D
&EJU EFW SXE D

$PNNBOE GPS IFMQ Q

1BSUJUJPO NBQ XJUI CZUF CMPDLT PO EFW S)
UZQF OBNF MFOHUI CBTF
"QQMF@QBSUJUJPO@NBQ "QQMF
"QQMF@#PPUTUSBQ VOUJUMFE
"QQMF@)'4 "QQMF@)'4@60UJUMFE@
OQFO#4% O0QFO#4% !
"QQMF@6/*9@473 VOUJUMFE !
"QQMF@'SFF &YUSB |
"QQMF@6/*9@473 TXBQ !

"QQMF@'SFF &YUSB !

%FWJDF CMPDL TJ[F IVNCFS PG #MPDLT

YFWJIDF5ZQF Y %FWJDF*E Y
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$PNNBOE GPS IFMQ R

[edit] BSD slices and partitions

TBODY

TBODY

SIKIPEMIMAS RELATED INFORMATION AT
BSD disklabel
This section might need corrections.
5HE TERMS SLICE AND PARTITION ARE OFTEN DI
© " partition IS AN ENTRY FILESYSTEM OR SWAP IN T
"slicelS THE PARTITION OF THE NON #4% PARTITI
"PPLE WHICH CONTAINS THE #4% DISKLABEL AN
SHE4% ART IWMIACHSEC AL IAdidBlabel *NTHEOLLO WISIGUSSION
PARTIMAOMNREFERS NON #4/ARTIMARNHICISNOA
DISKLABEL
HAYPARTITIOSSAECCBECAOSKED ISWITHA4WBNSTALIAERD
MUSBEROANDBHTEXI SMITEBEWAPHD ISKLABEILC AHES
LOCATIO'NPENDETTERERARTITHEREA WSHEHESBPECIAL
TRAWASDISKLABEESONFINGLRICEBNYISKHAMARELSO
USEEDINON #OBERASYNG BEMSSEADS HREIH UA TWO R 8I
A DISK IS USED WITH #4%
The disk has a partition map and a disklabeHE PARTITION MAP IS
THE BEGINNING OF THE DISK POSSIBLY AFTER °
TITIONS IS A #4% SLICE 5HE DISKLABEL IS AT T
SLICE 5HE #4% SYSTEM WILL USE THE DISKLAB
USE THE PARTITION MAP " DISK WITH OPEN#4%
USES THIS CONFIGURATION
The disk has a partition map but no disklabdk. THE DISK IS USED V
#4% THE #4% KERNEL GENERATES A PARTITION
TO ALL RECOGNIZED TYPES OF PARTITIONS 8IT|
OPEN#4% MACPPC ONLY RECOGNIZES "PPLE@)'4
IET#4% MACPPC RECOGNIZES BOTH "PPLE@)'4 A
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"PPLE@6/*9@473 PARTITIONS SO /ET#4% MAC
DO NOT NEED A DISKLABEL

The disk has only a disklab®lHE DISKLABEL IS AT THE BEGII
DISK POSSIBLY AFTER THE .#3 AND THE ENTIRI
#4% ONLY #4% CAN USE THIS DISK

[edit] Is there room for the disklabel?

SOMAKEOOMOARD ISKLABIKBIL4 '""4 PARTITUBAWBHEIRST
BYTENEUSEBUBSOUGARUAROG '"'4 PARTIDIG N @TILHE
BEGINNONCHBISKEXCEME#3 ANDBTIHAVEOOMOR
DISKLABEL

"LI6'4 "4 PARTITMORNBEHE. ISTIRRBDISKLABEJSEFWBLC
049 WILHRUAN'PPLE SPECSKIICOBELIPPLE@ @ARTITIONS
BECAUSE THOSE ARE NOT LISTED IN A #4% DISKLAB|

[edit] How does BSD read a non-BSD partition map?

SHE#4WISTRABEIFFERERROAEHESI NGO N #PHBRTI
TIONBHAVINKAYANMRANON #OBERATMSAEGM HEAME
DISK

" *F /IET#4% SEES AN "PPLE PARTITIONING MAP IT

ALL OF THE )'4 PARTITIONS AND /ET#4% PARTIT
*F OPEN#4% SEES AN "PPLE PARTITIONING MAP

PARTITION OF TYPE OPEN#4% AND USE THE DI
TION *F NO DISKLABEL EXISTS OPEN#4% ASSIG
"PPLE@)'4 )'4 PARTITIONS STARTING WITH L
ING A DISKLABEL ONE STARTS WITH THE )'4 PA
DISKLABEL 5HEN ONE ADDS OPEN#4% PARTITIO!I
OPEN#4% "PPLE PARTITION INTO SEVERAL DISK
WHICH IS A FORM OF SECON RQiAlkalelPEA H Ol EIDININ G
THE DISKLABEL
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Compact Disks
Ripping CD audio

S5HIGOPMEHEUDF®R OA T RATEFILEI TS OMER IV ENE
WITHAWALOGNNECTOOHNEO UNKCIARDHISTHENLWAY O
CORRECTLY PLAY A FILE

[edit] Granting permission to the user

''RSYTO S HOUHLAVEEAD ANDPERMIEST ODHME%DEVICE
:OUCOUBECOREBAOMRIAHEY BUTHEWO W OU IHRAVEO
CHOWN THE FILE BACK TO YOU

"TRITO OKY O BRADEVIQIED BS #4 %T HEARATEFWD E
ANDEFW SDEF THEY LOOK LIKE THIS

Is -l /dev/cd*
CS X Si 1root operator 3, 0Nov 1 16:26 /dev/icdOa
CS X Si 1root operator 3, 2 Nov 1 16:26 /dev/cdOc
C S X Si 1root operator 3, 16 Nov 1 16:26 /dev/cdla
C S X Si 1root operator 3, 18 Nov 1 16:26 /dev/cdlc
JERIROQMEEDSSRAREANWRIPERMISTEOOHH S ESRE
DECIDBRDDHESER&EROWPHEBINCEHEARINWECHANGE
THEROOMHBEBEVIAANSE RAREADNIWRIPERMIS $ ODHE
GROUP

sudo chgrp wheel /dev/cd* /dev/rcd*

sudo chmod g+gw /dev/cd* /dev/rcd*

Is -l /dev/cd*
CSX SxXailroot wheel 3, 0Nov 116:26/dev/cdOa
CSX SXairoot wheel 3, 2Nov 1 16:26 /dev/cdOc

CSX SXalroot wheel 3, 16 Nov 1 16:26 /dev/icdla
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CSX SXalroot wheel 3, 18 Nov 1 16:26 /dev/cdlc

[edit] Ripping tracks

8E MUST INSERT A $% BEFORE RIPPING THE TRACK
JEREORXAMPLRIPRACMKNBTORETIPOH XBWR WAV
SUFFIX IS BECAUSE THAT | Sdpafdaoi EBATUL A BPORINNAT (

cdparanoia 2 song37.wav

[edit] Eject a disc

. ANY SYSTEMS Pdr@\CIOM MMNN D
eject cdO

[edit] Burn a disk

ScenariocPUT THE CONTENTS OFCBDLRECFIFDRY CALLED
JERBEE OHECTBANRNNPIEEROGHESEHREED®AVE
SUDO ACCESS BUT NOT ANY SPECIAL ACCESS TO 1
$REATE A DISK IMAGE OF THEV®Y% BEWILL CALL IT
" 3 1S *40 30CK 3IDGE SUPPORT
RIS 30CK 3IDGE BUT WITH ALL FILES TO ROOT
WITH DIFFERENT USERS
HFS INDICATES A HYBRID *40 )'4 DISK
mkisofs -0 burn.iso -r -hfs backup

chmod a-w burn.iso

.OUNT IT TO CHECK FOR VALIDITY J/ET#4% OPEN#4
sudo vnconfig /dev/svndOc burn.iso

sudo mount -r -t cd9660 /dev/svndOa /mnt
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diff /mnt backup

echo $?

sudo umount /mnt
sudo vnconfig -u /dev/svndOc

S5HE FILESYSTEM I1SIlecGOSORMITHPAGIN G
file burn.iso

cCvso JTP Y CPPU TFDUPS FYUFOEFE QBSUJUJPO

*NSERT A BLANK DISK

S5HIS IS A TEST BURNcdrégcodE'FWMONSTRATE

sudo cdrecord -v -dummy dev=/dev/cdOc burn.iso

DESFDPSE /P XSJUF NPEF TQFDJGJFE

DESFDPSE "TVNJOH UBP NPEF

DESFDPSE 'VUVSF WFSTJPOT PG DESFDPSE NBZ IB\
DESFDPSE $POUJOVJOH JO TFDPOETC

$ESFDPSE $MPOF a $PQZSJHIU $ + SH
50$ 5ZQF $% 30.

TDTIJEFW EFW DE D

EFWOBNF EFW DE D

TDTJCVT UBSHFU MV O

6TJOH MJCTDH WFSTJPO TDIJMZ

128



4$4* CVGGFS TJ[F

BUBQJ

%FWJDF UZQF 3FNPWBCMF $% 30.

7ESTJPO

3FTQPOTF 'PSNBU

$BQBCJMJUJET

7FOEPS@JOGP "54)*5"

*EFOUJGJLBUJPO $% 38 $8

3FWJTJPO $" 5

%FWJDF TFENT UP CF (FOFSJD NND %7% 30.
$VSSFOU Y

1SPGJMF Y

1SPGJMF Y

1SPGJMF Y DVSSFOU

1SPGJMF Y

6TJOH HFOFSJD 4%$4* NND $% 3 $% 38 ESJWFS NN
%SIJWFS GMBHT ..$  48"#"6%*0 #63/'3&&
AVQQPSUFE NPEFT 5"0 1"$,&5 4"0 4"0 3 1 4"0 3 3 3
%SJWF CVG TJ[F #

k10 TJI[F #
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5SBDL EBUB #
5PUBM TJ[F # TEDUPST
-PVU TUBSU # TEDUPST
$VSSFOU 4FDTJ[F
"5%*1 JOGP GSPN EJTL
*OEJDBUFE XSJUJOH QPXFS
*T OPU VOSFTUSJDUFE
*T OPU FSBTBCMF
%JTL TVC UZQF .FEJVN 5ZQF # MPX #FUB DBUFHF
"5*1 TUBSU PG MEBE JO
"5*1 TUBSU PG MEBE PVU
%JTL UZQF 41PSU TUSBUFHZ UZQF 1IUIBMPDZBO.
.BOVG JOEFY
.BOVGBDUVSFS 40/: $PSQPSBUJPO
#MPDLT UPUBM #MPDLT DVSSFOU #MPDL"
A4UBSUJOH UP XSJUF $% %7% BU TQFFE JO EVNNZ
-BTU DIBODF UP RVJU TUBSUJOH EVNNZ XSJUF
8BJUJOH GPS SFBEFS QSPDFTT UP GJMM JOQVU CVC
#63/ 'SFF JT 0/

SVSOJOH #63/ 'SFF PGG
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4UBSUJOH OFX USBDL BU TFDUPS

5SBDL PG # XSJUUFO GJGP <CVG
5SBDL SPUBM CZUFT SFBE XSJUUEFO

8SJUJOH UJNF T

"WFSBHF XSJUF TQFFE Y

.JO ESIJWF CVGGFS GJMM XBT
'JYBUJOHC

8"3/*/( 4PNF ESJWFT EPO U MJLF GJYBUJPO JO EVN

'‘JYBUJOH UJNF T

DESFDPSE GJGP IBE QVUT BOE HFUT
DESFDPSE GJGP XBT UIJNFT FNQUZ BOE UIJNFT
echo $?

"N ACTUAL BURN
sudo cdrecord dev=/dev/cdOc burn.iso

1BTTXPSE

DESFDPSE /P XSJUF NPEF TQFDJGJFE

DESFDPSE "TVNJOH UBP NPEF

DESFDPSE 'VUVSF WFSTJPOT PG DESFDPSE NBZ IB\

DESFDPSE $POUJOVJOH JO TFDPOETcC

131



$ESFDPSE $MPOF a $PQZSJHIU $ + SH
TDTJEFW EFW DE D

EFWOBNF EFW DE D

TDTJCVT UBSHFU MV O

6TJOH MJCTDH WFSTJPO TDIJMZ

%FWJDF UZQF 3FNPWBCMF $% 30.

7ESTJPO

3FTQPOTF 'PSNBU

$BQBCJMJUJET

7FOEPS@JOGP "54)*5"

*EFOUJGJLBUJPO $% 38 $8

3FWJTJPO $" 5

%FWJDF TFENT UP CF (FOFSJD NND %7% 30.

6TJOH HFOFSJD 4%$4* NND $% 3 $% 38 ESJWFS NN
%SIJWFS GMBHT ..$  48"#"6%*0 #63/'3&&
AVQQPSUFE NPEFT 5"0 1"$,&5 4"0 4"0 3 1 4"0 3 3 3
4UBSUJOH UP XSJUF $% %7% BU TQFFE JO SFBM 5
-BTU DIBODF UP RVJU TUBSUJOH SFBM XSJUF T
5SBDL 5PUBM CZUFT SFBE XSJUUFO

echo $?
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8E SHOUHIECHEINISHESPKOWHBD4 OMRIWWHGHIOT
KNOW THAT THE DISK NOW HAS A FILESYSTEM ON IT
sudo eject cdO

*F WE REINSERT THE DISK THEN WE CAN MOUNT U
sudo mount /dev/cdOa /mnt

sudo umount /mnt
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Chapter

Networking
Interprocess Communication

PIPES

ONBEOFHEEAUDESY9 -INUXREIPESPEARES BOIORRED IR
ECTING 45%065 STANDARD OUT TO 45%*/ STANDAF
DPNNBQEDPNNBOE

COMMANDTANDAORDPISIREDIREBSEDAND ANRBDUTO
COMMAND
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Real Networking Interfaces

Real Networking Interfaces AREHACT PAL SICRATWORKNECTIONS
OMCOMPUTERXAMPANE THE RNIRERV IR E LEASRSBAREAL
NETWORKING INTERFACE

*FANNTE R FSOQEAYT U N NTEHIR O B E B T H\ETRE R A AIE&EEN SA
(UIDE TO 6NIX &XPLANATIONS '"AKE /TETWORKING *NT

/IORMALTIHYEISEOMEWHREREOOQROCEASADONFIGURIE S
WO RKONNE Ca 8@NHEONfig COMMAARO H O USIHVEEN | X
VARIAMAWED IFFERPWMIMANIZT OMMGRONFIGURATMON
%)$1 W lidhtlient Opump COMMAND

*TISALFOSSIBREOUFECKBESWHEENERFAKIBEQUIRES
CONFIGURENGER FKATESRANTMMAKIMEOUTTRABLEIRE
WALL IS A GOOD IDEA
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Fake Network Interfaces

Loopback

SHEYSTEMHSIIEO OPBINCK R HACTEY ADKDTSEDESBY S
TEMSUTOMATCOMNARIGTARBEO OSTALKING T O | GINEESHWDIR
TESTSHNERVERBLFORNISITUAWIKDERRHEEE R ARNR L | EANRTE
ONHEAMEOMPUTEBR XAMPLEMEOMPUTAEARHEHAVAONE
PLAYMBDWHERBERWHNRC LI EARRENTHEAMEOMPUIHRSE
GAMBSEHENETWORKBECAUHBERENIO'NEOMPUTHRY
USE THE LOOPBACK INTERFACE

6 S H Hftonfig COMMANDHETHKHETADWSHIENTERERRD B
ABLY LOOKS SOMETHING LIKE
ifconfig lo

MP GMBHT 61 -001#"$, 36//*/( .6-5*$"45 NUV

HSPVQT MP

JOFU OFUNBTL YGG

JOFU QSFGJYMEFO

JOFU GF MP QSFGJYMFO TDPQFJE Y

SHE1IVADDREE® WROMPUSBER SHISNADDITTON
ANADDREHSTHASNANACTWALTTWORKACEGIVEROMPUTER
CAUOCSELF SOTIMPOSSITRISEHAODREE®SMMUNIC
ATBETWEENPUTERMEOKENYV OILA/EERSWNOSGIVEN

ASANATTATAKRGENCP ROCEEQGDE S TR GE CRV N
COMPUTER

*FYOUWSRY STIESRIUNNAWGLVSTACK EMNO 'RV L O O P BAAIL K
DREISS S5HEOMPUSHARWBHEBBLIEYSEIVT@OMMUNICATE
WITH ITSELF EVEN IF IT HAS NO CONNECTION TO AN

OUPROBABBAYEOPROBLEMGINIGENTERWATQHg OR
pingp BEUSEPING@ ANDPINGC T@INGTIMEGTHERWISE

WOULD PING EVERY SECOND UNTCL $®93) BNTERRUPTE
ping -c3 127.0.0.1

1*/( EBUB CZUFT
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CZUFT GSPN JDNQ@TFR UUM UIJNF

CZUFT GSPN JDNQ@TFR UUM UIJNF
CZUFT GSPN JDNQ@TFR UUM UIJNF
a QJOH TUBUJTUJDT a

QBDLFUT USBOTNJUUFE QBDLFUT SFDFIWFE

SPVOE USJQ NJO BWH NBY TUE EFW

ping6 -c3 ::1

1*/( CZUFT a

CZUFT GSPN JDNQ@TFR IMJN UIJNF NT
CZUFT GSPN JDNQ@TFR IMJN UIJNF NT
CZUFT GSPN JDNQ@TEFR IMJN UIJNF NT

a QJOH TUBUJTUJDT a
QBDLFUT USBOTNJUUFE QBDLFUT SFDFIJWFE

SPVOE USJQ NJO BWH NBY TUE EFW

[edit] Create interfaces

*FYOWANTUSEFAKNE TWONRKERFOWEF TEN SORE AT E
WITH IFCONFIG CREATE
4AOMINTERHAGHSM IGBBEABUOUEC REABRADGER®PIIGGRE
LO PPP PPPOE SL TRUNK TUN VLAN
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crae O

Chapter

Security

Firewalls

Introduction to Firewalls
[edit] The Concept of Firewall

"SOFTWARERVIRAEILDHNRETWORKHNTEIEORMEACKETS
SACHACKEONTANN® RMATUIGHS ENDERBSECEIVERRBE

WAIRULERBERITBRHACAREEBASEINTHENFORM AOH Gl R
PACKET

SHERREWOYPBDEF I REWBMAIPDFFERENTONDIT&XN S
CLUSHKVEEVAALDODANEBER AEXICEROIRHERAMATCTCHTINBULE

SEANCLUBINEWAINUAISIR A EXICEROIRHERAMRATCHING
RULESET

Note: Firewalls are known as "packet filter". Other related conceptsare
"packet shaper". It controls bandwidth based on rulesets.

[edit] Basic TCP/IP

[edit] Firewall Implementation

[edit] IPFilter on Linux
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Chapter 7

Beyond this Book

google

google ISYOUFRIENBENTERNEATALOOE XAMRINET O M
MANBPAMPIBPERFORBKISLOHAVIED OR UAS EARXHISS
OFTEMEB N LAY PRORECGA TBHEBU I LNH E LFPE A RIEYQ U MYRCEUIBO
KNOW THE COMMAND NAME TO START WITH WHICH I

[edit] Friends and support groups

"OUSHOWHEVBBEBHYRASKINGRE IHR OKMN O W L E DISEAMR. EE
AROUWNDY HEGFTW NGIVEORBQUIGKN SWHRDHAVIER E
SEARCHUNIEG ETHEOMP LAENEWHE®RW E VBRI LG VEO B
STARTING POINT FOR THE FOLLOWING COMMANDS T

Other Wikibooks

5HERE ARE SOME OTHER 8IKIBOOKS THAT ONE MIG
" " /JEUTRAL -OOK AT 0P E RopansGh Be¥veanBIMING
Unix, and non-Unix
6/*9 $OMPUTING KeefthaRcomyuter safe
8IKIBOOKS FOR 6NIX UTILITIES
#OURNE 4HEL lacb@RdiPUnbiNsGell
-EARNING TH E fveguemly-Exxéuntered text editor
.,ANY 6NIX LIKE SYSTEMS FEATURE FREE SOFTW,.
TIRELY MADE OF IT
'-044 SONCEPT ANDKEET4AOBREIEAIN THE
CONCEPT
6SE THE 4GURNPRE GENERAL DESCRIPTION
AND ORIGIN OF FREE AND OPEN SOURCE SO
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http://en.wikibooks.org/wiki/Bourne_Shell_Scripting
http://en.wikibooks.org/wiki/Learning_the_vi_editor
http://en.wikibooks.org/wiki/FLOSS_Concept_Booklet
http://en.wikibooks.org/wiki/Open_Source
http://en.wikibooks.org/wiki/Use_the_Source

8IKIBOOKS FOR THE GRAPHICAL USER INTERFAC
,%& DESKTOPS

(UIDE T Window System
6 SING (/0 .&NU Network Object Model Environment
6 SING ,Rdesktop Environment
1ROGRAMMING 8IKIBOOKS AND .ODULES
$ $ e PROGRAMMING LANGUAGE FOR 6NIX
$ $ IS APOPULAR PROGRAMMING LANGU
EVOLVED FROM $
8IKIBOOK MOBRIAHL COMMUNICATIONS IN -INL
FROMA4ABRHAL %ATA $SOMBORIKATIONS
WWW COLLEGEG®SEHPBLOMOBBSITE FOR GRADUATES
COLLEGE AND LOOKING FOR A JOB ON $ AND 6NI
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Part 3
Guide to Commands
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Summary

Introduction

SHIBSMYOWBSUMMARM SEFUNUXBBREVIADIRBGTORIES
FILASICOMMANDSHEYOWKRNNNOTATGOENCSASEERPLTIONS
ANDPARGUMEBEMPAE REONECESSBBOUWMENNEM®ASY TO FIND
PLACEXJIODETEANUPT HH WEH ENC ANRMEM E MBEIRY N TOARX
ACOMMANDATDSEBFTBNNOOFTENOUTG®REMEMBERY N
TAX*ALEDITORIGMNWIHEELATIYSEFULONBBFSFERER DS
PROGRAMS

SHIBOCUMIESWDRKPROGRENDPUGGEGCSHENAGNEBOR
RECTIOBNSCMEGS TUFWFO!VRBN DB

OM"3EIHASUPFPTUBLISBEERDINBALPHABHETSBORIOMMANDS
F R QMux in aNutshell *TTSAVAILABEE*TCONTMAOREETAILED
EXPLANATIONS OF MANY OF THE COMMANDS LISTED

[edit] Shorthand at the Command Prompt

4O0MEBEHHEAEREPECTIKOEGBASSFHELHAVEOEBEXPERIMENTED
ENOUWHIBITHERETIGBSNOWHIGHREOMMOG®A LS H E 4EFE
ALSO THE bb#ASH 3EFERENCE $ARDAM" 44% AV A
) ROOT DIRECTORY
CURRENT DIRECTORY
COMMAND@NAME RUN A COMMAND IN THE CU
THE CURRENT DIRECTORY IS NOT ON THE PATH
PARENT DIRECTORY
A HOME DIRECTORY
TYPICAL PROMPT WHEN LOGGED IN AS ORDIN
TYPICAL PROMPT WHEN LOGGED IN AS ROOT
<STRING> REPEAT COMMAND STARTING WITH
<STRING> REPEAT COMMAND ENDING WITH <<
<STRING> REPEAT COMMAND CONTAINING <S
<NUMBER> REPEAT SPECIFIED COMMAND X
<NUMBER> REPEAT SPECIFIED COMMAND X C
REPEAT PREVIOUS COMMAND
?<STRING>?<STRING >? REPEAT PREVIOUS COlI
SUBSTITUTED FOR <STRISGRINEXQ W VR NG
RUN A PROGRAM IN BACKGROUND MODE
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<5BC><5B®RINTS A LIST OF ALL AVAILABLE COM
AN EXAMPLE OF AUTOCOMPLETE WITH NO RESTF
X<5AB><5AB> PRINTS A LIST OF ALL AVAILABLE
MAND WHERE THE BEGINNING IS bbX~A
<"MU><$USM><SWITCH TO THE FIRST VIRTUAL TE
9

<"MU><$USM><S@®HTCH T I RHEEAL TEXT CONSOLE
<"MU><$USM><SWITCH TO THE FIRST (6* CONSOL
ONE RUNNING ASSUMING THAT THERE ARE VIR
GRAPHICAL CONSOLE FREEZES ONE CAN SWITC
SOLE KILL THE PROCESS THAT IS GIVING PROBL
THE GRAPHICAL CONSOLE USING THIS SHORTCU
<"SSPX6QSCROLL THROUGH THE COMMAND HIST(
<41JGU><1BHF®B@ROLL TERMINAL OUTPUT UP 5H
THE LOGIN PROMPT SO YOU CAN SCROLL THROL
<41JGU><1BHF%BX®OLL TERMINAL OUTPUT DOW
<$USM><"MU>8SWITCH TO NEXT 9 SERVER RESOL
ER IS SET UP FOR MORE THAN ONE RESOLUTION
<$USM><"MU>HANGE TO PREVIOUS 9 SERVER R
<$USM><"MU><#LKRQD>THE CURRENT 9 SERVER ¢
NORMAL EXIT IS NOT POSSIBLE
<$USM><"MU><BHAMT DOWN THE SYSTEM AND RE
<$USM>BIOVE CURSOR TO BEGINNING OF LINE
<$USM>RILL THE CURRENT PROCESS
<$USM>EOGOUT FROM THE CURRENT TERMINAL
<$USM>MOVE CURSOR TO END OF LINE
<$USM>RILEAR SCREEN

<$USM>REXT IN HISTORY SAME AS DOWN ARRO\
<$USM>PREVIOUS IN HISTORY SAME AS UP ARR
<$USM>RESUME TRANSFER TO CURRENT TERMIN
TRIED IF THE TERMINAL STOPS RESPONDING
<$USM>BTOP TRANSFER TO CURRENT TERMINAL
<$USM>CLEAR FROM CURSOR TO BEGINNING OF
<$USM>3END CURRENT PROCESS TO THE BACKG
FOR INPUT DELAYED BACKGROUND
<$USM>BEND CURRENT PROCESS TO THE BACKG
RESET RESTORE A TERMINAL TO ITS DEFAULT !
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<-FGUNPVTFCVUWA®>DOWN LEFT MOUSE BUTTO!
TO HIGHLIGHT TEXT 3ELEASING THE BUTTON CC
BUFFER UNDER 9 AND IF GPM IS INSTALLED IN
<. JEEMFNPVTFCVWBOPOES TEXT FROM THE TEXT I
SERTS IT AT THE CURSOR LOCATION 8ITH A TW(
BOTH BUTTONS SIMULTANEOUSLY *T IS NECESS
LATION TO BE ENABLED EITHER UNDER GPM OR

[edit] Important Daemons and Startup Services

SHEAREROGRARBSBOCEWHEBREUANBOOGTMEO MEE
MAINNMEMORYEXECVARIOWS WHEREQUIREAIEMONS
.OSARETARANDTOPRHADSICRIMNITEETRC IINITDDRECT
ORYSEEBOVEHEXACDNTENTBHIGBIREC W HIYE P E DD
WHICACKARRERAWARTI@UBEAR I BARIBONT ALOEEXAMPLE
INSTAOHRERPACHACKMAEIAUSKHTTBORTREER LACIED
ETC RC D INIT D
SHERREANAGBDSBMOSOHHESHBEDATPROGRAKEYSV
NTSYSHEOSRAPHVERBIAON ORMOSD®UTOMATCOAIFL G

URWHIOHH HESEETARAEDOMATAGAOAXYMEHEINUXCONF

PROGRONEHFHAEAMEHINGTHOUWHAN ENRIMEBHB TILCHK
CONFMSLIESIGNEEWERNOCONFIRURE ISVER V IKHDS F
FERRBRNNLEYHEXX NBOESBLFVTSESHASSEG O GPDA GEN

COMMOERVIDESMONSPECTAHAQINEC LUDNRIECEERSIONS

OF THE . ANDRAKE DISTRIBUTION
"GOO UREEFORMATNDAKEMOANIS ERVISHS8ED-INUX

%EVICES %AEMONS 4ERVICES"™ CHAPTER OF THE 9
" AMD RUNS THE AUTOMOUNT DAEMON FOR REMC

ING SUCH AS NFS

ANACRON CHECKS DELAYED bCRON”A TASKS SE
EXECUTES THEM 6SEFUL IF YOU HAVE CRON JO

RUN YOUR MACHINE ALL THE TIME

APMD "DVANCED 10WER .ANAGEMENT #*04 DAE
MACHINES ESPECIALLY LAPTOPS THAT SUPPOR
STATUS AND CAN SHUT DOWN THE SYSTEM IF PC
ARPWATCH KEEPS WATCH FOR ETHERNET *1 AL

RESOLVED USING THE "31 PROTOCOL
ATD RUNS JOBS QUEUED BY bATA

AUTOFS CONTROL THE OPERATION OF AUTOMO

MOUNT AND UNMOUNT DEVICES ON DEMAND
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BOOTPARAMD ALLOWS COMPUTERS TO BOOT FF
ING THE #0051 NETWORK PROTOCOL " SERVER F
INFORMATION TO DISKLESS CLIENTS NECESSAR)
CROND AUTOMATIC TASK SCHEDULER .ANAGESZ¢S
THAT ARE EXECUTED AT REGULAR BUT INFREQU!
ING LOG FILES CLEANING UP TMP DIRECTORIES
CUPS DAEMON FOR PRINT SERVICES UNDER TH
4YSTEM A REPLACEMENT FOR LPD

DHCPD IMPLEMENTS THE %YNAMIC )OST $ONFI
%)$1 AND THE *NTERNET #OOTSTRAP 1ROTOCO
LEASE OUT *1 ADDRESSES TO REMOTE MACHINE.
DRAKFONT FONT SERVER IN .ANDRAKE
FETCHMAIL DAEMON TO FETCH MAIL AT REGUL/
SERVERS

FTPD FTP SERVER DAEMON

GATED ROUTING DAEMON THAT HANDLES MULT
AND REPLACES ROUTED AND EGPUP

GPM USEFUL MOUSE SERVER FOR APPLICATION
CONSOLE

HTTPD THE "PACHE WEBSERVER HYPERTEXT TF
IDENTD S5HE IDENTD SERVER PROVIDES A MEAN
IDENTITY OF A USER OF A PARTICULAR 5%$1 CONI|
NUMBER PAIR IT RETURNS A CHARACTER STRIN
ER OF THAT CONNECTION ON THE SERVER”"S SY?
INETD LISTENS FOR SERVICE REQUESTS ON NE
ULARA-"W SERVICES 5HIS DAEMON CAN AUTOMATI
UNLOAD OTHER DAEMONS FTPD TELNETD ETC
ON SYSTEM RESOURCES *N THE LATEST VERSIO
TIME OF WRITING IT HAS BEEN REPLACED BY X
SERVICES CONTROLLED BY INETD IS LISTED BEL
TIONS INETD WILL EXECUTE SCRIPTS IN THE FIl1
INND 6SENET NEWS SERVER DAEMON

IPCHAINS DAEMON FOR PACKET FORWARDING
GATEWAY FIREWALL

ISDN PROVIDES *4%/ NETWORK INTERFACING SE
ISDN LINUX FOR USERS OF *4%/ CARDS
KERNELD AUTOMATICALLY LOADS AND UNLOAD.
KEYTABLE LOADS THE APPROPRIATE KEYBOARI
FIG KEYBOARD

KHEADER
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KUDZU DETECTS AND CONFIGURES NEW OR CH,
BOOT

LINUXCONF DbbSTARTUP HOOK”A"™ NEEDED FOR T
URATION TOOL

LPD LINE PRINTER AND PRINT SPOOLER DAEMO
MCSERVY SERVER PROGRAM FOR THE .IDNIGHT
ING FILE SYSTEM *T PROVIDES ACCESS TO THE
RUNNING THE .IDNIGHT FILE SYSTEM CURRENTL
$OMMANDER FILE MANAGER *F THE PROGRAM I
GRAM WILL TRY TO GET A RESERVED PORT OTHE
THE PORT *F THE SYSTEM HAS A PORTMAPPER |
WILL BE REGISTERED WITH THE PORTMAPPER AN
MATICALLY CONNECT TO THE RIGHT PORT *F TH
PORTMAPPER THEN A PORT SHOULD BE MANUAL
OPTION SEE BELOW

MYSQL DATABASE SERVER DAEMON

NAMED PROVIDES %/4 SERVICES

NETFS NETWORK FILESYSTEM MOUNTER G6SED
AND NCP SHARES ON BOOT

NETWORK ACTIVATES ALL NETWORK INTERFACE
SCRIPTS IN ETC SYSCONFIG NETWORK SCRIPTS
NFSD USED FOR EXPORTING NFS SHARES WHEN
SYSTEMS

NFSLOCK STARTS AND STOPS NFS FILE LOCKIN
NUMLOCK LOCKS NUMLOCK KEY AT INIT RUNLE"
PCMCIA GENERIC SERVICES FOR PCMCIA CARD
PORTMAP NEEDED FOR 3EMOTE 1ROCEDURE $A
POSTFIX MAIL TRANSPORT AGENT WHICH IS A F
/OW THE DEFAULT ON DESKTOP INSTALLATIONS
POSTGRESQL DATABASE SERVER DAEMON
RANDOM RANDOM NUMBER GENERATING DAEMC
AND ENCRYPTION

ROUTED MANAGES ROUTING TABLES

RSTATD KERNEL STATISTICS SERVER "LLOWS
PERFORMANCE STATISTICS FOR ANY CONNECTEI
RUSERSD PROVIDES SERVICES THAT ALLOW US
OVER THE NETWORK

RWALLD ALLOWS USERS TO USE RWALL TO WRI
TERMINALS
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RWHOD SERVER WHICH MAINTAINS THE DATABY/
AND RUPTIME PROGRAMS *TS OPERATION IS F
TO BROADCAST MESSAGES ON A NETWORK
SENDMAIL MAIL TRANSFER AGENT O5HIS IS THE
3ED )AT OTHERS SUCH AS SMTPD ARE NOT INC
SMB NEEDED FOR RUNNING 4" .#"

SNMPD PROVIDES 4IMPLE /TETWORK .ANAGEMEN
SOUND DAEMON FOR MANAGING SOUND

SQUID WEB PAGE PROXY SERVER DAEMON
SYSLOGD MANAGES SYSTEM LOG FILES

SMTPD 4IMPLE .AIL 5SRANSFER 1ROTOCOL DES
OF ELECTRONIC MAIL MESSAGES 4EVERAL DAEN
ARE AVAILABLE INCLUDING SENDMAIL SMTPD |
ETC

TCPD FROM THE TCP@WRAPPERS PACKAGE *N
MALLY HANDLED BY INETD AND FILTERS THEM Tl
HOSTS ALLOW AND HOSTS DENY FILES WHICH C
VICES BASED ON TYPE OF SERVICE ORIGIN OF F
SEQUESTS ARE INTERCEPTED BECAUSE CALLS T
PLACED WITH CALLS TO TCPD IN ETC INETD COI
TELNETD TELNET SERVER DAEMON

USB DAEMON FOR DEVICES ON 6NIVERSAL 4ERI
XFS 9 FONT SERVER

XINETD MORE MODERN REPLACEMENT FOR INE"
FOR SIMILAR KINDS OF ACCESS FILTERS TO THE
JUNCTION WITH INETD XINETD REPLACES INETD
SERVICES DAEMON IN 3ED )AT

XNTPD J/ETWORK 5IME 1ROTOCOL DAEMON 1RO
CRONIZE TIME OVER THE NETWORK

WEBMIN DAEMON FOR WEBMIN WEB BASED SYS
PROGRAM

YPBIND /*4 BINDER /EEDED IF COMPUTER IS P,
FORMATION 4ERVICE DOMAIN

[edit] Notes on Applications

[edit] Mail Transfer Agents (MTAS)

SHEINUDISTRIBUTKORDSNOMWITBENDMANCEPAOR
. ANDRAWHI I QAEO MNERSIOVSBA® STASXBEFAVBLTSHERE
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ARE&EEVERGMP E PIRNGG RAWAS L ABAEENHEIM P LIEG NS'HE M
TO BE THAT EASY TO CONFIGURE
T &XIM
'ETCHMAIL SEEMINGLY ONE OF THE FEW WAYS
AS WELL TO DOWNLOAD MAIL AUTOMATICALLY F
SERVER AND PASS IT TO LOCAL MAIL HANDLING
LINE IN FETCHMAILRC
POLL POP UQAM CA PROTO POP USER 64&3/
1"44803%
6SETHEOLLOWONASVEETCHMBAADAEABDAEMONANILL
DOWNLOAD MAIL AT REGULAR INTERVALS
) FETCHMAIL D
SHENTERSRARECIFNEBC O NPTSC H MAIIIRLO IALQ A HEO P
SERVERS LISTED IN FETCHMAILRC
" (ETMAIL %ESIGNED AS A REPLACEMENT FOR 'E
%!
10STFIX A MAIL TRANSPORT AGENT AND POTEN
SENDMAIL .ANDRAKE AND UP USES THIS AS |
2MAIL A bbMODERN”A" REPLACEMENT FOR SEND
MORE SECURE THAN SENDMAIL 4INCE IT DOESN
IS NOT THE DEFAULT .5" OF ANY -INUX DISTRIBU
4ENDMAIL THIS ONE GETS MY VOTE FOR THE M
SCURE CONFIGURATION FILE ETC SENDMAIL CF
USERS WILL BE USING MACHINES CONNECTED T(
OR ON NETWORKS SUCH AS UNIVERSITY NETWO
MAIL PROCESSING AND ACCESS TO THE NET * H
ING LINES IN SENDMAIL CF TO BE ABLE TO SEND
%.UQAM MASQUERADE THE DOMAIN NAME
%/AMBLER STVEAVENJERADE USERNAME
%4NOBEL SI URRARIMMEZ AALL MAIL THROUGH NOE
SHPROBICEMMERBROMEACHAATRAUSERMMLOCNETWORK
DONMAVEYOWBRDOMANMMEWANIETUANT@ER OU TIKD
62"."SMAIRERVEBPWANTHEE RV EBRAN DAL YM A IEONRE
EVEMAITWOTHER'. USERB SENWMAIT®G2". USEBSING
THENR RMALWWBEBRNAMENED OENOKNOWHORVHERHEY
AREHAWEANAGHEBEACONFIGURAATORBE®VY R I TASE& N D
MAIL MICANPROCESBNVNIGHHE MACRNTERPRBTLTERWING
THBEODRESS SEWRNTI)INNG5CNOWAVEOMETHHWIORKS
BUWHIGH STERIOOMBPYABORADANG BROPMEBRMISSIONSA?
EVERY TIME THE SYSTEM BOOTS UP
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4MAIL SEEMS TO BE A POPULAR CHOICE ON SM
APPEAR THAT AT ONE POINT IN ITS HISTORY 3E
SMAIL BUT THIS HAS BEEN REPLACED WITH SEN
s MAILER APPARENTLY DESIGNED FOR MAIL SER
BER OF USERS

[edit] Mail User Agents (MUAS)

"CMEMAIL B8EB BASED MAIL AGENT "LLOWS YOI
WITH ANY BROWSER *NVOLVES SETTING UP A 11
SERVER SIDE

"RCHIMEDES " SUCCESSOR PROGRAM TO 9'MAII
"RROW

#ALSA THE DEFAULT (NOME MAIL PROGRAM
#LITZMAIL

&L M

&§MUMAIL 8EB BASED MAIL AGENT "LLOWS YOU
TO CHECK YOUR 101 MAIL ACCOUNT 5HE 8EB SI
MAKES THIS ONE CAN BE USED TO CHECK YOUR
WITHOUT SETTING UP ANY $(* SCRIPT ON THE SI
&VOLUTION MAIL READER AND CONTACT MANAC
FOR USE UNDER (NOME
&XMH GRAPHICAL FRONT END FOR .H
, MAIL MAIL READING PROGRAM INCLUDED WITH
: FOR bb.AHOGANY”*™ 4EEMS SIMILAR TO 9'MAI
HAVENAT BEEN ABLE TO FIGURE OUT FROM THE
RUNS INDEPENDENTLY OF OR IN CONJUNCTION V
PROCMAIL
. H
.UMAIL
UTT TEXT BASED MAIL PROGRAM WHICH IS HI
IMH MAIL HANDLING SYSTEM 5higg SYMBER INC
OF BINARY COMMANDS THAT ARE KEPT IN USR E
FOR NMH FOR DETAILS 3ED )AT AND COME
WHICH ARE GRAPHICAL FRONT ENDS FOR NMH 5
SEPARATE PACKAGE WHILE XMH IS OWNED BY 9
1INE TEXT BASED MAIL AND NEWS UTILITY 'EA
*.& SUPPORT
ABILITY TO READ AND POST NETWORK NEWS
MAINTENANCE OF AN ADDRESS BOOK OF MAI
SPELL CHECKING DURING MESSAGE COMPOS
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MOUSE SUPPORT WHEN USING XTERM ON AN
A HIGHLY CONFIGURABLE ENVIRONMENT
1INEABBUSEDDOWNLOABROWMWNERNMORBD1 MAIZERYV
ERSEBIPOHHEEEK UUQ UJQPGUIFXFFL EBSLFMR OFL
THEOURMEHEFEBRUARY'IRSSEUOPMULTIEDENFIGURATIO
FILESNFPLOCALMMANEPOPSERWHRBEPOPSERMVEEHRK
SHEN@CONFIGINEEY SE101 SERMEREHEETSP NFIG M
MAND 4ET SOMETHING LIKE THIS IN THE INBOX PAT
) [POP SERVER COM POP USER MYID */#09
SHENINERESTARIHEOWISKOROWPRSSWORRNNE®H E
REMGHEHRVANRD SENSHTWERE CESISONBAIBHRART IIGLE
UNCLEARHETHHEREHEPTIOREAVIONGSP I EE HEOWN
LOADED MAIL ON THE SERVER
" 4YLPHEED
9$MAIL
9'MAIL 5HIS ONE SEEMS VERY PROMISING *TA"ES
THAT SEEMS TO OFFER MOST OF THE FEATURES
*T RUNS WITHOUT USING SENDMAIL AND PROCM:/
ADVANTAGE

[edit] Editors

COOLEDIT A PRETTY POWERFUL (6* TEXT EDIT(
EMACS POWERFUL TEXT EDITOR THAT INCLUDE
AND SENDING MAIL AND POSTINGS TO NEWSGRO
MODULE 'OR £EDANDSRISFILES TEHEADTO N
PACKAGE IS INVALUABLE AND MAKES EMACS PR
EDITOR WeRBH -

JED HAS PRETTY GOOD EMACS EMULATION IT
EMACS *T DOES SIMPLE SYNTAX HIGHLIGHTINC
GIVING POSITIONING OF PARENTHESES *T WOUI
FIGURABLE AND TAKES UP MUCH LESS DISK SPA
MORE THAN JOE AND MUEMACS *T WORKS WELL
STILL MANAGES TO USE COLORS FOR MENU BAR:
5HE PROGRAM XJED WHICH COMES WITH SOME V
OWN 9 TERMINAL WHEN INVOKED

JOE +0OE~AS OWN &DITOR A FAIRLY POWERFUL
BINARY AND AN ABILITY TO EMULATE 80RDSTAR
OTHER EDITORS
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JOVE +OE*"S OWN 7ERSION OF &MACS * TRIECLC
TIMES AND MANAGED TO CRASH IT WHEN MAKINC
COMMAND SYNTAX

MICROEMACS +"441" SPINOFF OF MUEMACS 1
CONFIGURABLE WHILE NOT TAKING UP TOO MUC
MUEMACS A FAIRLY POWERFUL EMACS CLONE \
SMALLER THAN THAT OF THE +OE EDITOR

NEDIT AN 9 8INDOW BASED TEXT EDITOR OF Al
THAT **VE SEEN |IT HAS COMMANDS WHICH ARE
EDITORS FOR CURSOR MOVEMENT HIGHLIGHTIN
HAS VERY GOOD SYNTAX HIéE—&BI@HUI)\BG-FOR BO-
PICO SIMPLE TEXT EDITOR *T OFTEN COMES P
MAIL USER AGENT

Vi INCLUDED WITH MOST -INUX DISTRIBUTIONS
THE SYNTAX IT CAN BE PRETTY HARD TO UNDEF
VIM IMPROVED VERSION OF VI

XEDIT SIMPLE TEXT EDITOR INCLUDED WITH M#

[edit] Other

DFM YESKTOP 'ILE . ANAGER "LLOWS THE USEF
ICONS ON THE DESKTOP

GMC (NOME .IDNIGHT $OMMANDER (NOME VER:
$OMMANDER *NCLUDES A GRAPHICAL INTERFAC
PLACE ICONS ON THE DESKTOP

MC .IDNIGHT $OMMANDER FILE MANAGER 3UNS
AND IN AN XTERM

SCILAB A FREE MATRIX PROGRAMMING LANGUA
STITUTE FOR ("644 AND OR ."5-"#

[edit] Also See

(UIDE TO 6NIX 'ILES

(UIDE TO 6NIX &NVIRONMENT 7ARIABLES
(UIDE TO 9 8INDOW .ANAGERS

-INUX (UIDE -INUX COMMANDS

6SE THE 40URCE $OUNTER $ULTURE
(UIDE TO B6NIX

(UIDE TO 9

6SE THE 40URCE
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[edit] External Links

SOSETTA 4TONECORFI/GXYRABLE LIST OF EQUIVAL
FOR NIX AND ."$ SYSTEMS

[edit] References

S$OMPUBERHNOWOEGUYMENTROIIENS ¥ 1 A bb)OW
-INUX 8ORKSAMMUUQ XXX DPNQUFDIEPDMRI®HN Y
IPXMJOVYXPSLT

S$OMPUSERHNOYYOGYMENTRTODIJHEN % 1 B bb-INUX
'ILEANDBOMMANEFERENCEOQr XXX DPNQUFDIEPD PSFH
PT MJOVY DPNNBOET

,LIMASIOTERAL bb-INUBWBIEDMINISTRATODR?
IluuQ MJOVY OFXCJF TVOTJUF EL

AIEVERLEBNEPHPRAINHOBEDRSIGCAKMARNNDTE P HIEN
GINS LinuxinaNutshell THIRD EDITION O7M3EILLY

40BELL .ARK APractical Guideto Linux "DDISON 8ESLEY

SELSHATTATTHIASLGEALHEIAMNEER RAUFMAN  Run-
ningLinux THIRD EDITION O”A3EILLY AND "SSOCIATES
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Getting Help
man

man DISPLAYS THE MANUAL PAGE FOR THE SPECIFIE
"USEFUL OPTION IS
man -k TEXT

5HIS SEARCHES MANUAL PAGE TITLES AND SYNOPS
Examples:
50 DISPLAY THE MANUAL PAGE FOR THE CHOWN CC
man chown

man HAS DIFFERENT SECTIONS
" SECTION IS USER COMMANDS
SECTION IS SYSTEM CALLS USED BY PROGRAM
THE KERNEL
SECTION IS LIBRARY REFERENCE FOR PROGRA
SECTION IS DEVICE DRIVERS
SECTION IS CONFIGURATION FILES AND OTHER
SECTION IS GAMES
SECTION IS MISCELLANEOUS FOR EXAMPLE A
OPERATOR PRECEDENCE
SECTION IS SYSTEM COMMANDS LIKE USER CO
ROOT
" SECTNONBERBEPEC I BEHIIOREAGEAMBEEXAMPLE
man chmod NORM ASIHOWBESERO MMAKRB MOPDOSEEHEY S
TEM CALL CHMOD
man 2 chmod

50 SEARCH THE MAN PAGES FOR NEWSGROUPS
man -k newsgroups

BDUTZOD TZODISPOJ[F OFXTHSPVQTP'

OFXTHSPVQT B QSPHSBN UP MJTU VOTV
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*F THIS DOES NOT WORK YOU MAY HAVE TO RUN
COMMAND

[edit] info

info ISAMADVANREEEOMMAMNDASS OME T IMMEAS L ABOLIES
PLAYS THE IMPROVED MANUAL PAGES IN *NFO FORM
Examples:

50 DISPLAY THE MANUAL PAGE FOR THE GREP COM
info grep

50 FIND OCCURRENCE OF "GREP”™ IN ALL INFO MAN
info Napropos grep

BVUPDPOG &YBNJOJOH %FDMBSBUJPOT a &(3&

BVUPDPOG &YBNJOJOH %FDMBSBUJPOT a &(3&

BVUPDPOG OME .BDSP /BNFT a )&"%&3@&(3&1
C

TBODY

40ME COMfEXL AOFK THE W OPTION

50 SEE THE PHYSICAL LOCATION OF "GREP” INFO M,
info -w grep

VTS TIBSF JOGP HSFQ JOGP H]

50 VIEW A FILE A INFO PAGE
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info -f ./some_cmd.info.gz

[edit] apropos

apropos SEARCHHEESAN URAGEH ORHS CRIPFTO®RSIBSECIFIED
KEYWORD

ONMANSYSTHMSSE XACTTHEA MES HEKO P T 10 N H&an
COMMAND

Examples:
apropos newsgroups

BDUJWF MJTU PG BDUJWF 6TFOFU OF
OFXTHSPVQT B QSPHSBN UP MJTU VOTV
[edit] whatis

whatis DISPLAYS SHORT MAN PAGE DESCRIPTIONS 6l
Examples:

whatis info
JOGP SFBE *OGP EPDVNFOUT
JOGP SFBEBCMF POMJOF EPDVNFOUBUJ

whatis chmod
DINPE DIBOHF GIJMF NPEFT

DINPE GDINPE DIBOHF NPEF PG GJMF
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[edit] makewhatis

makewhatis CREATTHHERA TABFASHEHW HATABP RO RN BI A NK
COMMANDSISSCOMMONRIUVMWAUTOMATEEYALQYRBYSTEM
HOWEVER SOMETIMES YOU NEED TO RUN THIS MANU
Examples:

makewhatis

sudo makewhatis
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Filesystem Utilities

Is

Is

TBODY

LiSt contents of directory

'‘REE#4% MANUAL PAGE
IET#4% MANUAL PAGE
OPEN#4% MANUAL PAGE

LAT THECORE UTILS MANUAL
LAT TFTHNEUX QUESTIONS WIKI

s IS A UTILITY FOR LISTING THE FILES IN A DIRECT

OST USED OPTIONS ARE

ALL FILES INCLUDE FILES WITH PREFIX

LONG DETAIL PROVIDE FILE STATISTICS

ORDER BY CREATION TIME

SORT BY ACCESS TIME OR SHOW WHEN LAST ACC

ORDER BY SIZE

REVERSE ORDER

MARK DIRECTORIES WITH EXECUTABLES WITH
LOCAL SOCKETS WITH NAMED PIPES '*'0S WITH

OTHER OPTIONS INCLUDE
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-Fx Ncolor
COLOR CODED LISTING

-S
SHOW FILESIZES

-h
HUMAN READBLE SHOW FILESIZES IN KILOBYTEZS
BE USED TOGETHER WITH L OR S

MT TU MJTU GJMFT UIBU DPOUBJO TU JO OBNF
MT MJTU PVUQVU MJTU UP GJMF OBNFE MJTU
MT ] NPSF GJU MJTUJOH UP TDSFFO

Examples

Is

GJTlI IFMMP UYU

Is -

SX SaSa VTFSOBNF HSPVQOBNF "QS
SX SaSa VTFSOBNF HSPVQOBNF "QS
AEVERAL SYSTEMSIMWAHVIEAN@EBATKHEH SAME AS
Il

SX SaSa VTFSOBNF HSPVQOBNF "QS

SX SaSa VTFSOBNF HSPVQOBNF "QS

#E CAREFUL WITH THE ' OPTION )ERE IS ONE EXA
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Is -F /usr/X11R6/bin/X*

VTS 9 3 CJO 9! VTS 9 3 CJO 90FTU VT
VTS 9 3 CJO 9NBSL VTS 9 3 CJO 9PSH
SEDONORNOWENMTHERESYMBAULNY ANBNEXECUTABLE
OMARK®RF 9! ANDOIMARKMREUS HEAMESNORMRALES

SHOUGHAND ARNMOMUCHOUNNFrILENAMEEBREOSSIBLE
40 WE CHECK BY DROPPING THE '

Is /usr/X11R6/bin/X*

VTS 9 3 CJO 9 VTS 9 3 CJO 90FTU VT
VTS 9 3 CJO 9NBSL VTS 9 3 CJO 9PSH
[edit] mkdir

mkdir 1S A UTILITY FOR CREATING A DIRECTORY
Examples
mkdir newdirectoryname

5H OPTION ALSO MAKES PARENT DIRECTORIES AS
mkdir foo

cd foo

mkdir bar

YOU CAN JUST DO
mkdir -p foo/bar
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[edit] cd

TBODY
cd

change Current Directory
CIAT THEUX QUESTIONS WIKI
cd CHANGHEJRRENRIEEC TWRNEHEBHISURREINREECTORY
WILL BE USED BY OTHER PROGRAMS LAUNCHED FRO
#ECAUGE HANTGHST AOEHEH EILMLSAshellbuilt-in command

*T CONTRAST MOST COMMANDS ARE SEPARATE PRO
Examples

$HANGE TO "FOOBAR”N DIRECTORY
cd foobar

SHANGCGEOUROMEIRECTOGROMMANDEWITHADOIOPTION
WILL DROP YOU BACK INTO YOUR HOME DIRECTORY
cd

] TILBHORHEATHOY OURROMEIREC TTHRSO M M ANADS
SAME EFFECT AS THE PREVIOUS ONE
cd ~

$HANGE TO PARENT DIRECTORY
cd ..

$HANGE TO THE PREVIOUS DIRECTORY
cd -

Tips:
TBODY

TBODY
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S5SHE$%1"5) MIGHOINIWORKSOMEHELOSE XAMRENEHAS
| T

#YSETTING1"5) ENVIRONWAERNTRAIBYBD URHELQC ANAKE

ADVANTAGE OF SHELL COMMAND COMPLETION FACIL

echo $CDPATH

VTS MPDBM VTS TIBSF EPD

*FYOUAVIEHEB % 1"5)SETHENWOBRESS'#KREXNDB EFAOS
SIBLE PATH COMPLETIONS
cd bas [TAB]

CBTF DPOGJH CBTF GIMFT CBTF QBTTXE CBTI

[edit] pwd

TBODY
pwd
Print Working Directory
'REE#4% MANUAL PAGE
IET#4% MANUAL PAGE
OPEN#4% MANUAL PAGE
PWBT MTHECORE UTILS MANUAL
PWBT TTHEUX QUESTIONS WIKI

pwd FOIRINMDRKIBGRECTITHOWHEURREINRECTERY
YOU ARE IN

SHOUGHND SOFTEWAILABAIKE XTE FPNRAOLG RIAIME JO
QXEMANSHEIOFFAREQUIVAYERTABGNSHERUIL TIQIM
MANBIKRANEXTE RNXDAMM A NI DN O ULNDH ERHEU R RIEIRT

ECTORY FROM THE SHELL OR OTHER PROGRAM THAT
Examples

pwd

IPNF VTFSOBNF
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:OU CAN CHANGE THE DIRECTORY YOU CAN ALSO
cd /usr

pwd

VTS

"OWCCANLIUGEPWIONSCRIPH® HAVEN OUEGHP ERIWNCHE
SCRIPTIHNEBNO WO UKD OWHAHKEEXTNEOMPLARNTEUR
RENT DIRECAHIORYTBESOBNF

UFTU Y QXE Y IPNF VTFSOBNF FDIP XSPOH E

[edit] chroot

TBODY

chroot
CHange ROOT directory
: 'REE#4% MANUAL PAGE
IET#4% MANUAL PAGE
OPEN#4% MANUAL PAGE
CHRAQDT(HE CORE UTILS MANUAL
CHRAQODT-FHNEUX QUESTIONS WIKI
chroot CHANGHROGTLESY SHEM HR ORAITGATT HEIN U X
QUESTIONS WIKI EXPLAINS WHY YOU MIGHT WANT T¢
Examples
50CHANGEROGTLESYSORNMWTCESIJVWVBECOMBEND
FILES OUTSIDE OF IT CANNOT BE SEEN
chroot /mnt/usbdrive/

"OUMUSBEROOBEROCHROWIMHAURS EW® UBEBABLIEM SE

CHROUWUB AIROOSUPERPREREL SGHSEURBDFCHRAGOT
DISALLOWED
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chroot /mnt/usbdrive/

DISPPU NOU VTCESJWF OQFSBUJPO OPU QFSNJUL

[edit] cp

cp COPIES A FILE
.OST USED OPTIONS ARE

COPIES DIRECTORIES RECURSIVELY

PRESERVES PERMISSIONS OWNERSHIP AND TIME

PROMPT BEFORE OVERWRITE

VERBOSE SHOW FILENAMES AS THEY ARE BEING (

Examples
.BLFT B DPQZ PG GIJMF EFCJBO BOE DBMM JU %FC

cp -i debian Debian

.BLFT B bDPQZ PG GIJIMF EFCJBO BOE QVU JU BU UN

cp -i debian /tmp/debian

4BNF BT UIF QSFWJPVT DPNNBOE UIF GIMFOBNF EF

cp -i debian /tmp

.BLFT B DPQZ PG EJSFDUPSZ NZEJS BOE BMM JUT
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cp -ir mydir/ /tmp

$PQZ NVMUJQMF GJMFT UP EJSFDUPSZ UNRQ

cp -i foo bar baz /tmp

TheFile SystemUtilities moduleor this sectionof WikibooksGuideto Unix
Computingis astub.
You can help bgxpanding it

[edit] mv

mv MOVE AND OR RENAME FILES
Examples
3FOBNF GJMF VOJY UP 60JY BTTVNJOH 60JY JT

mv -i unix Unix

.PWF GJMF 60JY GSPN ZPVS IPNF EJSFDUPSZ UP UI

mv -i ~/Unix /tmp/Unix

4BNF BT UIF QSFWJPVT DPNNBOE UIF GIMFOBNF EF

mv -i ~/Unix /tmp

.PWF GJMF 60JY GSPN ZPVS IPNF EJSFDUPSZ UP UI

mv -i ~/Unix /tmp/unix

.PWF NVMUJQMF GIJMFT UP EJSFDUPSZ UNQ

mv -i foo bar baz /tmp
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TheFile SystemUtilities moduleor this sectionof WikibooksGuideto Unix
Computingis astub.
You can help bgxpanding it

[edit] rm

TBODY

m
ReMove and delete files
'REE#4% MANUAL PAGE
IET#4% MANUAL PAGE
OPEN#4% MANUAL PAGE

RMAT THECORE UTILS MANUAL
RMAT TTHEUX QUESTIONS WIKI
rm DELETES A FILE FROM THE FILESYSTEAM4LIKE TH

S5HE/6 LONXGPTIOINBGEIJSFDUPAARAVAILOBNUNEURBUT
NOT MOST OTHER SYSTEMS
Some useful options are:

-d, Ndirectory
UNLINK '"*-& EVEN IFIT IS AN EMPTY DIRECTORY
USER UNLINK NON EMPTY DIRECTORIES TOO

-f, Nforce
IGNORE NONEXISTENT FILES NEVER PROMPT

-i, Ninteractive
PROMPT BEFORE ANY REMOVAL

P
#4% ONLY OVERWRITE FILE BEFORE DELETION

-r, -R, Nrecursive
REMOVE THE CONTENTS OF DIRECTORIES RECURS
OFTEN BE USED TO SUCCESSULLY RUN RM RECUR
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-v, Nverbose
(/6 ONLY EXPLAIN WHAT IS BEING DONE

Nhelp
(/6 ONLY DISPLAY HELP AND EXIT

Nversion
(/6 ONLY OUTPUT VERSION INFORMATION AND EX

Examples:

S5 HEESAGERMISCONSIDEREDBDN MARIEXNGERGMED U I
VALENNCSTHERERASYNG BMEAODFHBWAYHEHERARSES
WILDCARNDIBNAMEGFSPECDARECTARIESETNON VERBOSE
ACTIONS

JERESACLASSSHEMPINES TEOADELETHNGEBHANDWITHP

OITDELEAESLENS HEIRECTORWBLAFILEALLED
5HERE IS AN UNWANTED SPACE BETWEEN THE ASTETF
rm*.o

SN DBOOPU SFNPWF AP /P TVDI GIMF PS EJSFDUI

S50REMOA/H WVEHO SBEMETARTBAD FORXAMBLEOWSE
ONE OF THESE COMMANDS
rm N -foo

rm ./-foo

*MIGBEJSEFWMREANELISSAMSREMOWHIGHOVHES E
FILERLOCARABHSEYOUGANOHERNEBECONEERSWCCI
DENTALLY REMOVE D
Secure deletion of files:

/IOTEHARFOUSEMI REMOAFELIHSUSUAROSSIMBRECOV
ERHEONTBONHSETISHNGS D O lNSORE M OVHER OINHIEA RDO S K
*T SIMPLY REVMOMES EHEKMIO IT

ON #4% YSTEMNHHEOPTIOWE RWRHERASMMI THHEIIBEEFORE
REMOVING IT
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rm -P secretfile

JOWEVER MPSTHFHE MANUAXPAGSINS IT
Recentesearchndicatesthat asmanyas35 overwrite passesvith carefully
choserdata patternsmay be necessaryo actually preventrecoveryof data
from a magneticdisk. Thus the -P option is likely both insufficient for its
design purpose and far too costly for default operation.

AONHIEKAMINTNBATASINdG OMAKINMOISIWMAGW ILL
NOREVBAEECRETATHMRTHODWBLAKR ABORAKXKAMYNATION
OHHEISK/IIREVHAIEBATASHORTP DO BSODE L BDIAESAE

CURE'LFRROGRAMNIT TEMIRD & L EDTAETSAE C U RE L6 shred
AVAILAOBNINUXUTSHRESN OALW ASYLEC C E SNSFHHOWDRER. E

TION READ ITS ENTRY BELOW

[edit] rmdir

rmdir IS A UTILITY FOR DELETING EMPTY DIRECTORII

Examples
rmdir directoryname

*FFTHEIRECTDREMPTIYHEORREAYTREMOVMHEEBIRECTORY
AND ALL ITS CONTENTS RECURSIVELY IS TO USE

rm -r directoryname

[edit] shred

TBODY

shred
Attempt to securely delete files

SHRED TTHE CORE UTILS MANUAL

SHRED THNEUX QUESTIONS WIKI
shred OVERWRIFIENEULTIPLNEBNSI TSP ECDAOMPATTEIRN S
MAKEHEBLOONTEMHEILUENRECOVERGAISESPECPALLY
HARDISEHISOMMAINPARIIK/6 COREUSIQODISSOFTENLY
AVAILABLE ON -INUX SYSTEMS
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[OTHEHAH&Gually is ineffecive ONMOSTLESY BEEMIBEY
CANEE®PLOOPIEBATAOSPOPULARJRKILESYSMNEMIIDING
EXTKEESPUGCHOPMBBSROUGUHBRNADIWEBEVEFRHRE®Y ERNSE
FUL FOR DESTROYING THE DATA ON ENTIRE PARTITI

Some useful options are:

-u, Nremove
UNLINK THE FILE AFTER REMOVING IT

-NUMBER, -n NUMBER, Niterations= NUMBER
THE NUMBER OF ITERATIONS OF OVERWRITING TH
ITERATIONS

Examples: 3SEMOVAANDCOMPLEDEBYRG®GD SFUG F\RPO KN
FILESYBAHEMNMERWRATTEARP LASED OBNSOUSEO UR N AEONRG
EXAMPIHEE'4A FILESYSFEM('OR HEASTEARFTEHREATA
DESTROYED THE U OPTION UNLINKS THE FILE FRC
shred -u secretfile

IOTHHAFTFDSFUGHMBULTIAARIDNK®ITH FORX
AMPLEWIIAONTINGEKISTTHHOCGEHERMBEBIUWIIAONTAIN
ONLY RANDOM DATA

[edit] touch

touch LEY® CHANGHEHATEAFILEAMLSB@AIJSEDZ REATE
BLANK FILE

Examples
SHIWILAHANGEECCEHDRAIAND IMB #Hlename TOHEURRENT
TIM EfilehemeDOESNAT EXIST IT WILL CREATE A BLANK F
touch filename

[edit] df

dif REPORTS THE AMOUNT OF FREE DISK SPACE AVA
df

‘IMFTZTUEFEN , CMPDLT 6TFE "WBJMBCMF ¢
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EFW NE

EFW NE IPNF
EFW NE VTS
EFW NE WBS
EFW NE UNQ

SEPORONISKNSAGEHUMAREADABQEMWITBLOCK SNZES
,ILO .EGA (IGABYTES

df -h
'JMFTZTUFN 4J[F 6TFE "WBJM 6TF .PVOUFE
EFW IEB ( (

UNQGT : , . EFW TIN

EFW IEB ( ( . VTS
[edit] In

In CREATES LINKS BETWEEN FILES
4YMBOLIKKKREPECHFALEH A CTONTAHMEBSOLQHRRELATIVE
PATIHASEPARAODEFERENTCHEBEY MBQALNKREORWARDED
THEILETHEYMBOQUNROINIMTGBHEILTEWHIOHEEFERISNCE
FORWARNBDMMWAREHE HIEINK HEI LPEO | N TTEDEM O V EXOR E
LETHBEINWIUJUPDINDNIOTHING/ARNIANKESI VENORRE
ANY ATTEMPTS MADE TO REFRESH THE LINK TO TH
*N6NIALINFORMABIOBIL EGW N ER O PE R M IS S3 OANES
NUMBEBRINK®O CADODINMDNSKARETORBIMHENODW I TTTHRO T
ABLEX C E P DifdeNflename SHEILENAMEIOREDIRECTORIES
WHERNODE NUMBHRRAYHE4 REFEHRNLEAREAIRWDTH
FILENANMEST STIRHWA&Beuser REFERFSLESSHENUMBER
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LINKENTRRYHENODKEEEPRACKOWANVYIMEBSBNODE NUM
BER HAS THUS BEEN PAIRED WITH A NAME IN SOME
SBHENREARAINAGRIDNWITHMOTHE OURRIHBBEO N LLUYS EIDO
DETERMBENNODE NUMBEMNODE NUMBER TBNHIESENAME
THEWADBSOME RECUSGRWYG ANODE NUKNMBERENUMBER
OEINKCSOUNISENCREMENTHP OR TAIMTH | 8§ N L IAS\Enbolc

LI NK$hesamdile INEVERROVY &aTIJ8 SHAHEIICEABRACCE 8YED
DIFFERENRASNDDRROMFFEREBAATIONISNG® EL E TTINE
ORIGISAURCHASIOEFFBDOITHE THIEIRIRKGELE TNGH HE
FILENNSKSGNIREMOVEBNTRR AWt DIRECT ORMSRWHE N
TH&st LINIKany DIRECTS REWMOVHBDAHEIULBACTUM®IELETED
FROM THE DISK
JARDRDINICANO UNLIKEMB QULNKBHJ S EIDRR E FIERF | LCEN
ANOTHEIRESY NERAMNMARD NKUSUABIEY SEDOLINKQA
DIRECTORY

Examples:
50MAKESOFSYMBOLUNKIELOIOHEILEHOMEBLICEDE

BIN WORLD

In -s /home/alice/code/bin/world hello

50 MAKE A HARD LINK FROM THE FILE FOO TO T
Is -l

UPUBM

SX SaSa SUN VTFEST "VH GPP
In foo bar

Is -I

UPUBM

SX SaSa SUN VTFEST "VH GPP

SX SaSa SUN VTFEST "V H CBS
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SHESNUMBEGRT MEISTINHOWIBSEUMBEBRHARIDONRKRS

FILLAVENOTHW®ROSNUMBER IMBS/B5E ERNN T E RNEDO
SOME DIRECTORY

[edit] chown

TBODY
chown
CHanges OWNer of file

'REE#4% MANUAL PAGE
IET#4% MANUAL PAGE
OPEN#4% MANUAL PAGE
CHOWN THE CORE UTILS MANUAL
CHOWMN T-HNEUX QUESTIONS WIKI
chown CHANGHGWNERDROOFILEGRMAIONIRYO OSA L
LOWEMmO HIBUMFAU S EERV NAF- | LEH ETNH VIS EERA @ H A NTGHE
GROBRONOUYCEROWLHKENTAIMNHNGERNOLBY STENHEB I L
ITORNSERGIVEILEG@THERERSUSAEABDUSEMOSIYSTEMS

PROHIBIT NON ROOT USERS FROM CHANGING THE O\
40ME USEFUL OPTIONS ARE

-R
RECURSIVELY CHANGE OWNER GROUP ON AN ENTI

-h

DO NOT FOLLOW SYMBOLIC LINKS I E CHANGES O
TARGET FILE

INDICATE NO ERRORS IF CHANGE FAILED

Examples:

SOOCHANGHBWNEROHIPTEASSVADND ETSGSHADOW
USER ROOT GROUP WHEEL

chown root:wheel /etc/passwd /etc/shadow

SHE SAME BUT ONLY CHANGING THE OWNER
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chown root: /etc/{passwd,shadow

5HE SAME BUT ONLY CHANGING THE GROUP
chown :wheel /etc/{passwd,shadow

SOGNVEYERMIE ETSESSHNCLUDBINBASUBDIRECIT@RIES
USER ROOT GROUP WHEEL
chown -R root:wheel /etc/ssh

SHESAMBUEXCLUDBINESDIRECTOWRIEBSENVISIBILE S
ETC SSH WILL ALSO BE MISSED
chown root:wheel /etc/ssh/*

6SERUXHANGHBIRECTORROCARKCFROAR O URJ X
TO GROUP WHEEL 5UX IS A MEMBER OF BOTH GRO
Is -Id /usr/locall/src/xc

ESXYS YS Y uvy UVY 4FQ VTS MPDBM
chown tux:wheel /usr/local/src/xc
Is -Id /usr/locall/src/xc

ESXYS YS Y uvy XIFFM 4FQ VTS MPDB

[edit] chmod

TBODY

chmod
CHanges file MODe
'REE#4% MANUAL PAGE
IET#4% MANUAL PAGE
OPEN#4% MANUAL PAGE
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